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THE GOVERNMENT OF THE CZECH REPUBLIC

THE RESOLUTION OF THE GOVERNMENT
No. 479, dated May 19, 2003
on the National Action Plan to Combat Terrorism / Curent Wording for 2004 /
l.Lapproves

the National Action Plan to Combat Terrorism /@uatrWording for 2004/ set forth in section Il of
document ref. No. 624/04 (hereinafter the “ActidarP);

l.charges

a) the ¥ Deputy Prime Minister and Minister of Interiorrwnitor the level of the counter-terrorism
measures in the Czech Republic and, if requiredAittion Plan to evaluate and actualise;

b) the Prime Minister, the®1Deputy Prime Minister and Minister of Interior ettDeputy Prime
Minister and Minister of Foreign Affairs, the Deg®rime Minister and Minister of Finance, the Mieis of
Justice, Defence, Labour and Social Affairs, Transpion, Informatics, Industry and Trade and Healb,
Chairwoman of the State Office for Nuclear Safetg éhe Directors of Security Information Servicedan
National Security Office with the realisation ofka ensuing from the Action Plan, according toRoad
Map of Measures in the Czech Republic in Fightingdriism, noted in the annex of this Resolution.

To be executed by:

The Prime Minister,

The T' Deputy Prime Minister and Minister of Interior,
Deputy Prime Minister and Minister of Foreign Affgi
Deputy Prime Minister and Minister of Finance,

the Ministers of Justice, Defence, Labour and Sdialirs,
Transportation, Informatics, Industry and Trade Hedlth,
the Chairwoman of the State Office for Nuclear 8afe
the Director of Security Information Service

and National Security Office.

The Prime Minister

PhDr. Vladimir SPIDLA, in his own hand
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INTRODUCTION

The Resolution of the Government of May 19, 2004, 8it9, approvedThe National Action Plan to
Combat Terrorism (Current Wording for 2004)” . This brochure contains the full wording of the
abovementioned document, together with other réldteuments.

CONTACT

We are perfectly ready to answer any questionktae to the respective brochure - via e-mail asklre
"obpsekr@mvcr.c?



THE PREAMBLE

THE NATIONAL ACTION PLAN TO COMBAT TERRORISM
AS AN EXPRESSION OF THE COMMITMENT OF THE CZECH REPUBLIC
TO THE INTERNATIONAL ANTI-TERRORIST EFFORT

The Fight against International Terrorism — Key Priority of the Czech Republic

International terrorism is justifiably perceivedate of the most serious threats to world secarity stability. The Czech
Republic attaches extraordinary significance to streiggle against the global terrorist threat. k& Rrogramme
Statement, adopted in 2002, the Government of tleelCRepublic put the fight against internationaitiésm among the
priorities of its term of office.

Within the current international context, which Haesically blurred the dividing line between int@rand external
security, the Government of the Czech Republic isviwed that its National Action Plan to Combat ©esm,
conceived in a multidisciplinary fashion, consttsiain efficient antiterrorist tool as well as acleut declaration of this
country’s ability to meet its obligations towardhe tinternational community.

The Importance of the Czech Republic’'s ComprehensivApproach to the Fight against Terrorism

The Czech Republic is stressing the need of shapingre broadly based concept of the current iatemal antiterrorist

campaign that would not be confined solely to phinig the perpetrators of specific terrorist outsagat would also be
focused, in a long-term perspective, on all forhthe struggle against international organized erinirug trafficking,

trading with people, corruption, and against athfe of financing terrorism. The plans of terrogsbups to acquire
weapons of mass destruction should be seen asytarty dangerous in this respect. A paramountaihyje facing the

current antiterrorist campaign worldwide shouldefferts to prevent terrorist groups from obtainingapons of mass
destruction.

The terrorist attacks that have been perpetratedat the world in recent years have further higitited the necessity to
take such a comprehensive approach and resolutedy@efforts by the entire international commuirityombating that
particular threat. While struggling with globalrerist networks, a locally or regionally based @sge is insufficient, and
worldwide cooperation is thus becoming truly a matf life and death importance. The Czech Repubkctve
approach to international cooperation, including garticipation in projects initiated by variousteimational
organisations, is not only an expression of thentigts solidarity with the other members of the \Wocommunity but
also a major contribution to enhancing the secufitthe Czech Republic itself.

The Czech Republic’'s agenda of the fight againsbtism also doesn't limit itself to the dimensiditloe prevention of
the individual terrorists attack and mitigatiortleéir consequences, but for an integral part o€tmeplex approach to the
fight against terrorism regards also the efforteiduce the influence of the cultural and confesdidifferences between
the individual regions of the world. Such a diffeces as well as the unbalance in the social andoetic sphere, are
from the side of the Czech Republic understood abthe causes of the current wave of the intemnatterrorism. The
Czech Republic this important aspect of the coumentism agenda reflects in its activities at thiatéral and
multilateral level, and, especially within the frework of the EU, participates at the process cdl#isthing of the
inter-cultural and inter-confessional dialogue.

The Czech Republic and the Key International Organiations Involved in Fighting Terrorism

In keeping with its approachihgnembership of the European Union, the Czech Repylliticipates in the EU’s
antiterrorist activities. This holds particulartyé in the context of the attacks in the Unitedetan September 11, 2001,
which led to the elaboration of a document entitlRésolution and Action Plan of the ExtraordinarysSion of the
European Council”, and in connection with the atsagk Madrid on March 11, 2004. Declaration on Corimgat
Terrorism, drafted in response to those terronigtages by the European Council and approved on iMa2é¢ 2004,
brings in its annex an update of the above-menti¢el@opean Council’'s Action Plan.

The Czech Republic also actively presents the ctsmpreposals for implementation of the EuropearuBgcStrategy,
including the recommendations for suppressingrodtesm and its roots, as well as supports theticneaf the long-term
EU strategy, focusing on suppression of all forfsupport of terrorism.

The Czech Republic participates in the efforts exdlby international organisations engaged in prorgaspecific
aspects of the fight against terrorism. Pride atplamong them is occupied by the United Natiomg@sation (UN),
the North Atlantic Treaty Organisation (NATO), ti@ouncil of Europe (CoE), the Organisation for Seguahd
Cooperation in Europe (OSCE), and the OrganisatipE¢onomic Cooperation and Development (OECD).

! The text has been finalised before the Czech Republic became the member of the EU.



The Czech Republic has also joined regional aaiwit fighting terrorism in Central and Easterndpar, as exemplified
by the Warsaw conference of the countries of CeaftrdlEastern Europe, which adopted a Declaratich@@ommon
Combating of Terrorism and the Action Plan on Comi@ombating Terrorism on November 6, 2001.

Depending on their actual responsibility and powaerd working in active coordination with the Mimisof Foreign
Affairs, officials of the Czech Republic’s individugovernment departments and other central govemhingthorities
have been attending and participating in the relewvdernational conferences, seminars and othemte\pertaining to the
fight against terrorism.

Many other formal and informal gatherings of dorteand foreign experts devoted to various aspefctmbating
terrorism should not be omitted either.

Participation in Foreign Military and Police Missions and Humanitarian Aid

The Czech Republic also supports the worldwide emntitist efforts through its own involvement inamational
military and police missions in Afghanistan, Iraywait, Jordan, Liberia, Bosnia and Herzegovina, dsand the
Former Yugoslav Republic of Macedonia. An elemeritgtfting terrorism is contained in all those miss to a smaller
or larger extent.

Mention should also be made of the Czech Republigieamnitarian and development aid projects. In aoidito the
public sector, Czech non-governmental organisatimaslso known to contribute liberally to the psian of this type of
assistance. In actual fact, this applies espedialiye Czech Republic’s participation in the re¢argion of Afghanistan
and Irag.



THE CZECH REPUBLIC
IN THE FIGHT AGAINST TERRORISM

Current measures aimed at minimizing the risks andmpacts
of potential terrorist attacks in the territory of the Czech Republic
and against the Czech Republic’s interests abroad



1 ACTIVE PARTICIPATION ON THE INTERNATIONAL COUNTER-TERRORIST EF  FORT

1.1 National Action Plan to Combat Terrorism as a Smmary of the Czech Republic’'s Antiterrorist
Measures

The Resolution of the Government of the Czech Repudtdim December 19, 2001 No. 1364 charged the
Minister of Interior with the task of submitting the Government a "National Action Plan to Combatrdism”,
conceived as a comprehensive, medium-term docucoetdining a list of tasks to be implemented ireottd reduce the
Czech Republic’s vulnerability to terrorist attackmimst its own territory and its interests abroad.

The text of the document was approved by the Résalof the Government of the Czech Republic from Apri
10, 2002 No. 385, which also charged the Minisfénterior with responsibility for implementing thiasks anchored in
the National Action Plan to Combat Terrorism, foalenating and — if required — updating the Plan. Phacess of
updating the document was launched on the referdate of December 31, 2002, and the "National Actfban to
Combat Terrorism - Current Wording for 2003” was addpy the Resolution of the Government of the G&epublic
from April 14, 2003 No. 361.

The document "National Action Plan to Combat Teswri- Current Wording for 2004” goes further and is
transformed into a overview of the already commletad continuously and actually processed and prdpaeasures,
that goes along with the current development aEtte level (Council Framework Decision 2002/475A03ffom June
13, 2002, on combating terrorism; EU Council Decisio. 2002/996/JHA from November 28, 2002, estabiis a
mechanism for evaluating the legal systems and itn@lementation at national level in the fight et terrorism).

After the attacks in the Spain from March 11, 2a6é,European Council discussed and during the M2Bch
26, 2004 approved the Declaration on Combating Tismo Annex | of the Declaration is the updatedidwctPlan of the
European Council. The objectives, listed in the Bextlon and in the Action Plan (including all oétbvaluations of the
Plan), is Czech Republic obliged to complete.

The Resolution of the National Security Council af bzech Republic from April 13, 2004 No. 107 charged
the Minister of Interior to incorporate immediatelye content of the Declaration on Combating Tesrorinto the
"National Action Plan to Combat Terrorism - Currenbking for 2004”.

To reach this goal, the Ministry of Interior, irosk cooperation with the Ministry of Foreign Affairssued the
material “Analysis of the ability of the Czech Republic to neet the obligations, listed in the Declaration on
Combating Terrorism of the European Council* (hereinafter “The Analysis”). According to the aementioned
situation is preferred to keep the ,Analysis* as thdependent document that will be:

- operatively and according to the outcomes of tlitvidual ministries and other central state adntiaton
offices, that are charged with the realisation agks ensuing from the Analysis, continuously eweliia
extended a put into accord with the actual devetogirat the EU-level,;

- serving as the basis for the delegations, repriesgtite Czech Republic in the Council of Ministersl amthe
relevant EU Council working groups, handling witle ihdividual obligations, arising from the Decléoat

- evaluated at least alongside with the evaluaticthe®Plan.

There is proposed not to merge both of the docusnespecially because of the fact, that evaluatidhe Plan
itself can be understood as fulfilment of one & thsks, arising from the Declaration (,to evaludte level of the
counter-terrorism measures in the accession EUtdesrf — timetable: September 2005).

Depending on the EU—chosen approach, that inditladeshoice of the several primarily important alijees,
that have to be fulfilled primarily, also Analysisll establish some basic priorities from the padfiview of the Czech
Republic. In case of need, these priorities wilhtierored also in the National Action Plan to Combatrorism.

The given issues arerelated to tasks No. 1-1.
1.2 International Policy Aspects of Joining the Iternational Community’s Efforts to Combat Terrorism

Steps are being taken at the level of the Goverhrobithe Czech Republic, the individual government
departments and other bodies of state administratim the shape of fundamental policy declaratimmd coordinated
positions on the international scene - that spetl and reaffirm the Czech Republic’s political cortmént to the
worldwide antiterrorist efforts, particularly with view to the topical developments within the Ewamp Union and the
international organisations whose member the CRsgublic is, notably the United Nations, the NorteAtic Treaty
Organisation, the Organisation for Security and @oafion in Europe, the Organisation for Economic fizwation and
Development, the International Monetary Fund, therld/Bank, and the Council of Europe.

In accordance with the given intentions, the Gorant of the Czech Republic also conceived itsdvali
Programme Statement adopted in August 2002. Tlrariserned with the problems of combating terroriisiits items
No. 2 (Objectives and Priorities), No. 3 (Demoar&tate and the Rule of Law), No. 7 (Defence anerail Security),
and No. 8 (Foreign Policy). In actual fact, theteon of the Government’s Programme Statement als@d as one of the
cornerstones for formulating the priorities whible Czech Republic intends to enforce in its forthicgy membership of
the European Union.

The Security Strategy of the Czech Republic was tegdan 2003 in response to the developments of the
international security situation and the new, vdglfined asymmetric threats.



Out of the specific steps, on many occasions etabdrin greater detail in the following chapterd eglated to
the individual key players of the contemporary gladntiterrorist efforts, the following should begled out:

European Union (EU)

The Czech Republic has been evaluating and joininth@lEuropean Union’s unilateral measures against
terrorism on an ongoing basis.

Since the attacks on the United States on SeptefitheP001 this has applied primarily to the follagi
documents: "Resolution and Action Plan of the Extdlaary Session of the European Council”, publisineBrussels on
September 21, 2001 (Resolution of the GovernmenthefCzech Republic from December 19, 2001 No. 1364),
"Common Position of the European Council on the Fagdinst Terrorism” (2001/930/CFSP from Decembe20®,1)
and "Common Proceedings of the European Councilhn Wse of Special Measures in Combating Terrorism”
(2001/931/CFSP from December 27, 2001, includingitallamendments adjusting the lists of persons gnodps
sanctioned by the European Union).

As for the documents adopted following the attaoksladrid on March 11, 2003, mention should be mafde
the Declaration on the Fight against Terrorism,rapgd by the European Council on March 26, 2004, sghannex
offers an updated Action Plan of the European Cibunc

As of May 1, 2004 all the Regulations of the Eumpe&Council implementing the EU’s Council Common
Positions, among which the Council Regulation 258012@n specific measures in the fight against tesmg that are
aimed against respective persons and subjectsegmnterrorism in particular, will be binding anidedtly applicable to
the Czech Republic. The Czech Republic is now fattiegask of ensuring prompt implementation of thetent of the
pertinent Regulation.

The Czech Republic monitors systematically the Eorein the area of deeper integration in the imaot
aspects of the fight against terrorism. Throughrttegliation of its representatives participateshatéxpert meetings
dedicated to the relevant aspects of the fightregaerrorism at the EU-level.

An important instigation in such an area was the E&aty of Accession of the Czech Republic, signmed i
Athens on April 16, 2003. On the basis of the retipe Treaty the Czech Republic can participateafasbserver) in EU
Council Working Group on Terrorism. The working goauneets regularly in the two formats, that reflébesdifferences
between the second and third pillar of the EU. Thech Republic can that way already before its meshiyein the EU
participate in legislative and analytical work ajth of the groups and also engage itself in theualutxchange of
information.

The political dialogue between the Czech RepublicthadeU — also in the area of the co-ordinated@ggr in
the fight against terrorism — is proceeded viaBeCommon Foreign and Security Policy DepartmenbefMinistry of
Foreign Affairs, where does exists the positiothef counter terrorist co-ordinator (COTER).

The connection between the EU Council Secretari@rissels and the Czech Republic is provided via the
reserved communication network: Associated CountNeswvork (ACN). The functionality of the ACN has been
empowered after the connection of the COREU (Corredgoure européenne) network. Newly established Aogedi
countries Network (ACD) has been open up directlihtoall of the relevant departments of the Minisif the Foreign
Affairs.

The Ministry of the Foreign Affairs, through itgetritorially orientated” departments, analysesléwel of the
bilateral relations also became the subject ofpttigical dialogue with the EU. To reach that gtie# Czech Republic
continuously realises other bilateral and multilateliscussions.

United Nations (UN)

The obligations stemming from the UN Security CouRgsolution No. 1373 from September 28, 2001 are
being implemented by the Czech Republic in a mamtescribed in the Report of the Czech Republic on the
implementation of its obligations ensuing from tBecurity Council Resolution No. 1373 on the fight ingh
international terrorism. This report was drawn ngompliance with the Resolution of the Governmdnthe Czech
Republic from October 10, 2001 No. 1045 and adopyetthe Resolution of the Government of the Czech Riépitbm
December 19, 2001 No. 1364 and in supplementagriep

North Atlantic Treaty Organisation (NATO)

The Resolution of the Government of the Czech Répditdm September 13, 2001 No. 917 voiced its full
support of NATO actions within the framework of theasures falling under Article 5 of the Washingioeaaty. The
Czech Republic, as a NATO member state, participatéeb drafting of the "Statement of the NATO Coiggf Foreign
Ministers on Terrorism” dated December 6, 20019eudhent that reiterated NATO’s determination tbffipe threat of
terrorism as long as necessary.

In a similar vein, the Czech Republic was also v in the elaboration of the "Statement of NATO
Countries” Defence Ministers on Terrorism” from Dater 18, 2001. That document summarized the conakahd
practical tasks facing the Alliance’s standing lesdin fighting terrorism.

As a NATO member, the Czech Republic has also lzémg part in the elaboration and implementatiothef
declaration of the NATO Summit in Prague dated Molver 21, 2002. That declaration lays down othecifipeasks for
the standing bodies of the Alliance in whose imp@atation the Czech Republic will also be involveldisiconcerns, for
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instance, the building of a NATO Response Force,emgrlof elements of ground, naval and air forcésh the Czech
Republic participating through its unit specializinghe defence against weapons of mass destruction

As a NATO member, the Czech Republic has beenvedah the introduction of the North Atlantic Trgat
common security measures, contributing - as patietieliberations of its relevant committeesth®sprevention of the
abuse of civilian aircraft for terrorist attacksirficipating in its missions in South-East Eurogentonitoring potential
sings of terrorism in the region, sharing intellige information with its allies, and - last but tedst - supporting the
NATO operation in Afghanistan.

Organisation for Security and Cooperation in Europe(OSCE)

The Czech Republic supports the efforts pursuetidrrganisation for Security and Cooperation in pearto
create mechanisms for the implementation of antitest measures. Several decisions were adoptetedinisterial
Council of the Organisation for Security and Cooperain Europan 2003. These are in particular:

- Decision No. 6/2003, pursuant to which OSCE’s amtitest network has been set up. Its purpose is to
exchange information among the national antitest@dordinators of the countries of OSCE and AT Uti@xc
against Terrorism Unit); the Czech Republic is repreed in that network at the level of the Ministdy
Foreign Affairs by its interdepartmental coordimafor the fight against terrorism, that forwardse th
information towards the respective individual miries;

- Decision No. 8/2003, on portable anti-aircraft sSffMANPADS) and measures aimed at reducing thatluie
their abuse against civil air transportation;

- Decision No. 7/2003, on the security of travel doeats which urges the OSCE member states to inteoduc
information on biometric data in their travel docamts.

On November 28, 2003 OSCE adopted a Document ork@liog Conventional Ammunition, which deals
with the risks posed by excessive stockpiles of anition and explosives in the OSCE region that magxploited for
terrorist purposes.

Organisation for Economic Cooperation and DevelopmenOECD):

While participating in the different working bodief the Organisation for Economic Cooperation and
Development, the Czech Republic has also been endagmpiling analyses of the economic impact ofeptal
terrorist attacks and of adequate reactions tcetbwsnts on the part of the public sector in tidévidual states.

The Czech Republic supported the adoption of the GE@Pbssibilities of Obtaining Information on Genei
Ownership and Control” featuring proposals to pratbe transparency of the business sector andmirtheabuse of
commercial companies for undesirable purposesydiirat) the funding of terrorism.

The Czech Republic has also been attending negosatibthe OECD’s working group for biotechnology,
topically focusing on the fight against terrorism.

On July 25, 2002 the OECD Council adopted, as itsmaeendation, an updated version of the "Guidelores
the Safety of Information Systems”, a document hose preparation the Czech Republic participatetingon the
strength of those Guidelines, the Czech Republicpomsored a resolution with an analogous contetttea6?" UN
General Assembly in 2082

The Czech Republic also supported an amendment céaime OECD Guidelines at the"™58N General
Assembly in 2003, acting as a co-presenter of@utisn on computer security (cybersecurity).

The Czech Republic gave its backing to an initetimed at fostering cooperation between the OE@D a
Central Asian countries and covering the actualréxtéé measures to combat and forestall terrorisviies in that
region.

The OECD Ministerial Council (with the Czech Repuldig@articipation) has called on all the member
countries for speedy implementation of the "FATSf®ecial Recommendations in the Struggle AgainsEthancing of
Terrorism”.

Financial Action Task Force (FATF)

Although the Czech Republic is not a member of t(A&H, it has been intensifying its contacts with B&TF
Secretariat with the aim of promoting its involverh@ the organisation’s activities, while closébfiowing the FATF
recommendations both in the sector of combatingapdaundering and in the fight against the finagawfi terrorism.
The Czech Republic views those recommendations ssbkuiterms of reference for drafting legislationtiie given
areas.

Responding to an appeal by the OECD Ministerial Cduamil the FATF Secretariat in 2002, the Czech
Republic completed - as a pilot country - the FATkestionnaire on the implementation of the "FATF Sale
Recommendations on Terrorist Financing”.

2 This applies to Resolution A/C.2/57/L.10 whoseftveas submitted by the US. Other co-sponsors isf solution included, for
instance, the Russian Federation, Japan, Slovdkiavay, and Australia.
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International Financial Institutions: World Bank (WB) and International Monetary Fund (IMF)

Some of the controversial aspects of combatingfittecing of terrorism were discussed by an evaigat
commission of experts from the International Mongteund and the World Bank, focused on fighting myolaeindering
and the financing of terrorism. The team visitegl @zech Republic between May 26 and June 6, 2003Mmand WB
experts came to examine the Czech Republic’s impheation of the international instruments in theegi area,
primarily the FATF recommendations and instrumenftghe International Organisation of Securities Cdssions
(I0SCO). The informal negotiations of the interdépental group known as the Clearing House, which been
operating under the guidance of the Czech Minisfrifinance since 2002 (the group’s deliberationsatrended by
officials of the Ministry of Defence, Ministry ofiterior, including the Police of the Czech Repulihe Czech National
Bank, the Czech Banking Association, the Ministrywstite, and the Ministry of Foreign Affairs) seneasla forum for
consulting and coordinating attitudes to be takgrnhe concerned departments and other authorRiesl evaluating
report for the Czech Republic was published in Damer 2003.

Organisation for the Prevention of Chemical WeapongOPCW)

The biggest contribution made by the OPCW activitiethe global struggle against terrorism in 20@&\the
approval and inauguration of its Action Plans taiatthe universality of the Convention on Banning i@Gloal Weapons
and the implementation of the Convention’s Articld.\The Czech Republic has been working in the OPC\t bo
through its active participation in its decisionkimg process (the Czech Republic chaired the OPCWexEive
Council between May 12, 2003 and May 11, 2004) dsd by coordinating activities with the OPCW Teclahic
Secretariat and the contracting parties, effonsedi at raising the readiness of the OPCW and thebmestates
whenever assistance and protection against chemésgons are needed.

Council of Europe (CoE)

The Czech Republic has been taking part in the wbthke committee of selected experts for the evalnaf
measures in combating money laundering (MONEYVAdrnferly PC-R-EV). The second round of the evaluatbn
antiterrorist measures taken by the Czech Repulagcheld within the framework of the Council of Bpedn June 2002.
This gave rise to a number of specific recommendatfor the Czech Republic.

Central European Initiative (CEl): 3

As a member of the Central European Initiative @mech Republic is participating in the activitiesitsf
working group for combating organized crime. Thisves as a forum for exchanging information onniesmbers”
internal legislative changes relating to the protdef fighting terrorism. By comparing those legtste changes, further
possibilities are sought to foster cooperationamtonizing legislation and supporting practicahaiés connected with
the fight against cross-border terrorism in the @Ember states.

1.3 Participation of the Army of the Czech Republicin Foreign Peace-keeping Missions and Operations
against Terrorism

An important element in the antiterrorist effor®ked by the Czech Republic is the country’s cortstate of
readiness for eventual specific and comprehensaricppation in international missions of militaryature to be
coordinated with the Allies or stemming from theid®ns taken by the UN Security Council.

The Ministry of Defence (the General Chief of Swffthe Army of the Czech Republic), in cooperatiathw
the Ministry of Foreign Affairs and the Ministry &inance, according to the situation, with regarthe past positions
and the allied obligations of the Czech Republic analccording to the decisions of the Governmenthef €zech
Republic — constantly carefully monitors and evataahe dynamically developing international paditisituation to find
ways of supporting international anti-terrorist liti@n efforts in the form of military missions atmd within our
possibilities and in accordance with our obligasiand current positions, including solutions faaficing these missions
and the need to retain adequate reserves on tgmitthe Czech Republic.

During the course of 2002 the Czech Republic waslved in the following foreign military missions:

- Afghanistan: & and 11" field hospital as part of the ISAF contingent;

- Kuwait: 9" company of the radiological, chemical and biolagjitefence (transformed into th® dchelon of
the radiological, chemical and biological deferge) part of the "Enduring Freedom” operation;

- Serbia / Kosovo: 2. Czecho-Slovak mechanised lmattas part of the Joint Guardian operation (KFOR)

- Bosnia and Herzegovina: a group of staff offidgarthe command of the Joint Forge mission (SFOR).

During the course of 2003 the Czech Republic waslired in the following foreign military missions:

8 Taking part in the above-mentioned activitiesexperts of the Police of the Czech Republic as asetleputies of the Parliament of the
Czech Republic.
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- Afghanistan - a field surgical team of the Czeclpitdic served as part of the field hospital of Federal
Republic of Germany (ISAF);

- Kuwait: a chemical unit of the Czech Republic g#vated in the operation "Enduring Freedom”;

- lraq - a contingent of the Czech Republic congistiha field hospital, a humanitarian unit, a Mitiy Police
unit, a CIMIC element, and a national support elenRiSE), served as part of the measures to staliiize
situation in Iraq;

- Serbia / Kosovo: a mechanized battalion of thecGZRepublic took part in the operation Joint Guardia
(KFORY);

- Bosnia and Herzegovina: a group of staff offiadrthe Czech Republic serving in the command ofitission
Joint Forge (SFOR);

- FYROM - two men serving in the press and inforoatentre of the operation EU Concordia.

Proceeding from the Resolution of the Governméttie}Czech Republic from October 20, 2003 No. 183d
following discussions in both Chambers of the CzBakliament, the service period of the forces anditias of the
Army of the Czech Republic deployed in foreign miesibas been prolonged. The overall extent of tleelCRepublic’s
involvement in future foreign operations is expddtebe maintained. Furthermore, it should be tembit the first half of
2004 by adding a contingent of the Army of the CzBRelpublic in Afghanistan (Resolution of the Governingf the
Czech Republic No. 61 / 2004).

Moreover, acting on the strength of the Parliamentlecision taken in February 2004, the Czech Répisbl
strengthening its contingent in Afghanis{@ee in greater detail 1.10).

At the same time, the service period of the comtimgf the Army of the Czech Republic participatinghe
package of international measures to solve thatsitu in the Republic of Iraq pursuant to the UN@&y Council
Resolution No. 1483/2003, has also been extendeyike until December 31, 2004.

14 The Military-logistic and Research Dimension ofhe Czech Republic’s Involvement in the Current Stge
of the Fight against International Terrorism

The Ministry of Defence of the Czech Republic arel Anmy of the Czech Republic constantly and accagrdin
to the needs realises a number of forms of logiptticipation of the Czech Republic on the int¢éoral
counter-terrorist effort:

- The Resolution of the Government of the Czech RBkpérom December 10, 2001 No. 1336 approved g u
of the transporting plane Tupolev Tu-154 (includihg crew) for support of the NATO Airborne Warnisgd
Control System (AWACS). Abovementioned Resolutios been approved by the Chamber of Deputies of the
Parliament of the Czech Republic (45. session of Dbeee 19, 2001, Resolution No. 1985/2001).

- Following 11" September 2001 and during the course of 2002 hatednto effect the Resolution of the
Government of the Czech Republic, regarding the ogenaf the airspace and airports pf the Czech Repub
(including of providing of a fuel) for NATO aircres, that were provided on the basis of the NATQUStaf
Forces Agreement (SOFA), signed by the Headquaftére Territorial Defence of the Army of the Czech
Republic.

- Onthe territory of the Czech Republic are orgaghisternational military manoeuvres, in some cdselicated
to the topic "fight against the terrorist group”.

In cooperation with the Allies is constantly and@aling to the needs empowered the military stgkiower of
the Czech Republic, including the ability to facerdest attacks. With the Czech Republic’s entry iNATO the
exchange of a wide spectrum of information of atamy nature began between the Czech Republic armttiee member
nations of the Alliance.

The "NATO Precautionary System” (NPS), a systerniafian and military crisis management measutiest
secures the overall readiness of individual mencbentries to engage forces and funds in suppoRAFO military
campaigns is a key part of the Alliance’s contritnito solving questions of defence related tditjie against terrorism.
The NPS is going to be replaced (in the coursé@f2004) by the widely designed "NATO Crisis RespoBgstem”
(NCRS).

According to the needs and development of theasiin, alongside with the allied obligations of Geech
Republic are all the individual ministries and otbentral state administration offices that are ghdry the realisation
of the tasks ensuing from the NPS (NCRS) ready talgiog with the tasks. During the course of the 20@8e were no
cases of using the NPS mechanisms in the Czech Repub

The following activities were completed in 2003:
- Methodological guidelines and procedures of tlaidhal Precautionary System (NPS) in the Armyh#f t

Czech Republic were elaborated and stored in thendectation of the Ministry of Defence’s SOC;
- Preparation of an NCRS manual, including transtatibparts of the manual into Czech, continued urezha

* For example the common manoeuvres of the ArmhefGzech Republic and Federal Defence Forces dfebleral Republic of
Germany (Bundeswehr) of the September 6, 2002amithitary exercise ground Doupov (with the storghah "liquidation of the
terrorist base”).
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- Aninternational NPS/NCRS conference, attended tglegation of the Army of the Czech Republic, weld h
at Komorni Hradek between November 4 and 7, 2003.

At the NATO summit in Prague, NATO’s Military Commei¢ approved and adopted Directive MC 472 on
September 27, 2002. Proceeding from an evaluafitremew security threats and in keeping withddadlines imposed
by Directive MC 472, the Ministry of Defence (thei&ral Chief of Staff of the Army of the Czech Rem)ddrafted a
military concept for the country’s defence agatestorism in 2003.

Whenever necessary and depending on the developofiighe situation, the Ministry of Defence (SPP)
evaluates the efficiency of the Alliance’s defeaoe military directives, doctrines, structures aapacities with a view
of the overall extent of the missions relatingte threat of terrorism.

The necessity to copeith an eventual terrorist attack carried out bgroical, biological or nuclear weapons is
anchored in the "Prague Initiative” (New Conceptlaf Army of the Czech Republic). In this conteki Ministry of
Defence (the General Chief of Staff of the Army lné tCzech Republic) has been permanently involvesfforts to
improve the Alliance’s capacities with the aim afping with an eventual terrorist attack conductgdchemical,
biological or nuclear weapons.

The overall tasks to enhance the possibility oblawng the Army of the Czech Republic in endeavowrs t
reduce and eliminate the consequences of an eveatuarist attack in the territory of the Czech Rl are being
discharged on an ongoing basis:

- aspecial mobile anti-epidemic team tacklingfadi tasks in providing biological protection of tiheops of the
Army of the Czech Republic is on the alert 24 hauday;

- an extension of the capacities of interventiane is envisaged;

- stationary microbiological laboratories are pemeratly on the stand-by to provide biological préi@t to the
troops of the Army of the Czech Republic;

- a mobile hygienic-epidemiological laboratory éady to identify biological agents used in thediel

- a laboratory capable of working in a biologicatsrity regime at the level BSL 3 is being developed
modernized.

Contacts were established in 2002 between the Minist Defence’s SOC and the SITCEN EU, with the
Centre of Permanent Shifts of the Ministry of DefscSOC keeping in touch with the SITCEN EU. An uitkah
exchange of information will start virtually at theoment of the Czech Republic’s accession to thefaan Union.

Interrelation between the Army of the Czech Repudid this country’s fight against terrorism, viewieazm
different angles, was analysed in 2002 as parre$@arch project codenamed "TERROR”. The projectdyéinal stage
set out to identify partial tasks suitable for elaiion and focused on the protection of infornasgstems and military
hardware against the effects of targeted-energparea namely "Kompatibilita” (Compatibility, 2001-@8), "Impuls”
(Impulse, 2001-2003), "Energie” (Energy, 2001-20@8d "Elektron” (Electron, 2003-2005), devoted ke tuse of
mobile and stationary devices for the electronatgution of objects in field conditions).

Better manpower protection against the effects @apons of mass destruction is being sought withah s
research projects as "Dalka” (Distance), "Sedatifaanquilizers), "Expres”, "Imunis”, "Specmun”, &in”, "Burneti”,
"Protilatky (Antidotes, AB-AGENS, C Agens and Biomtoring)”.

The Ministry of Defence (its National Armament Agg) carried out an initial analysis in a studyle@al’Fight
against Terrorism”. Proceeding from that study,pghgects codenamed "Kosa” (Scythe) and "Klam” (Bygtion) began
to be solved in 2003.

A workshop entitled "Detection and Protection” wasld in October 2003. Organized by the Ministry of
Defence, it was devoted to the subject of protectigainst terrorism (especially with a view to chmhagents and
explosives). Its underlying purpose was to intratice specialists in the Czech Republic to the pilissih and
capacities of relevant technical facilities in tbeech Republic and abroad.

The given issues arerelated to tasks No. 1-2, 1-3, 1-4
15 Military Police Activities

When required, personal protection of a greaterbarmf people against the risks posed by potetarabrist
attacks is provided by a specialized unit of théithtly Police. The Military Police rendered its @ees by protecting
certain persons at two different levels. In 2008 liighest level of protection was given to the Igier of Defence;
lower-level personal protection was granted toghgeoups of specific persons (Defence Minister' pidies, selected
directors, General Chief of Staff, and a group of keembers of the General Chief of Staff of the Arofithe Czech
Republic).

The specialized unit of the Military Police providpolice protection to the aircraft of the Armytbé Czech
Republic heading for dangerous destinations.

Whenever required, the Military Police staff diaae tasks in the contingents of the Army of thedbz
Republic serving in foreign operations. In 2003, @rech Military Police personnel served as parhef$econd, Third
and Fourth Czechoslovak KFOR battalions, one MilitBoglice officer worked in the SFOR command. The Gzec
Military Police staff also operated in the Persizulf region throughout 2003.
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A special operational group provided police prtotecto the Czech Republic’s first chemical unittire
operation "Enduring Freedom” in Kuwait. After thetbreak of the war in Iraq, this group was reinéatdy a unit
guarding the Embassy of the Czech Republic in Kuwaitontingent of the Army of the Czech Republic dstiisg of a
Military Police Company attached to th8 Field Hospital was set up in March 2003 followthg UN Security Council
Resolution. Responding to the developments of therggsituation in Iraq it was decided at the efi@@03 to deploy
the Military Police Contingent in the 1Z SFOR fornmatiwithin the framework of the Multinational Divisi South East
in Iraq. After training and due preparations, am@ih Military Police Contingent moved to Iraq in Betber 2003 to
serve in supervising the activities of the Iradligm training Iragi police officers in the Poli¢ecademy and at police
stations, while protecting the Multinational Divisi South-East. In the history of the Military Peliand the Army of the
Czech Republic in general this was the first time évat a Czech Military Police unit served as arejpehdent formation
in a foreign mission.

The given issues arerelated to task No. 1-5

1.6 Monitoring Developments in the World as Seen throulg their Potential Impact
on the Internal Security of the Czech Republic

The Czech Ministry of Foreign Affairs, the Ministof Interior, the Ministry of Industry and Tradéet
Ministry of Finance, the Ministry for Regal Developmt, the intelligence services, the Czech Nati@zalk and other
subjects are constantly monitoring the currentllef¢he internal security in the individual reg®of the world, and its
potential impact on the internal security of the €zRepublic.

The Czech Republic’s diplomatic missions in thevittlial parts of the world are regularly provididgssified
as well as non-classified information on the depeients in the world. These data are passed onéthistry of
Foreign Affairs to the pertinent government deperits. Information on the political and securityiatton abroad is also
acquired through contacts with the diplomatic cafforeign countries in the Czech Republic.

Acting on an ongoing basis, the Ministry of Foreiffairs has been consulting possible impactsdyease
security developments on the internal situatiothef Czech Republic, and the possibilities for s@vsuch topics with
the relevant intelligence services, other departmand central government authorities.

Such information and reports are analysed andiated by the Ministry of Interior in terms of th&impact on
the internal security of the Czech Republic. Foraneg, an early warning system against migratids rigas activated in
2003 in response to the military operations in.Iraq

1.7 Monitoring the International Situation with a View to Its Potential Impact on the Czech Economy

The task of monitoring the international secustiuation is also crucial from an economic perspectas
terrorism-related events (and eventual follow-ufitary operations) tend to have economic reperoussio a smaller or
larger extent.

The information service for concerned exporterthanCzech Republic is arranged by the CzechTrade ygenc
through the Integrated Information System for Busineand Export (available at the internet address
http://www.businessinfo.¢z

Under the Czech legislation, it is the Czech NwtldBank that is responsible for ensuring pricéiita (i.e.
low inflation). The Czech National Bank’s monetanlippis constantly reviewed against the impact lsdireges in the
world economy on prevailing prices. The Czech Naldank proceeds from the assumption that it islesirable for its
monetary policy to respond to the primary effedtsupply shocks on inflation, among other reascesabise drastic
changes in interest rates, which are mostly nepessa given case, would send tremors throughett@enomy and
financial markets. Strict compliance with a setatibnary targets would, therefore, involve inadegly high costs for
the national economy. In this case, the methodemiefy not to meet the inflationary target instgmdves to be more
expedient, particularly if its nature is short-teBy suppressing secondary price impacts of cdate#@ shocks the Czech
National Bank makes sure that temporary fluctuatfooms price stability would not be rooted in inflaary anticipation
and would not bring a long-term movement of inflatio an undesirable level.

1.8 Making the Czech Republic’s Potential to Partipate in Humanitarian Operations More Transparent

Using the relevant databases, the overall poleoti€zech citizens who may be sent to serve abinad
humanitarian missions or some forms of rescue ¢ipes including those to remove the consequenédsrmrist
attacks, is being made more transparent.

A save and rescue unit (SAR Team) exists as patteoMinistry of Interior, the General DirectoraiEthe
Fire-Fighter Rescue Corps of the Czech Republict&&e may be sent abroad in case of natural, huanemitand other
disasters. If required, experts from other comptmefthe Integrated Rescue System (IRS) or ottgaresations may be
added to the SAR team.

Based on the Resolution of the Government of thelCRepublic No. 463/2000 Coll. (effective as of Jagu
1, 2001) and the Resolution of the Government oftbech Republic No. 458/2001 and subsequent matdtial€zech
Ministry of Interior, the General Directorate ofetlrire-Fighter Rescue Corps administers and - whenmegaired -
supplements the databases listing experts in thecl®§ponents or other organisations who may be ctalfe to
supplement the SAR team to be sent abroad or usgaddweiding specialized information.

The Ministry of Interior, the General Directoraté the Fire-Fighter Rescue Corps also evaluates-and
whenever required and in compliance with the relevasolutions of the Government of the Czech Répubdends
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abroad rescue teams of the Ministry of Interiorsn@ral Directorate of the Fire-Fighter Rescue Co8#R Team),
while permanently securing coordination with othevernment departments and other central governaughorities as
well as communication with the administrators ofigar databases abroad.

A unit set up by the Personnel Department of tleidity of Foreign Affairs, known as the "Natiorabntact
Site", is - pursuant to the Resolution of the Goweent of the Czech Republic No. 554/2001 and withaghigroval of the
Office for the Protection of Personal Data - conijaadministering what is called "National Cont&@adtabase”. The
content of this particular database is not publisigilable but its internet portal provides infotioa to people interested
in working in international organisations (UN, NATBU and OCSE).

1.9 The Czech Republic’s Readiness to Provide Humaarian Aid to Foreign Countries

The Czech Republic’s readiness to provide humaaitaid to foreign countries is permanently maimdi by
its Ministry of Foreign Affairs, the Ministry of Dence and the Ministry of Interior. The state budges been earmarking
ever larger funds each year in the chapter calkxke@l Cash Administration for Humanitarian Aid=mreign Countries
(totalling 40 million CZK in 2003, 52 million CZK fa2004, while the outlook for 2005 is 58 million CZ#&1d 65 million
for 2006). Out of these resources, funds are reégdemnd released according to the rules given bydgislation to
finance assistance to victims of humanitarian srés&d needs in the world. The granting of aid itesz of 5 million CZK
has to be discussed by the Government of the CReplublic (in 2003 this concerned solely the aidkpge to Iraq,
approved by the Resolution of the Government of@Gzech Republic No. 421/2003). In other cases, huuden
assistance (sums under 5 million CZK) is approvedhsyMinister of Foreign Affairs following agreentenith the
Minister of Interior. In 2003, this type of aid wgsanted in 18 cases to as many as 11 countrie® amigrnational
humanitarian organisations. This covered finanamaterial and rescue aid (i.e. provided by the Migiof Interior, the
Directorate of the Fire-Fighter Rescue Corps of thecBRepublic).

In conjunction with the Ministry of Foreign Affairthe Czech Ministry of Interior, the Directorate tbe
Fire-Fighter Rescue Corps manages the country’sciation in international rescue operations duramgergency
events abroad and when providing humanitarianafdreign countries. Czech subjects are authoriaqhtticipate in
rescue operations and humanitarian aid programhres@only after a request is lodged by an intésnat organisation
or the government of the country concerned (in 20@3applied to material assistance to Turkeycuesid to Algeria,
France and Iran). If the Czech Republic’s materiahanitarian aid has to be airlifted due to longatfises to the
recipient country, it is usually provided only iases when a rescue team is concurrently dispatched.

For the time being, it is only the SAR team of Miaistry of Interior, the Directorate of the Firéghter Rescue
Corps of the Czech Republic, which has all the preséqgs to be dispatched within the fixed limit egf®@minutes. As a
result it may be sent for direct action abroad féxsother planned units (a chemical-analytic tearmedical team, an
army rescue formation), their eventual involven{@mtluding their predetermination for service alutpia the Integrated
Rescue System’s Central Alarm Plan is still undesudision (especially in terms of covering all thatcactual aspects of
such operations).

The afore-mentioned units and facilities, inclgdad hoc special rescue groups (units) of the CReglublic’s
Fire-Fighter Rescue Corps may be sent abroad buinwihger time limits — 12, 24 or 48 hours. In a bd help in
promoting humanitarian aid, an agreement on cotiperavas concluded between the Ministry of Interitine
Directorate of the Fire-Fighter Rescue Corps of thecGzRepublic, and the civic association ADRA, whdet
agreements were also signed between the Ministigtefior, the Directorate of the Fire-Fighter Rese@orps of the
Czech Republic, the Ecumenical Council of Churchestlaadzech Bishops” Conference.

What remains to be fine-tuned in this respectsarae minor shortcomings pertaining to the sendfr@zech
rescue missions abroad (e.g. the need to providedial deposits in CZK or in a foreign currencyge8 in this light, it is
virtually impossible to obtain financial means ordign currency in any operative fashion, especatlithe end of the
year and outside working hours. It is equally difft to solve the task of financially strengthen&ngescue team to be sent
abroad while complying with the official rules arefjulations.

Responding to the developments in Iraq, the Asydmeh Migration Policy Section of the Ministry of émtor,
working in cooperation with the Interior MinistryA&dministration of Refugee Facilities, initiated2003 a programme
of humanitarian evacuations of citizens of the Répudf Irag (approved by the Resolution of the Goweent of the
Czech Republic from July 21, 2003 No. 754, on thgmmme of humanitarian evacuations of the sickeits of the
Republic of Irag and on providing immediate assistato the inhabitants of the Republic of Iraqg). &ldw-up
programme is proposed for 2004.

The given issues arerelated to task No. 1-6
1.10 The Czech Republic’s Involvement in Solving th€urrent Situation in Afghanistan and Iraq

The Czech Republic regularly monitors the developroétite situation in the Afghanistan and Iraq rexjsto
such a development.

In the course of 2001 the Czech Republic provideffghanistan humanitarian aid in the extent of @jllion
CZK (1 EUR = 33 CZK). As for the fiscal year 2002 thedget of the Czech Republic (chapter “General Trgasu
Management” — humanitarian aid reserves) providefifghanistan material and financial aid in theeext6,5 million
CZK. For example during the March 2002 there welanstied the amount of the 2 millions of CZK for &l of the
foodstuff, distributed in the Northern Afghanistdmough the NGO “People in Need®lpvek v tisni). In cooperation
with the NGO “Czech Catholic Charity Association” (88eniCeska katolicka charita)* were distributed remeidtiethe
total worth of 2,5 million CZK. The expenses forithteansportation financed by the Government of@zech Republic
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(460 000 CZK). To rebuild the educational facibtielestroyed by the earthquake in March 2002, imaspoperation
with the NGO “People in NeedC{ovak v tisni) and UN humanitarian agencies (OCHA, UNI@RFvided amount of
1,8 million CZK.

Another aid does consisted in participation of @&ech Republic in the project of the developmenthef t
Afghan educational system (2 million of CZK) and lteaare system.

As a significant humanitarian aid can be mentibalso the operating of th&' &ield Hospital of the Army of
the Czech Republic in Afghanistan, that duringhitdf year lasting of existence does provide theioadreatment to
about the 9 000 Afghan civilians.

The Czech Republic indirectly participates at ttoditigal reconstruction of the Afghanistan, through
participation in the ISAF troops, that helps thev@mment of Afghanistan to begin the building oé tstate-power
structure in the fragmented country. Since the depaof the ten member team, that served in Afgfian since April
2003, when replaced th& @nd 11" Field Hospital, remain in Afghanistan just seveficers of the Army of the Czech
Republic in the ISAF Headquarter. In coordinatiobtive USA there are prepared shipments of the Supas military
material of the Army of the Czech Republic for thevlyeestablished Army of Afghanistan.

Already in the May 2002 the Czech Republic supbthe provisional government of Afghanistan by the
upgrade of the diplomatic relations to an ambassse@|. Afterwards the representatives of the bgolvernments
agreed upon the realisation of the visit of the ister of the Foreign Affair and the Minister off 2ace of the Czech
Republic in Afghanistan. Due to the security readuas been the visit postponed and in the Octob@? 2@e Prime
Minister of the Czech Republic, accompanied by theidter of Defence of the Czech Republic, perforraedsit of
Afghanistan.

During their visit were Afghan representativeomfied about the interest of the Czech Republic ticoe
with the humanitarian assistance to Afghanistare Ohthe forms of the aid is the award of a schatligr to Afghan
university students in the Czech Republic. As ferabademic year 2003/2004 were the Afghan studevasded by the
4 scholarships and as for the academic year 2008/8Q the 7 scholarships.

The Prime Minister of the Czech Republic invited Fresident of Afghanistan to the official visitthe Czech
Republic. The President of Afghanistan acceptednvitation and expressed the wish to put this vigib the life. Such
a visit would really became a vital impulse for tiilateral relations of both of the countries.

A delegation made up of the Deputies of the CZARepublic’s Minister of Interior and Trade and Inttys
Minister, accompanied by a group of businessmesited Afghanistan in January 2003.

At its session on January 14, 2004 the Governiiethie Czech Republic approved a proposal by thedwini
of Defence for sending forces and equipment ofAitmay of the Czech Republic to Afghanistan as pathefOperation
Enduring Freedom (OEF) and ISAF 4. The Governmaxédts consent with a plan to send to OEF up tri&n from
the special forces unit at Pr&stv, and to ISAF 4 at least 30 people (members wfirge disposal unit, topographers,
meteorologists). The unit will operate around tinpaat in the capital Kabul. No definitive decisibas been made as yet
about the dislocation of the special forces unit,that unit will be discharging "special tasks’ho@cted with the fight
against terrorism.

The costs of participation in both operations 266 million CZK. Half of the sum will be covered be
Ministry of Defence from its own budget, while timode of payment of the other half will be discusisgdhe Ministers
of Defence and Finance. Real prerequisites exastafier approval is given to send the troops ki iZhambers of the
Parliament, their transfer could materialize infingt half of 2004.

Out of the funds allocated in the budgetary resefitke VPS chapter for humanitarian aid to foresgontries,
29,444 million CZK, i.e. approximately 75 % of #ie funds earmarked for humanitarian aid to foreiguntries in that
year, was provided in 2003 to the area of Iragiigrflraq and Turkey). 2 million CZK were funnelledUNHCR in aid
for refugees in Irag. 2.5 million CZK were grantedVFP in food assistance to the people of Iré&f 2 million CZK was
the overall sum of the material humanitarian aigrdieal instruments, water disinfectants) sentréml 4,367 million
CZK was the total sum of material assistance (tébigsikets, field kitchens, disinfectants, chemigénts detectors)
provided for Iragi refugees in Turkey. 19 million KZvere earmarked for basic repairs and the reogesfischool and
health facilities in Irag and for medicaments aaditry material sent through the non-governmeatghnisation
“People in Need” {lovek v tisni). The humanitarian aid provided from thelgetary reserve does not include other aid
programmes provided through the Ministry of Defefditary hospital complete with its personnehetMinistry of
Interior (refugees in the Czech Republic), the Mtiryi of Health (treatment of children in the Cz&uspublic).

The given issues arerelated to task No. 1-7, 1-8, 1-9
1.11 The Czech Republic’s involvement into the supplsystems of the important international organisatbns

The Czech Republic’s involvement into the supply esyst of the important international organisationsl (U
CERN, etc.) is provided especially by means of semajraganised mostly by the Association for theustdy and Trade
(and un-directly managed by the Ministry of Foreiffairs and Ministry of Industry and Trade). Wohaps are
attended by the representatives of the relevaetriational organisations that can provide the pi@ienoncerned
subjects with all the necessary details concerniveg consignments to the international databasedudimg the
conditions, that are necessary for insertion taéispective database.

It is important to mention, that, accordingly t@ thossible amounts of the realised consignmengmliscal
impact of such a steps much more important, tharettonomical aspect. The Ministry of Foreign Affaimformally
investigate the reasons of potential non-succesiseo$ubjects of the Czech Republic, and, in caken decides, that
diplomatic intervention can help, is ready (in ceiion with the other respective ministries oregptises) to initiate
steps to change the unfavourable situation.
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As for the specific cases, it is possible to notice

Workshop, concerning the possibilities of thealwement to the UN consignments system (June 2001).
relation of respective workshop, with help of ttensultation firm Europe Partner Consulting, altogethl
subjects of the Czech Republic passed through tharmi#ing registration process and proved its aliitfylfil
respective formal and qualitative demands and with@isation to participate in the tender databdees
consignments to the systems of the respective &dags. Up to date, there was no consignment eghlis
Workshop about the possibilities of the consigntado the CERN system (February 2002, with padibim

of the representatives of the 23 enterprises).

The Czech Republic officially participated in titdrnational Aid and Trade Fair, concerning thesjinkties

of establishing a contracts about a consignmerttset&JN system (2003).

Workshop, organised by the ECHO (Humanitarian Bifice of the European Commission) in June 2003,
concerning the possibilities of involvement int@ timternational humanitarian aid missions finanbgdhe
European Commission and about the ways of demarnudisgch a sources after the accession of the Czech
Republic to EU. Non-Governmental organisations ef @zech Republic afterwards submitted to the ECHO
completed questionnaires, and, on such a basistweref the successfully selected as a suitable Ineesnof

the ECHO system: “People in Need®l¢vek v tisni) and “Czech Catholic Charity Associationd(Szeni
Ceska katolicka charita).Npte: It means, that two NGO-s of the altogether fotonf the acceding
EU-countries are from the Czech Republic).
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2.1

INTERNATIONAL COMMITMENTS OF THE CZECH REPUBLIC AND INTERNAL
LEGISLATIVE ARRANGEMENT, RELATED TO THE FIGHT AGAINST TERRORISM, W ITH
SPECIAL REGARD TO THE AGENDA OF THE FIGHT AGAINST FINANCING TERRORISM
Attitude and Ratification of International Legal Instruments in the Fight against Terrorism

The Czech Republic is a State Party of followingiinational legal instruments, that consists thermements

about the agenda of terrorism:

Convention on Offences and Certain Other Acts CorechitDn Board Aircraft ("Tokyo Convention”),
negotiation completed: September 14, 1963, acaesBigbruary 23, 1984, come into force: May 23, 1984
(announcement No. 102/1984 Coll.);

Convention for the Suppression of Unlawful SeizurAiccraft ("THague Convention”), negotiation compbet
December 16, 1970, ratification: April 6, 1972, eointo force: May 6, 1972 (announcement No. 96/1974
Coll.);

Convention for the Suppression of Unlawful Acts aghithe Safety of Civil Aviation ("Montreal
Convention”); signed: September 23, 1971, ratifaratiAugust 10, 1973, come into force: Septembé993
(announcement No. 16/1974 Coll.);

Protocol for the Suppression of Unlawful Acts ofoMince at Airports Serving International Civil Avia,
supplementary to the Convention for the Suppressfddnlawful Acts against the Safety of Civil Aviatio
(extends and supplements the Montreal ConventioAioiBafety), signed: February 24, 1988, ratificatio
March 19, 1990, come into force: April 18, 1990bijmhed: December 5, 2002, No. 138/2002 Coll. &f th
International Treaties;

Convention on the Prevention and Punishment of Criagzsnst Internationally Protected Persons (New
York); negotiation completed: December 14, 1978nsd: October 10, 1974, come into force: Februéxy 2
1977 (announcement No. 131/1978 Coll.);

International Convention against the Taking of HgetgaNew York), negotiation completed: December 17,
1979, accession: January 27, 1988, come into féieeruary 26, 1988 (announcement No. 36/1988 Coll.)
Convention on the Physical Protection of Nuclear évat ("Nuclear Materials Convention”), negotiation
completed: October 26, 1979, signed: Septemberl281, ratification: April 23, 1982, come into force
February 8, 1987 (Report of the Ministry of Fore#fifairs No. 114/1996 Coll.);

Convention on the Marking of Plastic Explosives the Purpose of Detection, signed: March 1, 1991,
ratification: December 18, 1991, come into fordane 21, 1998, published as No. 6/2003 Coll. of the
international agreements;

International Convention for the Suppression of diést Bombing (UN General Assembly Resolution),
negotiation completed: December 15, 1997, signelg: 2B, 1998, ratification: September 6, 2000, conte
force: May 23, 2001, published as a No. 80/2001.@blihe international agreements.;

European Convention on the Suppression of terroif8®trasbourg Convention”), (Council of Europe,
negotiation completed: January 27, 1977, accesBrloruary 13, 1992, ratification: April 15, 19@®me into
force: July 15, 1992, Report of the Federal Miyistf Foreign Affairs No. 552/1992 Coll.).

The Declaration of the Government from Januar®0D4 No. 27 approved the draft of accession of2thech

Republic to the Convention for the Suppression ofldifll Acts Against the Safety of Maritime Navigatiand Protocol
for the Suppression of Unlawful Acts Against théeBaof Fixed Platforms Located on the Continentagl§ Access is,
after the approval by the both chambers of theidadnt of the Czech Republic, successively liabkadoratification by
the President of the Republic.

The Czech Republic also signed — but not ratifiédllewing international legal instruments, concegithe

agenda of the fight against terrorism:

International Convention for the Suppression offleancing of Terrorism, negotiation completed: Deber

9, 1999, signed: September 6, 2000;

United Nations Convention Against Organised Cringned: December 12, 2000 (Palermo, responsible:body
the Ministry of Interior, in cooperation with theistry of Justice} the Convention is amended by the three
Protocols: a) Protocol to Prevent, Suppress angRdmafficking in Persons, Especially Women andi@bin
(responsible body: the Ministry of Interior); b)d®scol against the Smuggling of Migrants by Landa %nd

Air (responsible body: the Ministry of Interior)) Protocol against lllicit Manufacturing of and Tiieking in
Firearms, Their Parts and Components and Ammunifiesponsible body: the Ministry of Interior in
cooperation with the Ministry of Industry and Trade

New legal regulations will have to be adoptedstdeguard full implementation of both Conventidns.

Introduction of new bodies of offence is also regdiby the Protocol against smuggling refugeesergtound, on the

5 This document does not belong into the “12 sedtbhd counter-terrorism conventions”.

5 Under preparation is re-codification of criminabstantive law (consisting of three laws: New CrialiCode; Act on the Criminal
Liability of Corporate Bodies and Proceedings Agaifthem; Act on Changes to Some Acts in Conneetitimthe Criminal Code and
the Act on the Criminal Liability of Corporate Bedi and Proceedings Against Them). Drafts of therglaws were submitted to the
Government of the Czech Republic and are curretisiyussed by the Legislative Council of the Goveznin
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sea and by air, and the Protocol against illicinafacture of firearms, their components and partsammunition and
against trading with them. Vital changes are akmt pf the discussed re-codification of criminabstantive law.

The Czech Republic monitors continuously the dgualent of the work within the relevant UN committees
and sub-committees, as well as within all othezwaht international organisations, of those is anbe, that may lead
toward negotiating of the new multilateral instrurtseagainst terrorism. During the course of 20@3dlwas neither in
the UN, nor in any other organisation, of thos€gch Republic a member, completed any of suchstruiment.

The incidents in the Spain of the March 2004 neadtivated the EU counter-terrorist effort, that niegd to
the new “umbrella” UN Counter-Terrorist Convention.

In relation with such a possibility is needful tmghasise the permanently negative position of thect
Republic according the similar activities in thenfiework of the Council of Europe (CODEXTER working godu
especially because of:

- creation of a convention, limited only to the CoEmbers, will undermine the negotiation at the UNelev

- vision, presented by the Council of Europe doesaipasnly with the concept of the “added value™ia area
of the human rights and ignores completely the ipdig of removing of the so called “political resvation”
regarding to the extradition of people, chargedhwlie terrorist criminal acts.

In keeping with the required timetable the Czeclpubdiic expresses its views on queries posed by the
Antiterrorist Committee of the UN Security Councihdatakes, when required, adequate measures resgotadihe
requirements of the UN Security Council.

The Czech Republic’s first report to the UN Secutibuncil, approved by the Resolution of the Goverrtroén
the Czech Republic No. 1364/2001, was conveyededJti Security Council on December 27, 2001. Repbesther
supplementary queries addressed to the Czech Republe handed over to CTC in July 2002, FebruanB 24
February 2004.

2.2 Ratification of the UN Convention on Suppressinthe Financing of Terrorism

The UN Convention on Suppressing the Financing ofofism, approved by the Resolution of the UN Gaher
Assembly from December 9, 1999, was signed by tleelCRepublic on September 6, 2000. The Conventior datm
effect on April 10, 2002.

In its Resolution from July 26, 2000 No. 773 thev@mment of the Czech Republic charged the Minisfer
Justice, the Minister of Finance and the Minisfdnterior to ensure harmonization of the countiggal system with the
obligations ensuing from the Convention. Accordiaghe information of the Ministry of Foreign Affaisubmitted to
the Government (January 2003 and October 2003C#eeh Republic is not currently able to meet itsgatbions laid
down in Article 5 and partly in Article 8 Sectiohsand 2 of the Convention. These obligations canbeth the liability
of corporate bodies in connection with the finagairf terrorism and the detection, freezing and issation of financial
means used or earmarked for the financing of tismoand proceeds coming from such operations. Alegrto the
Ministry of Foreign Affairs the pertinent provisismake it imperative to adopt appropriate regutestioamendment of
Act No. 61/1996 Coll., on some measures againstethedization of proceeds from criminal activitiesdachange and
supplement of related laws, as later amended, whiltimpose on financial institutions the duty teport transactions
suspected of being connected with the financingeobrism (amendment approved by the ParliamenhefCzech
Republic and signed by the President of the Repobliapril 15, 2004), and the adoption of Act on tnigninal liability
of corporate bodies (draft of that Act forms pdrttee scheduled re-codification of criminal subsitamlaw, draft of the
new Criminal Act also newly regulates - in the framek of the criminal offence classified as "tersirattack” - the
financing of terrorism as well). This particular tAis expected to come into effect on January 152@9en though it
cannot be ruled out that this date might be moweddrd by several months or even years.

Considering elongated deadlines of the re-codificaprocess of the criminal law of the Czech Repuldi
needful to bear in mind other possible ways, hosdlwe respective problem, not just through themizral liability of the
legal person.

In an effort to maintain the Czech Republic’s credi on the international scene in fighting terrorismit is
vital to re-examine the obstacles that prevent th€zech Republic from ratifying the Convention, and proceeding
from the results of such an analysis - speedily tatify this Convention, if possible.

The given issues are related to tasks No. 2-1 and 2-2.

2.3 Implementation of the UN Security Council Resaltion No. 1267 (1999), No. 1333 (2000) and No. 1390
(2002), Council Common Positions 2001/931/CFSP ara®01/930/CSFP full text, Council Regulation
2580/2001, and other related legal acts

UNSC Resolution no.1267 (1999) 1333 (2000)and 1390 (2002) and Council Common Position
2001/931/CFSP full text and other related legal’amts in the Czech Republic partially implemented Ibgealy existing
norms, for example:

" For example the Council Common Position 2002/402#€,3mplemented through the Council Regulation 81/2002, that imposes
restrictive measures against Al-Qaida network,bealiMovement and Osama bin Laden.
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- Act No. 48/200QColl., on measures related to the Afghan Taliban Movement;

- Act No. 98/200QColl., on promoting the international sanctions to kdwpinternational peace and security (so
called Sanctions Act);

- Government Decree No. 164/2000ll., on measures related to the Afghan Taliban Movement;

- Government Decree No. 327/2001 Calh additional measures related to the Afghan TalMamement.

The above instruments have provided for the impteat@®n of the UN Security Council Resolution No672
(1999) and No. 1333 (2000) depending on the datisiothe UN “1267 Committee” (established accordiaghe
Resolution 1267, which imposed sanctions on Talibamtrolled Afghanistan for its support of Usama Baden and the
Al-Qaida organization) at the time when the Talilbbaovement was bound to the territory of Afghanistan

Other examples of the sanctions regime levelled specific state are sanctions against the stét8&ena
Leone and Liberia pursuant to Act No. 98/2000 Coll.

As for harmonizing the sanctions legislation witie tEU requirements and practice, the Ministry ofefgm
Affairs monitors the declared sanctions regimes|endmalysing them.

On January 11, 2002 the Czech Republic endorsed themGp Position of the European Council No.
2001/930/CFSP, 2001/931/CFSP from December 27, 28td 4ll its amendments). The Ministry of Foreigriaft
drew up a comprehensive document on this particssaie.

In anticipation of the prepared amendment of thheda administrative punishment and amendment afiogl
law regulations, which anticipate the introductafrcriminal liability of corporate bodies it is negsary to stipulate the
criminal liability of persons participating in tipeeparation for and accomplishment of terrorist®aéit the same time, it
is vital to impose effective, adequate and suffitiedeterring sanctions for the violation of tlenstions regulations of
the European CoundliThese sanctions have no immediate connection to ciimal liability of corporate bodies,
while connection to civil law or administrative laliability, laid down in compliance with the exisy internal
regulations, is feasible.

It is necessary to secure that - in keeping wighagbpropriate UN Security Council resolutions, theddmmon
positions and common proceedings, and the Eurofeancil regulations for their implementation, evextiyuwith the
legal acts of international institutions whose diexis and recommendations are binding for the CRsbublic -
sanctions should be imposed and applied againsbpgenamed in the sanctions lists. The current feyaework of the
Czech Republic does not provide for sufficient ctinds for meeting those obligations. Thereforés itital to devise a
new legal framework for an optimum mode of transfimg the sanctions lists, eventually other requésts of the EU
and international institutions with whose decisiansl recommendations the Czech Republic is bound.

The Czech Republic is also extending the existialyl fof legal regulations by adding joint actiorisce it
cannot be ruled out that in the future sanctionsctbe stipulated by joint action even though itustomary to lay them
down on the ground of common positions. We difféega legal acts of the EU, and that is becauslesdf binding effect
— common positions and actions are binding onhpttdes, while regulations are immediately bindimgl airectly
applicable even to the private subjects of law.

At the same time, it is crucial to clarify the powef the individual bodies of state administratiorapplying
the sanctions measures.

The Resolution of the Government of the Czech Repititdim January 7, 2004 No. 12 approved measures to
eliminate shortcomings mentioned in the comprelvensionitoring report on the preparation of the Czeepublic for
its membership of the European Union. One of tleetsbmings for which the Czech Republic has beditizéd by the
EU (in Chapter 27: Common Foreign and Security Pplisynadequate adjustment of its legislation ilatien to the
introduction and lifting of economic sanctions.

The Czech Republic’s legal system, similarly to trmthier countries of the world, is based on thesital
concept of international sanctions which has, liméw, been applied on the international sceneyeig the territorial
principle when the subject to be sanctioned isthte. Since September 11, 2001 the personal pierttas been applied,
i.e. application of sanctions against individualgmups of persons connected with terrorist aitivieven though their
common denominator is not a specific state tegrisormembership of a specific state. Some basiesassociated with
the application of sanction have not yet been cetepl resolved either in the Czech Republic or irggomally, namely:

- Protection of the rights of the individual and athebjects against whom sanctions are appliedthiedssue of

responsibility for entering specific persons inteeactions list, for freezing and confiscating theoperty, and
the issue of eventual financial compensation fanalges caused by unfounded freezing of financialnmea
(whether this responsibility shall be borne bydtete which put such persons on the list or byJiNeSecurity
Council or by the state which freezes funds or leysttate whose nationals the pertinent persons hapge);
a solution to this would be the establishment lobdy within the UN or EU providing the persons eatkinto
such a list with an opportunity to defend themsglwmder consideration is also the possibility sifblishing
an authority within the framework of the UN whiclowd consider, in legal terms, evidence againsp#érsons
or groups who are candidates for having their napuédished on the sanctions list, put them on iteahd
examine their eventual complaints.

- as for the sanctions imposed by the European CbDireictives, the persons entered into the sanstlists
pursuant to Article 230 Section 4 of the Treatytlom Establishment of the European Communities hawe t

8 Among other aspects, the Common Position 2001/S8BFCenvisages in its Article 8 the qualification pseparation for and
commitment of terrorist acts as criminal offences.

“ Their adoption is envisaged, for instance, by Aeti@ of the European Council Regulation 2580/2001 &iso by other sanctions
directives of the European Council.
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possibility to sue for the invalidity of their ingion in the sanctions list. The first-instance rcaf the
European Communities which is currently examiningragimately 20 such actions has not yet decidedl in
single case. The possibility of providing speciadtpction to sanctioned subjects going beyond tireent
scope of court protection is now considered evehiwihe framework of the EU,

- Inadequate criteria for crossing a person out fileensanctions list.

- Uncoordinated methodology for giving personal naimeke lists. The lists do not contain identificat data,
are not supplemented with photographs, identificatof individual persons is made more difficult by
inadequate or uncoordinated transcription of thames.

- The need to inform the person who has been eniet@duch a list.

- Inadequate manner of updating the lists (estabkstiraf a consolidated database of sanctioned persuter
the auspices of the European Banking Federationdsruconsideration); in this context it is crudialstress
that over the past two years more than 4,000 psratiegedly linked to the organisation Al-Qaidatioe
Taliban movement have been detained in 102 cosntBert the list of sanctioned subjects contains a
substantially smaller number of people. This ingplieat not all the suspects have eventually beeompthe
sanctions lists and it can therefore only be swdhithat many people have been detained withoutt cour
proceedings, without arrest warrants on the bdsia mternal ruling of some states. Also, it carfmmexcluded
that the fight against terrorism has, in some cas®=n used to clamp down on domestic opposition.

- Problematic control of charity societies and hurteaian organisations.

- Itis likewise necessary to take into account tkistence of different types of lists (EU, UN Setp€ouncil,
interbank or intelligence service lists etc.) tha¢ known to have a different degree of bindingaffand
enforceability.

In order to ensure smooth implementation of the tdss ensuing from the Council Regulation 2580/2001 a
special law will have to be adopted to secure thexecution of the above tasks posed to the state byet Council
Regulation.

Since the given problems come - in terms of themtent - closest to the jurisdiction of the Finahdinalytical
Unit of the Ministry of Finance, as is proposedtlie field of combating the financing of terrorishrdugh planned
extension of the amendment of Act No. 61/1996 Citie,implementation of the tasks given above shpraderably be
entrusted to that particular Unit, provided thatgersonnel is suitably reinforced, and the Govemtrshould charge the
Ministry of Finance with the task of drafting appriate legislation.

The given issues arerelated to task No. 2-3

2.4 Organisational Framework for Cooperation amongndividual Subjects Engaged in Fighting Financial
Crime

At the end of 2001 the Ministry of Interior ancetMinistry of Finance concluded an "Agreement omtlo
Proceedings, Mutual Assistance and Coordinationnag&riminal Activities Threatening the Fiscal Imsts of the
State”. The subject of the agreement is a pleddpitf parties to provide one another - within tlaerfework of the valid
legal regulations - with the necessary informatod to coordinate their activities in the spherfasiatual interest (i.e.
primarily in fighting tax-related criminal activés as well as the financing of terrorism).

The Ministry of Finance (the General Customs Duoeatie) has concluded bilateral agreements withhall
intelligence services (military and civilian) inettcountry, just as with the Ministry of Defence ahé Ministry of
Interior, eventually with the Police of the CzechpRelic, which led to an intensification of inform@t exchange
between the relevant bodies.

By the date of its accession to the EU the CzecluR&pis expected to pass laws redefining the obleustoms
authorities after the country joins the EU’s umif@istoms space. Under such legislation the custaherities will be
released - in specific justified cases, includimgfadmed suspicion of financing terrorism - fromethobligation to
maintain confidentiality towards specialized poliggts.

As of July 1, 2004 the Czech Republic will set uppacialized unit of the Police of the Czech Republic
(Financial Police) dealing with the clarificationdainvestigation of fiscal offences (primarily testated offences and
legalization of proceeds from criminal activitiexddrom offences associated with such activitiespant to §8 251, 252
and 252a of the Criminal Act).

25 Measures to Identify Clients of Financial Ingtutes

Among other duties, the current legislation immose all financial institutiort&in the Czech Republic the
obligation to require each client of a transactidiose volume exceeds a certain limit to prove hikes identity. For

2 The term financial institution is regulated by f@vision of § 1 Section 6 of Act No. 61/1996 Cotin some measures against the
legalization of proceeds from criminal activiti€khis applies primarily to banks pursuant to Act 4/1992 Coll., on banks, as
amended by later regulations, and also pursuaAttdNo. 6/1993 Coll., on the Czech National Bankjrivestment companies and
investment funds pursuant to Act No. 248/1992 Coli.investment companies and investment fundamreshded by later regulations,
to pension funds whose business activities arelaiggi by Act No. 42/1994 Coll., to supplementanngien scheme with state
contribution and on some changes of the law cordegiith its introduction, to traders and organizefsecurities trading whose
business activities are governed by Act No. 5912106lIl., on securities, as amended by later reuiat and Act No. 214/1992 Coll.,
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banks this limit has been fixed at 100,000 CZK fmy 21/1992 Coll., on Banks)and for exchange offices the Czech
National Bank’s Directive No. 1/2000 set the linat making foreign currency transactions at 20,00&KCZ

Furthermore, the law imposes on the financialitusbns the duty to verify all the transactionsdardless of
their financial value), while establishing whethey signs of a suspicious transaction are involiehis proves to be the
case, the pertinent financial institution is obtige identify the participants in the transactionl aeport to the Financial
Analytical Unit*? (this applies to credit transactions which areaiably preceded by client identification). Accargito
the measures taken by the Czech National Bank thkshare obliged to ascertain the purpose of thenpay to the
accounts of clients to and from abroad.

In 2002 the Czech National Bank prepared and issumdasure which takes into account the requirements
contained in the document of the Basle Banking Siigien Committee called "Customer Due DiligenceBanks” and
whose organic part is the application of the pphei’Know Your Customer”.

Amendment of the Banking Act abolished bearer’'sodéfooks in the Czech Republic as of December 31,
2002. Holders of abolished bearer’s savings booketitled to draw the sum deposited in that paldir deposit book in
a single transaction, i.e. by drawing the entidahee from the abolished deposit account, withHif-gear long limitation
period. While clients draw the balance from thesater's saving books, the banks will maintain atioas approach
pursuant to the law on banks, hence establishdéatity of the person to whom the balance will b&dthe balance
cannot be paid out without further identificatidrtloe person submitting the pertinent deposit boetause anonymous
deposits will no longer exist). The existing systefrdeposit insurance does not apply to the safbsies and since
January 1, 2003 no interest has been paid to them.

2.6 Measures in the Field of Investment Control

Permanently is processed the control of the imvests and grants, provided by the Ministry for Raglo
Development, with aim to deny the possible monendiering of financing of terrorism. Evaluating coittees will
verify investments and subsidies provided in tHio¥dng MoRD areas of activity:

- support for the construction of related touristastructure for sports and recreational activities;

- support for balneology;

- subsidies as part of the Rural Renewal Programméehengegional Programme Supporting the Development
of Economically Weak and Structurally HandicappediBes: Floods 2002;

- subsidies as part of the housing development pnogra

- subsidies as part of the EU pre-accession program8%&PARD programme;

- EU subsidies as part of the PHARE programme.

2.7 Question of Extraditing Own Citizens for Crimina Prosecution or Execution of Punishment Abroad

Between October 20 and October 29, 2003 the Govarhof the Czech Republic discussed the Ministry of
Justice’s draft amendment of the Charter of Funaaah®ights and Freedoms and drafts of related aments of the
Criminal Act and Criminal Procedure Code providing thee extradition of its own citizens for criminaiogecution or
execution of punishment to foreign states. Basetherdecision of the Government of the Czech Repuidivever the
proposal was limited solely to extraditing citizeosthe Czech Republic for criminal prosecution ae@ution of
punishment to the member states of the Europeamnne. extradition based on the European Arrestrént). The draft
was submitted in this form to the House of Deputibgch approved it in the first reading and ordeited be referred to
the Constitutional and Legal Committee. That disatiske draft on January 21, 2004. The actual scopather steps
for the implementation of that particular task niieyspecified only following the results of the dissions of the given
draft amendment of the Charter of Fundamental RightsFreedoms in the Parliament of the Czech Republi

on the Stock Exchange, as amended by later regnjdt insurance companies doing business pursoadt No. 185/1991 Coll., on
the insurance business, as amended by later remsgaand to some other institutions.

1 Request to prove client’s identity is a preredaigor hiring safe-deposit boxes.

2 EAU - Financial Analytical Unit deals with finaraticrime pursuant to Act No. 61/1996 Coll., on sameasures against legalization
of proceeds from criminal activities, full text. éarding to § 6 of that Act execution of a cliem'sler may be delayed by 72 hours at
most, which is a time given by law to the Finandéiahlytical Unit for completing its investigatiorf a suspicious transaction and for
filing notice in the given matter. If facts areasitshed within the stipulated period of time irating that a criminal offence has been
committed, an information on crime is filed. Thertpeent financial institution (e.g. bank), whereetfunds have been blocked, is
notified, which imposes its legal obligation notdarry out the client’'s order for a period of aretlthree days so that the police
authorities can take measures for additional blagkif the account concerned. Unless the Financialysical Unit files an information
on crime, the pertinent financial institution has legal obligation to delay the client's order (fastance to withdraw or transfer
financial means) any longer.
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2.8 Harmonizing the Czech Republic’'s Extradition and Expulsion Practices with its Human Rights
Obligations

As for the task of harmonizing its extradition agxpulsion practices with its human rights obligasi the
Czech Republic has accepted the relevant decisiathe &N Committee for Human Rights, the UN Committgaiast
Torture and the European Court of Human Rights, ehaecus from the deliberations of the Steering Conemifior
Human Rights and the Multidisciplinary Group for théernational Action Against Terrorism Campaigrtteé Council
of Europe (GMT - for instance negotiations heldSinasbourg from October 7 to 10, 2002 which disedssventual
changes in the wording of the 1977 European Treatythe Suppression of Terrorism) pertaining to idsie of
extradition and expulsion.

In 2002 the Ministry of Justice elaborated a pagtudy on eventual contradictions between therivational
law on the protection of human rights and the ekti@n practice of the Czech Republic. The text a$ tnalysis is
devoted to the problems of judicature of the Euamp€ourt of Human Rights with which the United Kingdbad to
cope in the past. The conclusion of that analys#ls out the view that the problems of similarunatcurrently do not
exist in the Czech Republic. This position was ewalf conveyed to the Ministry of Foreign Affairs.

Following study, issued by the Ministry of Foreigiffairs during the course of 2003, was dedicatedht®
possible disaccord between the international leggime of the protection of the human rights areektradition and
expulsion practices deportation praxis of the CzRefpublic on the other side. In the framework af tomment
proceedings the Ministry of Justice and the Migistf Interior confirmed, that there exists any disards.

The Ministry of Justice, with aim to implement tReamework Decision into the legal system of thedbze
Republic, amendments of the Criminal Order, Criminalv and the Charter of the Fundamental Rights abédrties.
The Chamber of Deputies of the Parliament of thecB&epublic in the second reading voted down agwalpof an
amendment of the Charter and now is a subject ddittiendments only the Criminal Order and Criminal Law.

At present proceed the political consultations aloe further development. Next parliamentary deladtout
the amendments will take place in May 2004.

Such a delay is caused by the breakthrough nafuteedeuropean Arrest Warrant according to the @rain
Law of the Czech Republic, especially according e abolishment of the decision making right of ttemtral
administrative body, breach of the principle of lduraminality (according to determined acts) anddwh of the principle
not to extradite own citizens.

The questions of harmonizing the country’s exmulgractice and the legislative changes safegugutirrect
decision-making in cases of expelling aliens wile international treaties on the protection of hamghts were
examined within the framework of the amendment cf Ro. 326/1999 Coll., on the residence of alierth@territory of
the Czech Republic, as amended by later regulatitims. was previously accomplished at the turn d@2and 2003
when the latest amendment of the afore-mentionedilas submitted to the legislative process. It established and
subsequently repeatedly noted in standpoints respgrio initiatives by different non-governmentaganisations that
neither the legal provisions nor their practicgblagation in the Czech Republic run counter toringional law.

As regards compliance with the standards of ttegmational protection of human rights the MinistfyForeign
Affairs, acting at the request of the appropriatéharities (the Ministry of Justice, courts), isding up - for the purpose
of management of court proceedings on extraditioth @xpulsion - information on the actual statushofan rights
compliance in countries of origin, especially imoection with the application of the principle @mreturn (Article 3 of
the UN Convention against Torture and Other Cruéluinan and Degrading Treatment or Punishment, &r8abf the
European Convention on the Protection of Human Rightl Fundamental Freedoms, Atrticle 7 of the latgonal Pact
on Civic and Political Rights). This primarily inwas the treatment of detained and imprisoned psragsnwell as
compliance with the fair trial rules in target ctnies.
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3 POLICE WORK AND COOPERATION BETWEEN THE POLICE OF THE CZECH REPU BLIC
AND THE ARMY OF THE CZECH REPUBLIC, AND OTHER SUBJECTS

3.1 Expert Cooperation Involving Domestic Antiterraist Specialists and Their Foreign Counterparts

An important chapter in antiterrorist efforts istpromotion of cooperation between domestic antitist
specialists and their opposite numbers in foreigmtries, including their sharing of relevant imf@tion. Attention is
paid to contacts between the Police on the one aaddecurity attachés of foreign diplomatic missim Prague on the
other as well as direct communication with partpeganisations in foreign countries through the Depent of
International Police Cooperation (OMPS) of the RwliPresidium (Interpol Prague). In addition to geher
communication channels used by the National Centezpol Prague, another channel of communicatiaddelong the
line of FTF (Fusion Task Force) of GS Interpol, oiexd exclusively to the problem of terrorism.

On March 5, 2002 the Czech Republic and the EuroPetice Office (Europol) signed a Treaty on coatien
which came into force on August 16, 2002. All teeessary data, including those relating to thet figlainst terrorism,
began to be systematically shared under the tefritgsotreaty. As a result, a specialized centrs wet up within the
Department of International Police Cooperation efftolice Presidium of the Czech Republic, meetingesies ensuing
from the concluded treaty (a liaison officer frone tCzech Republic is now working in the Europe Centtkee Hague).
The OMPS specialized centre was renamed the EulNgat@nal Unit on November 1, 2003.

At present the Parliament of the Czech Republiissussing a proposal for the Czech Republic’'s astweso
the Treaty on Europol and its additional Protoc®lse Czech Republic is expected to become a Rattyet Treaty on
Europol still in 2004 (probably on September 1,400

With aim to implement the Framework Decision foe Establishing of Eurojust, the Ministry of Justaf the
Czech Republic does prepare the amendment of theNAc283/1993 Coll., on public prosecution. As a oradi
representative of the Czech Republic in the streatfiEurojust has been designed the state prosemdanember of the
International Department of the Supreme State utigm, adopting a position since the May 1, 2004.

As for the Czech Republic’s relations with the otR&TO member states, cooperation is maintainedugjno
the so called Special Committee, a consultative lobdlye North Atlantic Treaty Organisation in coammtelligence and
terrorism.

In November 2000 the Czech Republic was admitted seyular member of the Police Working Group on
Terrorism (PWGT) comprising police units from the Enember staté§ Norway and Switzerland and dealing with the
fight against terrorism. Europol is represente@WGT by its permanent observer without voting riglBetween May
30 and 31, 2002 a PWGT meeting was held in Pragtended by officials of the Police Presidium & €@zech Republic
and the Ministry of Interior. This was the firsteeVWGT meeting in a post-communist country.

The Police of the Czech Republic is involved in enhar of other major European security initiativash as -
for example - those of the Central European Initegtthe Council of Europe, the Stability Pact, tié¢tdission in Bosnia
and Herzegovina and in the Former Yugoslav Republiacedonia etc.

The given issues arerelated to tasks No. 3-1, 3-2, 3-3, 3-4, 3-5

3.2 Organisational Aspect of Handling Sanctions List of the International Organisations whose Decisian
are Binding for the Czech Republic; Linkup of the Czeh Republic to the Relevant Databases Containing
Information Relating to the Fight Against Terrorism

Generally speaking, compared with the period gad@eptember 11, 2001 international police codferdas
been stepped up, and the relevant bodies in theh@Republic and abroad are known to be exchangingnves of
information that are many times bigger than inphset.

The Czech Republic is a recipient of lists of passmvestigated for or suspected of involvemertemorist
activities, lists that are administered by the BdiNations, Interpol, Europol, FBI, FINCEN USA ortlaae connected
with the updating of the Common Position of the fpaen Council No. 931/2001. The Czech Republic isatsitled to
contribute to the UN, Interpol and Europol lists.

Corresponding databases containing especially @wesvand identification signs of the sanctionedjetts
(persons, organisations) are being set up in #obidake their contents more transparent and bettanged:

- database within the Ministry of Finance (admigiistl by its Financial Analytical Unit),

- database administered by the Unit for the Detdaadf Organized Crime of the Service of Criminal Beland
Investigation;

- database administered by the Unit for the Dateatif Corruption and Serious Economic Crime of theviSe
of Criminal Police and Investigation (proceedingatoonsiderable extent from the findings of the Raial
Analytical Unit);

- database administered by the Department of latienmal Police Cooperation of the Police Presididnthe
Czech Republic (i.e. database of the organisationspluand Interpol, which is both general - conitagnall
the wanted persons and - after entering a passwawohprising other partial databases listing pesssanted
for terrorist-related offences).

13 Out of the countries acceding to the European hjriEstonia, Malta, Lithuania and Latvia are stilthe position of observers.
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Even though these are not databases operatingheitlists in the sense of the Directive of the &oament of
the Czech Republic No. 327/2001 Coll., they receive altention on the part of the Police of the CZRepublic, the
Ministry of Finance (Financial Analytical Unit), bles and other institutions.

Updated lists of sanctioned persons compiled withe UN and EU are sent through the Ministry ofeign
Affairs (its UN Department, and the Common Foreigd 8ecurity Policy Department) to the Ministry ofdrior and the
Police Presidium of the Czech Republic. These ligsiaually available on-line as well. At the PolRresidium the lists
undergo linguistic corrections (including precisgnscription of the names of the persons and osgtions).

The Police Presidium takes steps to ensure ideatidn of the persons contained in the lists, hdhey
happen to be staying in or to have entered thdsgriof the Czech Republic.

Within the framework of their legal powers theeitigence services provide to the relevant bodiethe
Ministry of Interior of the Czech Republic and theliPe of the Czech Republic information conducive the
identification and detection of the movement antividies of the given persons (individuals and mensbof groups)
abroad, particularly if such persons were presutodthve the intention of entering the territontiod Czech Republic.
Working in conjunction with other bodies the inigdince services are also active participants irptbeess of granting
visas.

Furthermore, the Ministry of Foreign Affairs (its @ular Department) sends, on an ongoing basis, visa
restrictions to be entered into the Register o6&aa Non Grate in relation to the UN and EU toDirectorate of the
Alien and Border Service of the Police of the CzBelpublic.

Agreement was reached in 2003 on the actual systeistributing the lists of sanctioned personbaoks and
to the subsidiaries of foreign banks. The listsdis&ributed along the following line: the Ministof Foreign Affairs - the
Ministry of Finance (Financial Analytical Unit) hé Czech Banking Association - banks and subs@tiaof foreign
banks. As part of its spot checks focused on measagainst the legalization of proceeds from crnactivities, the
Czech National Bank also controls whether the bankalasidiaries of foreign banks have installedsiesy for handling
information contained in the lists of sanctionebjeats.

IS TOMAS Network

With the aim of securing direct connection of @ise units engaged in fighting terrorism in thee€lz
Republic (i.e. especially the Unit for the Detectioh Organized Crime of the Service of Criminal Poliaed
Investigation) the Czech Republic was linked, ineJ2002, to the communication system IS TOMAS wipicivides for
the exchange of electronic information of classififeature among countries cooperating within thenéaork of the
Police Working Group on Terrorism (PWGT). At presemtotal of 18 countries (15 original EU membédsrway,
Poland, Switzerland) are interconnected throughnbiwork, in addition to the Czech Republic.

Bureau de Liaison Network

In 2004 work got under way on the interconnectibthe Czech Republic to the BdL (Bureau de Liais@n,
"Liaison Office) network. This is the European Umi® official communication system interconnectirffjaials of the
member states in the Working Group on TerrorismiZEof the European Council. The BdL network wastbnill977
and since the mid-1990s it has been operated gsoeeynail, designed for the transmission of infaioraup to the
"CLASSIFIED"” category. This communication networkerlinks the capitals of the member countries, ezfolvhich
runs one access connected to the central serttee iHague.

Bomb Data Centre Network

There are two databases in the Czech Republic rglatimprovised explosive device systems - oneaasqs
the Pyrotechnic Department (devoted to the techrdspects), the other within the framework of theitUfor the
Detection of Organized Crime of the Service of CriahiRolice and Investigation (comprehensively recgydhe whole
background of each case). The Institute of Crimigplis partly engaged in the record-keeping systenile its data are
shared by the pertinent units.

ThePyrotechnic Department of the Police Presidiunhef@zech Republic has entered negotiations with some
foreign subjects dealing with the given topics aedt them information on its own databases witbféer for reciprocal
exchange of relevant data. Seen in this lightDibpartment’s most intense negotiations were hefd Riitish officials
whose Bomb Data Centre (BDC) system collects datagtwbal basis. The Unit for the Detection of OrgadiLrime of
the Service of Criminal Police and Investigationtioé Police of the Czech Republic launched the fatage of its
negotiations with its British partner BDC on an exdm®mf information and eventual purchase of the ldega in
November 2003.

3.3 Forestalling Threats to Public Law and Order at Mass Social Events

In forestalling threats to public law and order amdecurity at mass social events (political summaetings,
sporting and cultural events etc.), threats thatccbe posed by persons taking part in the orgtaisaf such events, on
December 13, 2002 the Parliament of the Czech Repapfiroved Act No. 310/2002 Coll., amending - amotiter
legislation - Act No. 148/1998 Coll., on the prdten of classified facts. This Act has introduckd institute of checking
the security competence of physical persons peffgrisensitive activities whose abuse could leaa decurity threat or
to a threat of other major interests of the stale®se sensitive activities must invariably be djegtiby an appropriate
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Directive of the Government of the Czech Republicspant to § 81b Section 3 of Act No. 148/1998 Calh,the
protection of classified facts and on the changsoafie laws, as amended by later regulations.

The Police of the Czech Republic and the CzecHligace services are known to maintain constamwt an
intense contacts in securing information vitalffmestalling criminal offences and other threatpublic law and order at
events of the above-mentioned nature.

Since the latter half of 2004, these issues hase bken coordinated at the level of the EuropeaioriJn
especially with a view to the Olympic Games to leddtin Athens in August 2004. In the future, thenpilation of a
manual and the establishment of a network of co@iats and liaison officers briefing one anotberrestablished cases
concerning potential threats during the Games ar®rm the backbone for the procedures at eventoofparable
format, including events to be held in the Czech uRép. This applies particularly to the World Iceotkey
Championships (Prague 2004).
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4 ACTIVITIES OF INTELLIGENCE SERVICES OF THE CZECH REPUBLIC
4.1 International Cooperation with Allied Services

Acting within the scope of their own legal powettse Czech Republic’s intelligence services pursu@ the
activities, including exchange of information witheir partners with which they have concluded ages®s on the
exchange of intelligence information. Fight agaitestrorism definitely figures prominently as a pityp of thus
conceived international cooperation.

At the same time, agreements on information excbaigthe field of struggle against terrorism aveatuded
with intelligence services in other countries. Agrents on coordination are implemented on an ogduésis through
exchanges of information and reciprocal consultetiaccording to approved plans of business tripsvisits abroad.
This system of cooperation is functional and beaafi while possibilities for establishing further strengthening
existing contacts and upgrading the efficiency atahdardization of intelligence exchanges are eotlgt emerging.
Contacts with the intelligence services of foreigmvprs are maintained with the consent of the Gawent pursuant to
§ 10 of Act No. 153/1994 Coll.

The Security Information Service of the Czech Rédipub a member of the Evaluating Committee, a grotip
directors who submit proposals for the improvemantl specification of the activities of MEC, an imtional
organisation currently associating 17 security amelligence services from 13 European countriestiermore, the
Security Information Service is currently coopergtivith as many as 68 services in 42 countriesrindtion is regularly
exchanged with 54 services in 38 states.

Activities within NATO, whose Special Committee wabaired by the Czech Republic’s Security and
Information Service in 2003, have helped the Serincfostering cooperation with partner servicethmregions which
formerly did not stand in the centre of its intéréSouth-east Asia, North Africa) but which aren-térms of fighting
terrorism - potentially significant also for thed&h Republic. Under preparation is an exchangefofriration through
the Intelligence Division for Terrorist Threat, sgi within NATO. In addition to sharing informati@among NATO
member states this Division will also focus on exwing data with other international organisatiand with countries
involved in the Partnership for Peace project.

4.2 Internal Coordination of the Activities of thelntelligence Services

Responsibility for political coordination of the adties of the Czech Republic’s intelligence sergities with
the Government of the Czech Republic or ratherSigte Security Council and its working Intelligen&etivity
Committee. The activities of the intelligence seegi@re also coordinated at meetings of the direabthe individual
services.

Coordination at the professional operational lesellso vital. Positive results have also been a&elibdy the
Coordinating and Information Group and the Interdegpantal Coordinating and Information Groups seinujhe Czech
Republic ad hoc to cope with the individual situasio

Good results in coordinating activities among thpests of the individual services, the Ministry laterior
(including the Police of the Czech Republic) and Ministry of Foreign Affairs performs the "Intediénce Group
attached to the Security Information Service”. &aihg the Group’s initial task of coordinating imfieation on the
developments in Iraq and evaluating risks poselad@zech Republic by those developments, the lgeégitie Group has
been dealing with other topics, depending on theshclevelopments in the Czech Republic and in thedvad large. In
the future, cooperation within the Group shoulduyéher promoted and ought to be perceived asia bdst project for
setting up a future coordinating body for collegtianalysing and completing information on spedfitual topics.

A series of seminars whose project was approvetthdystate Security Council by its Resolution from &har
25, 2003 No. 51 has been held with the aim of imimg contacts between the Czech Republic’s intallogeservices, its
constitutional subjects and the state administnagixtor. The seminars are held in keeping wittnetable approved by
the Intelligence Activity Committee at its sessian@eptember 4, 2003 by its Resolution No. 49.

A major component of the Action Plan is what isledlthe "Comprehensive Concept of the Government's
Classified Communication”, approved by the Governnierits Resolution No. 112 on February 4, 2004. Meas to
carry out the project have already got under wafadditate completion of the whole project in 2006

The given issues arerelated to task No. 4-1
4.3 Improving Legislative Conditions for the Work of Intelligence Services

The issues concerning the legislative frameworlwitich the Czech intelligence services operate Heen
monitored on a long-term basis by the country’glligence Activity Committee and the State Secu@guncil. The
actual scope of legal powers granted to the igetice services which are vital for meeting thedk$éain combating
international terrorism is being analysed on a eremt basis.

Seen in this light, the granting of the followipgwers to the Czech intelligence services in paldgicshould be
considered:

- the power to obtain information and necessary tasgis not only from public administration authestibut
also from other subjects laid down in law — e.gcrafift carriers (information on passengers), baid other
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financial institutions (e.g. information on bankcaants and their owners, and on movements in those
accounts);

- the power to obtain information on suspicious temtisns from the Ministry of Finance (its Financial
Analytical Unit);

- the power to obtain information and express thginion on licensing and control mechanisms in thidfof
trading with and handling selected commodities. (#aping with military materials, imports and exisoof
goods and technologies subject to internationairobregimes, nuclear and chemical materials);

- the power to obtain information kept in the cowfthe administration of taxes and fees, socialggg health
insurance schemes and securities trading.

In anticipation of the Czech Republic’'s accessiotheoEuropean Union and expected closer cooperatidn
coordination of activities with the intelligencergees of the EU member countries it is necessagstess whether the
current powers exercised by the intelligence ses/imamely their purpose, scope and directionespand with the
powers vested by national legislation to the ifgehce services of the other EU member states. Raf¢he intelligence
services of the Czech Republic should facilitatér thiicient cooperation with partner agenciestia bther EU member
states, including exchange of needed information.

Legal powers enjoyed by the country’s intelligersegvices, including their existing competencidsuid
comply with the following prerequisites:

- they must be precisely delineated in terms of thmirpose, conditions of application and the specifi
phenomena they concern;

- they must be limited through the subsidiarity pifte and maximum possible respect for human rigimis
fundamental freedoms;

- such powers may be applied solely when facing im@ethreat, when in danger of delay, and whervegie
information cannot be obtained in time in any otivay.

All the legal powers exercised by the intelligeseevices of the Czech Republic shall be subjectedficient
control especially by the legislative and the jimlibranches, and by an independent authority.

The given issues arerelated to tasks No. 4-2, 4-3 and 4-4.
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5 PROTECTION OF INFORMATION SYSTEMS
5.1 Characteristic of the Information Systems intte Czech Republic

Key links between the individual elements of thiaimation systems in the Czech Republic are funetio
However, to achieve a more flexible responsenitd to strengthen the horizontal links, while elerating information
transmission between the individual elements oktwirity system, as called for by the nature of@mporary security
threats.

When planning emergency measures and solving aitsiations, the Czech emergency management bodies
utilize the existing information systems. Howethg current status of their use in emergency manageis inadequate,
with the individual authorities meeting their neg¢dough their own information systems without daisie interaction
and coordination.

The Emergency Management Information System (EMicover plans for communication, emergency and
action capability of administrative authoritiesjses management proceedings, access to overviewsroés and
facilities, standardized forms for information tsé&r etc. The main asset of the EMIS network vellih its contribution
to creating a comprehensive tool for supportingpband qualified decision-making for the emergemgnagement
personnel in all the subsystems of the securitwoikt A detailed analysis of the information need&l sources of
information in emergency planning and an evaluatidnthe existing needs will make it possible tonfiotate
requirements for coordination, mutual assistaneesgnnel and material reserves. At the same tinséould be noted
that the construction of EMIS will be very demarglin economic terms.

The main threats posed to the individual informaggstems in the Czech Republic by possible tetrattiacks
are analysed on an ongoing basis, and prioritiggaibcted interests are updated both at a intarttepntal level and at
the level of the individual government ministrieglaother state administration authorities.

5.2 Protection of Information Systems Not Coveretly Classified Information Regimes

The information systems that do not fall under leading "classified information” are secured withire
framework of routine protection of local computetworks. The individual government ministries an@wn to devote
permanent attention to checking the safety of geeific Public Administration Information Systeni3A(S).

Pursuant to § 4 Section 1 Letter b) of Act No./2680 Coll., on public administration informationsgyms
UVIS (since January 1, 2003 the Ministry of Infoting) has been drafting strategic documents irfide of public
administration information systems, even in terhthe safety of those systems, and submitting sloctuments to the
Government.

The Ministry of Informatics, working in conjunctiowith the Ministry of Finance and other government
departments, has been constantly monitoring andysing the actual information requirements of thebl
administration sector and the status of the infeionasystems in public administration, promotingities in
accelerating the transition (certification) of dhepartmental systems to KI ISVS and its securedires.

Even though the whole PAIS communications infradtire project is being slowed down as comparek thi
original expectations due to a reassessment fremidwpoint of its efficiency, the interconnectiohthe departmental
systems continues unabated.

In 2002, UVIS prepared a document for the Statei@tgcCouncil entitled "Information on the Prepadatiof a
Conceptual Solution for Reducing and Eliminating ensequences of Information Struggle, Foreign ligexice
Penetration and Criminal Hacking of the Informat®ystems”. This lays down the procedures for theegtmn of
information systems incorporated in the state’Scatfi infrastructure.

As part of the twinning project PHARE "Modernizatiof Central State Administration”, UVIS - working in
cooperation with its Finnish partners - organizad2D02 a seminar called "Information Safety”. Dims of the
individual departmental sections for informatiomvéees were invited to attend the event. In actaet, the seminar was
preceded by a questionnaire survey on the managerhiriormation safety in the individual bodiesthre central state
administration sector. A comprehensive study dbsugithe actual status in this area in the CzechuBlep(with an
accent placed on a comparison with Finland) iscaated.

In March 2003 the Ministry of Informatics trangdt into Czech and distributed via the internet
(http://www.micr.c3 "The OECD Guidelines for the Safety of InformatiSystems and Networks: Towards a Culture of
Safety”. A printed version of the English-languaepet of the Guidelines, which the Ministry of Infoatics had received
from OECD in 50 copies, was distributed to the irdlial government ministries and other central bedié state
administration.

Preparations for solving emergency situations amihg with them are an integral part of the exexputf state
administration and a duty facing the bodies ofesadministration and self-government. In an efforachieve their
high-quality, efficient and prompt decision-makipgocess such authorities have to work with a vastinae of
information which has to be sorted out, groupedamalysed according to the needs posed by the margesituation.

Such wide-ranging information needs may be coveselly with the help of a specifically designed
information system (IS)aimed at supporting the decision-making procesmnirrgency management and ensuring its
readiness. In a bid to solve that particular pnoblthe Government of the Czech Republic adopteditsiResolution
from April 28, 2003 No. 418 - a document entitléghalysis and Evaluation of the Usability of Indivial Studies of the
Construction of Information Systems for Emergencynktgement” and at present the Ministry of Interibthe Czech
Republic, working in conjunction with the Ministry imformatics, is drafting project intentions fdret construction of an
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emergency management information system. Furthére@iven intentions, a list of information androounication

systems vital for the operation of a critical irsfiraicture is being compiled. Based on an evaluati@gmformation links a
legislative measure will be proposed to providetf@ compliance with the standards for the openadinformation

systems under emergency situations. Pursuant tosslegal regulation subjects performing activitreorporated in the
national critical infrastructure will be obliged tmmply with the prescribed standards for the dpmreof information

systems, and - under emergency situations - wilags have to provide their services and productsmweaken the
defence capability, economic stability or secuoityhe state.

Resolution of the State Security Council from May 2003 No. 59 has named the Ministry of Informatiss
the guarantor of the task called "Proposal for §adeding Information Systems Vital for the Operatif the Czech
Republic’s Critical Infrastructure”.

Resolution of the State Security Council from Novemb8, 2003 No. 84 has charged the Minister of
Informatics, the First Deputy Prime Minister and tinister of Interior and the Director of the Natal Security Office
to submit - at a meeting of the Government of tlzed® Republic by the end of April 2004 - a documemtitled
"Proposed Levels for Securing Information SystemigalVfor the Operation of the Czech Republic’s Cati
Infrastructure”. The Ministry of Informatics hasafted an opening study for the document outliniegrequirements for
the content of a strategy in terms of its techni&alution and requirements for coordination amamg individual
government ministries. Working in conjunction withe National Security Office, the Ministry of Infoatics is
preparing measures to unify the system of secuitglifications of the individual categories of infwation and
subsequent allocation of a proper level of securitgistance to each information and communicatigstesn or
subsystem.

An interdepartmental commission was set up follgathre instruction of the Minister of Interior N&B/2001 to
implement the tasks in creating and utilizing ereery management information systems. A documelgdc@nalysis
and Concept of an Emergency Management System” wadted as a background material for shaping a eutter
emergency management information structure in treelCRepublic within the framework of the Ministryloferior, the
General Directorate of the Fire-Fighter Rescue Cofpthe Czech Republic in 2002. The document outlspeecific
tasks with deadlines for their fulfilment, includirappointment of guarantors responsible for impleatéon. A
document entitled "Conceptual Intention of an EmaogeManagement Information System” pursuant taRbeolution
of the Government of the Czech Republic No. 418820@as elaborated in 2003. Further related tasksensue from
discussions of that document by the Governmerti@fdzech Republic (during 2004).

The given issues arerelated to task No. 5-1 and 5-2
5.3 Protection of the Information Systems Operatig with Classified Information

NATO’s classified information in the Czech Repuhlficprocessed and distributed by the NATO-operated
systems, while the Czech Republic has to comply witithe security requirements imposed by NATO oasth
information systems (information transfer is seduby the cryptographic means approved by NATO). Na¢ional
Security Office is the authority guaranteeing tloenpliance with those security requirements in thedBzRepublic.
Furthermore, there are national information systeentfied and accredited by the National Secu@itfice. The systems
CRONOS and MINERVA are used for the transmission off@Aclassified information up to the category "Cléssi’
between the centre of the Ministry of Foreign Affzand the Permanent Delegation in Brussels. Sanceencoder of the
system CZ_NS NOAN (known as CRONOS) and two of itsiteals are located at the Ministry of Foreign Af&ailS
CZ_NS NOAN (CRONOS) serves for the connection with KDAGnd - as seen from the viewpoint of its link witle
NATO network and the administration of the systarthie Czech Republic - its centre and several wockslare situated
at the Ministry of Defence, other sites are atMtieistry of Foreign Affairs, at the Permanent Deléign of the Czech
Republic to NATO in Brussels and in the Office of thevernment. However, the bulk of communicationgyieough
the General Staff of the Army of the Czech Repuhiid the NATO authorities. IS Minerva terminals aredted at the
Permanent Delegation of the Czech Republic to NAR® in several other localities in the Czech Republi

EU classified information in the Czech Republic isqassed and distributed especially through CORTESY
(Coreu Terminal Equipment Systehaind - for some time to come - also through ACN @&ssted Countries Network),
Extranet, ESDP-Net (European Security Defence Pdlietwork), where the security requirements andrtioele of
connection with the Czech Republic, including theptwgraphic device to be used, are determined byEtheand
compliance with such requirements is checked byNdwonal Security Office, and by the national eyss. Speaking of
the national systems, these include primarily tfiermation system "MZV-V” for handling classifiedformation of the
category Restreint UE and nationally classifiedsad the degree Restricted, operated by the MinaftForeign Affairs
and certified by the National Security Office. Rbe purpose of distributing classified informatiomthe category
Restreint UE transferred from the EU to the MinistfyForeign Affairs through Extranet, this IS MZV-&ystem is
planned to be extended to cover the individual gawent ministries and central bodies of state adhtnation
(Resolution of the Government of the Czech RepubbenfFebruary 25, 2004 No. 180). Some state admutish

4 COREU is an electronic mail system through whish EU and its member countries communicate infaonadecisive for the
formulation of the Union’'s Common Foreign and SéguPolicy. COREU’s key asset is classified comroation in real time. The
system serves for the exchange of data, consuitatind distribution of official and working docuntenot only between the EU and its
members but also between the capitals themsehexegRon terminals are located at the Ministriefafeign Affairs and messages
significant for other departments (for shaping coshensively conceived national positions) are tmtisd through local
communication systems capable of operating inssiflad mode. The success of any country within BdBpends - in addition to other
factors - on prompt interaction between its departt in formulating national positions. Howeveitimer CRONOS nor COREU may
be used within a NATO or EU member state.
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authorities are known to be building their own imfiation systems for handling EU classified inforimat These will be
certified by the National Security Office and limkéhrough a secured mode with the IS MZV-V syst@mtection is
safeguarded in keeping with the national legistatiod the EU Regulatior3.

Communication between the centre and most of thedid@matic missions of the Czech Republic abroad is
secured by classified and non-classified channefglucting information needed for decision-makingtie field of
enforcing the security interests of the Czech Republ

Seen in the light of the main threats posed bytarial terrorist attacks, the safety of the CzBelpublic’s
information systems handling classified informatissufficiently secured.
Classified facts are processed in compliance wghfollowing statutes:

- Act No. 148/1998 Caoll., on the protection of clagsiffacts and change of some laws;

- Regulation No. 56/1999 Coll., on providing for théetya of operational systems;

- Regulation No. 339/1999 Caoll., on the security ofect§, and

- Regulation No. 136/2001 Coll., on securing cryptobrajprotection of classified facts, certificatioh o
cryptographic means and elements of certificates.

Classified facts in the Czech Republic are currgmtbcessed in several dozens of information syssame of
which are run as belonging to independent persmvaputers without networking, some of them compgdocal area
networks (LAN) without connection with other netwsy and part of them being run as large-scale ctenmetworks
(interconnection of several LANSs in different loitials). In all those cases adequate protectioasidied facts as well
as of the systems themselves is ensured in keegthgthe law and the regulations mentioned aboke;individual
systems are certified by the National Security €effi Also the protection of communication throughtified
cryptographic devices and the protection of théesysagainst external hacking is safeguarded asptre certification
process. Anti-virus protection is invariably paftlee overall system of protection. The NationatBéy Office accepts
other applications for certification of informatisgstem on an ongoing basis and processes them.

Potential threats posed to those systems were sathlgs part of the certification process, whentidaf
appropriate security guidelines and measures. llaste of eventual additional information systefies processing
classified information will be handled under indegent security projects in compliance with RegolatNo. 56/1999
Coll. according to specific requirements and in aanfion with the National Security Office.

The possibilities of a terrorist cyber-attack opatine attack on the IT systems are eliminateal large extent.
A residual risk is posed by a natural disastemaatéack using brutal force. Adequate protecticairags such risks is very
difficult in view of the high investment costs apikvailing building restrictions (objects protectauter the regime of
the preservation of architectural monuments).

Working in cooperation with pertinent units of tfmdividual government ministries and other central
government authorities, the National Security @ffie constantly monitoring compliance with theirtfieations and the
appropriate elements of such certificates, whilenfdating requirements for the safety of the infatibn systems
handling classified information as well as minimeequirements in the field of computer safety, pesliegs and modes
of the certification process of information systesnsl appropriate elements of certificates.

It was especially during preparations for and therse of the NATO Summit in Prague in 2002 wheryver
close contacts were established between many Czaaarrgnent ministries and the country’s intelligersegvices,
contacts that also covered the issues of operatiognation systems and handling data under a piatesecurity threat.

The National Security Office of the Czech Repulidieengaged in eliminating the defects detectednduri
checkups, primarily in methodological terms, by mbaining contacts with the security directors (stamies) and other
persons authorized by the state authorities anahisgtions to protect classified facts.

Preparations commenced in the latter half of 2@03He certification of the information system &ecured
connection to the system Extant EU. That will dlistte information up to the category "Restricted”.

Seen in this light, it is necessary to resolve pienned commissioning of the classified connection
(MzV-D-KR) between SM Brussels and the Ministry ofr€ign Affairs that would provide for operative digphes of
EU document up to the category "Confidential”.

The given issues arerelated to tasks No. 5-3 and 5-4
5.4 The Problems of Filing Operational Data by Commnication Providers

Pursuant to the provisions of § 86 of Act No. 180 Coll., on telecommunications and on change lodrot
laws, corporate bodies and physical persons peitfigrielecommunication activities are obliged toifyot at their own
costs - the bodies authorized thereto by specigll leegulations of the facts which are subjecteledcommunication
secrets and/or which are covered by the protectigrersonal and agency data. Thus far the valisnmegules that data
have to be filed for a period of 2 months for opigeafiling purposes, and for a period of 6 mon#tshe request of
authorized bodies. In 2002 the Ministry of Transatton and Communications proceeded to draft an dment to the
Telecommunications Act in an effort to harmonize tegislation with the EU regulations.

On January 1, 2003 this task was taken over biihistry of Informatics which proposes to solve iksues of
fixing the period of filing operational telecommuation data in a new law on electronic communicetiorhe draft

5 Key information systems operating with classiffadts relating to the fight against terrorism dre systems IS TOMAS and BdL,
described in greater detail in Part 3.2.

32



legislation proposes to impose on the operatorigioy an electronic telecommunications network opublicly
accessible electronic telecommunications serviealthty to keep operating data (telephone numbetsegierson being
called and the caller, eventually electronic meddresses or other similar data identifying the camicating party, the
service used, date, time and duration of such camuations and site of connection) for a period ®fmionths. Each
operator would be obliged to provide such data, wiexjuested, to bodies authorized thereto undgreaia legal
regulation.

The given issues are related to task No. 5-5 and 5-6;
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6 CONTROL OF THE EXPORT AND IMPORT OF MILITARY ARMS, EQUIPM ENT, GOODS
AND DUAL USE TECHNOLOGY ¢

6.1 Current Legislative Steps

Acquisition, ownership, holding, carrying and usargns and ammunition in the Czech Republic are gedern
in compliance with the EU legislation, while - Aetsame time - taking into account the requiremehtie European
Convention on the Control of Acquisition and Possessif Firearms by Individuals (dated June 28, 19f&,Czech
Republic ratified the Convention on January 26, 206l jnstruments of ratification were sent to beated in
September 2001; deposition with the Secretary Géradrthe Council of Europe on January 8, 2002). Tzech
Republic’s key legal document in this respect is WMot 119/2002 Coll., on weapons, as amended by fegedations.

Act No. 228/2003 Coll. has amended Act No. 119200ll., on weapons, as amended by later regulations
This particular amendment regulates the performarfcgyrotechnic research in the civilian sectorlléwing this
legislative change, the Ministry of Interior's Reagtibn No. 384/2002 Coll., governing the principlésverifying the
professional competence of applicants for fireapesnit to perform pyrotechnic research, appointneémhembers of
assaying commissions, test questions etc. hasareended.

Further to this amendment, Act No. 455/1991 Calh business in trade (Trade Act), as amendedatey |
regulations, has also been updated. This amendneemy defines a novel permitted trade called "perfance of
pyrotechnic research”.

It was agreed when drafting the document entitlé@fotmation on the Czech Republic’s Position on
International Deliberations on the Issue of Smadl hight Arms and on the Export and Import and Nersiof Firearms
Kept by Holders of Firearms Permits and Certifictethe Territory of the Czech Republic for the Y2801” that the
Ministry of Interior, as the country’s guarantortbe Convention on Transnational Organized Crimethedemaining
two additional protocols to this Convention, wilke over the responsibility for the Protocol Agaiiiegal Manufacture
and Transport of Firearms, Their Parts and Compsrard Ammunition and adopt necessary steps towdeelnd ratify
the document. Consistently with this fact the Retsmhuof the Government of the Czech Republic No.2t2802 charges
the Ministry of Interior to take over responsihilitin cooperation with the Ministry of Industrydirade - for proposing
the ratification of the Protocol Against lllicit Mafacture of Firearms, Their Parts and Componers\ammunition and
against Trading with Such Firearms.

Preparations are under way to formulate draft jpysitn the Protocol to be submitted to the Govemtras an
independent document together with a proposahforatification of the Convention and its two prexgd’rotocols. Seen
in this light, we should note that up to now thee€lz Republic’s internal legislation has not enactdaw meeting the
obligation to prosecute the manufacture, provisidior oneself or for another person - or the kegpif parts or
components of firearms and the counterfeitingriageor removing unique markings from firearms. Treeessary body
of this offence has been incorporated into theodification of criminal substantive law, and is egfed to come into
effect on January 1, 2005.

Even though the Protocol has yet to be ratifie@tei@ping with its content the regime for issuirgtises and for
imposing embargo on individual export of weapong ammunition to crisis regions has been immediatghtened up.

6.2 Vetting Employees and Other Persons Working in#@duction Areas Manufacturing, Storing and Using
Army Weaponry and Dual-use Equipment and Goods

The Czech intelligence services are permanentlycandistently engaged in vetting their own emplsyaed
other personnel moving in production areas thatufature, store and use army weaponry and duatgsipment and
goods, as well as persons coming into contact sdttsitive information on the production technolofigrmy weaponry
and dual-use goods (scientists in research andagewent institutes, other personnel).

It is the National Security Office that verifiesetisecurity competence of persons who participaferigign
trade with military hardware pursuant § 7 Sectiobetter b) of Act No. 38/1994 Coll., on foreign teadith military
hardware and on supplementing Act No. 455/1991 Qmil.business in trade (Trade Act). Ongoing checksmade to
verify the security clearance of physical persaig tlown by this law.

6.3 Organisational Aspects of the Control of Handfig Military Material

Responding to the terrorist attacks on the UnitiatieS on September 11, 2001 and acting in keepittgtine
tasks stemming from the deliberations of the CzeepuRlic’'s Central Emergency Team, a specialized ingrgroup
was set up under the auspices of the Ministry déistry and Trade. This is geared to upgrade coattivities in the
sector of foreign trade with military material. Mbers of this group are officials from the Ministf/Industry and Trade,

16 The intelligence services of the Czech Republittiooiously informs the Prime Minister and Headshef relevant ministries and
offices (Ministry of Industry and Trade, Ministry Boreign Affairs, State Office for Nuclear Safedout the relevant facts, having
regard to the illegal handling with the military tegal or weapons of the mass destruction.

In the individual cases, where is needful to setiazardous or nuclear substances (for examplectdise the place of transport of
hazardous materials or rapid intervention with rititen to store and/or to neutralise such a subs&nt¢akes place the immediate
cooperation between the State Office for Nucledet$and the Unit for the Detention of Organisedhr of the Service of Criminal
Police and Investigation (V2 Section).

The customs in cooperation with the State OffiaceNiaclear Safety continuously promotes controlaiigis, with objective to detent
illegal import and export of weapons, ammunitioiiljtary arms, nuclear material and dual use goauktachnologies.
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the Ministry of Interior, the Ministry of Defencéhe Ministry of Foreign Affair¥, the National Security Office, the
Security Information Service, and the Foreign Retatiand Information Office.

In keeping with the partial measures planned yjittterdepartmental group the Ministry of Indusand Trade
has identified holders of permits for foreign traglwith military material who have to be checked.

As for handling military material, permanent attentis being paid to checking companies engagédreign
trading with military material. Other ways are atsnght to tighten up the rules in this partictiteeign trade sector and
to make them more transparent.

Acting on this basis, as many as 132 corporatedsoaiere checked by the end of 2002, while in omgcpéar
case action was filed to start administrative pediegs for revoking permit to engage in foreigrding with military
material due to criminal proceedings being condlietgainst one member of the statutory body andwaeeo of the
company concerned.In 2003, the number of persons thus checked m&6@, while no action was filed for starting
administrative proceedings for the revocation afipefor foreign trading with military materials.

Even though only one action has been filed sodfamitiate administrative proceedings, these cheadsy still
be perceived as a major contribution to securirge@r foreign trading with military material. In ael fact, the entire
regime of processing applications for grantingrioes for specific commercial cases has been tightep and ever
deeper analysis is carried out and ever broadeurostances are taken into account when considémndigidual
applications.

An informative document entitled "On the Czech LeBalgulations Governing Foreign Trade with Military
Material” together with a document entitled "The Eldde of Behaviour in Arms Exports” and other docutsée.g. the
text "EU Common Action in Fighting the Destabilizi&gockpiling and Proliferation of Firearms”, inclad its amended
and extended version) were sent to all the holdégermits for foreign trading with military matafiin the Czech
Republic in October 2002. The text of this inforroatis also available on the website of the Czechisi#tinof Industry
and Trade.

In 2002, the Ministry of Interior prepared an anialyl document entitled "An Analysis of SecuritysRs
Connected with the Handling of Military Material ihe Czech Republic” which proposes a number of stépkfor
reducing those security risks. These proposaldased on amendment to Act No. 38/1994 Coll., ondartade with
military material and on supplementing Act No. 48291 Coll., on business in trade, as amended hyrkgalations, and
Act No. 140/1961 Coll., Criminal Act, as amended &gt regulations. In keeping with the content att thocument the
Ministry of Industry and Trade prepared, early ict@er 2002, information on the requirements pdedtie sector of
foreign trading with military material in the CzeBtepublic. Regular weekly personal discussions ofetliesues have
been held by officials of the Ministry of Interiand the Ministry of Industry and Trade, with exches of written
documents on the relevant topics

At the end of 2003 the Ministers of Interior andlustry and Trade signed an "Agreement on Cooperatio
between the Ministry of Industry and Trade and\iristry of Interior on the Implementation of Meass to upgrade the
quality of the national control regime of foreigade with military material, realized pursuant tetAlo. 38/1994 Coll.,
as amended by later regulations. In this way, ti@dty of Industry and Trade has obtained an oesv\of the type of
military material, modes of its acquisition and @aners at the time an export application is suteditUnder that
agreement, all the applications for granting lienfor trading with military material submitted einthe beginning of
2003 have been processed by the Ministry of Intémiocooperation with the country’s intelligencedees and the Police
of the Czech Republic, also paying heed to the ggdnterests of the Czech Republic. Approximatedp 2pplications
have been checked so far.

Pursuant to the Resolution of the Government ofChech Republic No. 915/2003, the Ministry of Industry
and Trade is preparing the subject-matter of attaregulate the handling of a defined group of tanili materials in the
territory of the Czech Republic. This will partliireinate the danger of illegal exports of militanaterials that could be
acquired in the territory of the Czech Republic withproper control.

New findings and experience paving the way fortiligfan amendment to Act No. 38/1994 Coll., on fonei
trade with military material, as amended by latgyulations, have been constantly accumulated iiCi#eeh Republic.
The Ministry of Interior has incorporated the prepd changes of the law into a document entitlece”Thpics for
Amendment of Act No. 38/1994 Coll., on foreign tadith military material, as amended by Act No. 2002 Coll.”,
which will be submitted to the State Security Couafter being discussed in the Intelligence Activ@iommittee.

All the measures mentioned above are aimed airelting security risks posed by foreign tradinghwitilitary
hardware.

The institute of rejected transactions (known anidls”) through which the EU member states areusilyt
informed about rejected applications is significmtthe functioning of the Common Foreign and Siguolicy of the

' Communications sent by diplomatic missions coutstithe main information basis for statements eMinistry of Foreign Affairs on
applications for licences for foreign trading witfilitary materials or modification of such licendespecially in terms of their territorial
extension).

18 This activity is based on amendment to Act No./1888 Coll., on the protection of classified faatsl on change of some laws, made
by Act No. 310/2002 Coll., which introduced, amantger provisions, the institute of security competeof physical persons. This
amendment has also changed Act No. 38/1994 Calforeign trading with military material and on glgmenting Act No. 455/1991
Coll., on business in trade (Trade Act), as amefyddter regulations, and Act No. 140/1961 C@kiminal Act, as amended by later
regulations, which mandatorily anchored the fuléhm of the conditions of security competence fommers of statutory bodies and
secretaries of corporate bodies applying for thenice to engage in foreign trade with military mate
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EU, and - to a yet greater degree - for the CzeaghuBlic, particularly with a view to the approaahihate of its accession
to the EU. The Ministry of Foreign Affairs is seagito make the Czech Republic capable of particigatirihis system
from the very first day such an involvement will imade possible by the EU.

The given issues arerelated to task No. 6-1
6.4 Control of the Non-proliferation of Weapons oMass Destruction

In an effort to tighten up this country’s contadlthe non-proliferation of nuclear weapons thee&@ffice for
Nuclear Safety, the Ministry of Industry and Tratlee Ministry of Interior, the Ministry of ForeigAffairs and the
intelligence services have been meeting the parttimenitoring tasks pursuant to Act No. 18/1997 Colh the peaceful
use of nuclear energy and ionizing radiation (NaclAct), as amended by Act No. 13/2002 Coll. anchiwitthe
intentions of Regulation No. 145/1997 Coll., on tlgistration and control of nuclear materials aneirtitcloser
specification in the intentions of Regulation NA682002 Coll. and pursuant to Regulation No. 179/206R., listing
selected items and dual-usage items in the nusézdor.

The ratification process of the Additional Protodol the Agreement between the Czech Republic and
International Agency for Atomic Energy on the apation of guarantees pursuant to the Treaty oNtreProliferation
of Nuclear Weapons has been completed. The Additirotocol came into effect on July 1, 2002. Thxealled initial
declaration pursuant to the Additional Protocol weswvn up on December 27, 2002. Under the terntiseofleclaration
the Czech Republic (its State Office for Nuclear 8afeas been meeting all its obligations, withiipsiated terms, in
keeping with the appropriate provisions of the Aiddial Protocol.

As for the control of the non-proliferation of chiead weapons, the monitoring activities of the &taffice for
Nuclear Safety of the Czech Republic are being coatisly promoted pursuant to Act No. 19/1997 Colh,some
measures connected with the chemical weapons baimanded by Act No. 249/2000 Coll. Throughout 2b@3State
Office for Nuclear Safety was drafting backgrourataiments for an amendment of its own Regulation 3061997
Coll., which implements Act No. 19/1997 Coll., as awhed by Act No. 249/2000 Coll. That Regulation Wil amended
after completing the ongoing amendments of Act2831997 Coll. in connection with the Czech Republasession to
the EU.

In May 2002, Act No. 204/2002 Coll. amended Act B#/1997 Coll., on the control of export and impafrt
goods and technologies subject to the internationairol regimes. This statute came into effecMaty 24, 2002.

Further steps are being considered within theidtin of Foreign Affairs, including moves to strehgn the
department’s responsibility in the field of intetioaal control regimes aimed at the non-proliferatof weapons of mass
destruction or in tightening up sanctions (crimisetion) for violating the legislation connectedtiwihose control
regimes.

As regards the control regime of the non-pradifien of bacteriological (biological) and toxic vpems, close
attention is devoted to the issue of permits forkivay with highly risky biological agents and tosinand control
activities have been launched pursuant to Act N8L/2002 Coll., on some measures connected with &me dn
bacteriological (biological) and toxic weapons, amdchange in the Trade Act (this law came inte&fbn June 28,
2002).

Seen from the viewpoint of its international cortments, the Czech Republic is known to have suppdahd
to be implementing - pursuant to valid legislatioie decisions of the plenary sessions of theviddal international
control regimes aimed at tightening up measuresnsgternational terrorism (the Australian Groupe Nuclear
Suppliers Group, the Zangger Committee, the MisSdehnologies Control Regime, the Wassenaar Agregmen
keeping with the Resolution of the Government of@lzech Republic from November 18, 2002, the CzecluBl&phas
joined the International Code of Non-proliferatioh Ballistic Missiles, adopted at a conference in thegue on
November 25, 2002. Its implementation in the CzeepuRlic has not called for the need of taking auidlative
changes.
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7 INCREASED SECURITY STANDARDS AT AIRPORTS AND ABOARD AN AIRCRAFT

7.1 Ensuring Safety of the Czech Republic’s Air Sgae and Protection of Objects of Interest against
Air-launched Terrorist Attacks

The air space of the Czech Republic is open to flyinder the terms laid down by the pertinent law ted
international treaties. The use of the Czech Repahdit space for flying over specific areas maygoehibited or
restricted on the grounds of the defence of the sta security grounds or on the ground of envitental protection and
health of the population. The terms for restrictimgpanning the use of the air space for flyinid down by law.

In a bid to ensure the safety of the Czech Repuhdit’ space and of its objects of interest agaimgaunched
terrorist attacks, the country’s air defence elemmaiithin the NATINADS - NATO Integrated Air DefeacSystem have
been reinforced since September 11, 2001. In chaepotential threat of a terrorist air attack gsaivil aircraft as a
weapon, the appropriate procedure is based on AlEONdocument (C-M-2002) 59 NATMC and complies wittet
Resolution of the Government of the Czech Republimf@ctober 10, 2001 (on the document "Use of Mijitisfeans to
Prevent Abuse of Civil Aircraft as Instruments ofbeist Attacks”).

The Ministry of Defence has been devoting permaagention to promoting the safety of the CzecpuRdic’s
air space in cooperation with the Department ofl@iviation of the Ministry of Transportation.

During the NATO Summit in Prague the decision ved®h - at the initiative of the Ministry of Transtadion
(referring to 8 88 Section 3 of Act No. 49/1997 Catin Civil Aviation) - on the temporary introduatiof security
measures involving the restricted use of the CzeguBRie’s air space. This duly contributed to entiag¢he safety of
civil aviation over the territory of the Czech Repcb

The safety of the country’s air space is ensunealigh the application of the standards and praesdunder
which the civil and military flight control authdyi and the bodies of the anti-aircraft defence supplied with
information on all the flights intending to entbetairspace of the Czech Republic, on the actiwitiesirring close to the
state frontiers and on flights in the vicinity aofrsitive objects (the capital of Prague, Temelircidar Plant and
Dukovany Nuclear Plant) to ensure systematic evialiaf the aerial situation and, if required, && action against air
objects by using the country’s anti-aircraft defesgstem.

7.2 Harmonizing the Czech Republic’'s Programme forthe Protection of Civil Aviation with the
Requirements Posed by Relevant International Orgasiations

The Czech Republic has been seeking to harmonikitsnal Programme for the Protection of Civil Avgat
with the requirements of the European ConferenceCigil Aviation (ECAC) and the International Civil Aziion
Organisation (ICAO)°® For these purposes, the Czech Republic has beemgtgkirt in the discussions of and
preparations for new security regulations in caafiation or rather safeguarding their implementatio the Czech
Republic’s regulations.

The most recent, seventh updated version of Arnexo the Convention on International Civil Aviation
("Aviation Regulation L 17”) from April 2002, has bg in force since July 1, 2002. "The National Sggurrogramme
for the Protection of Civil Aviation of the Czech Rdgtic against lllegal Acts” (NBPOCL), submitted toetlstate
Security Council (BRS) by the Minister of Transpodatiis based precisely on Annex 17 to the Convention
International Civil Aviation and on the ECAC Doc. N80, Part Il — Security, 1st edition — July 2003d am the
requirements of the Directive of the European Raréint and the Council (EC) No. 2320/2002 from Decerh6g2002,
which lays down the common rules in the civil aidiatsector. The document was discussed by the Seatierity Council
at its meeting on January 6, 2004 and approveditgifResolution No. 87.

NPBOCL lays down the procedures for the protectiogiwf aviation valid in the Czech Republic for both
international and domestic traffic.

Seen in this respect, other documents preparethéopurpose of protecting civil aviation, includiagport
emergency plans, will be updated in 2004.

In keeping with the ICAO requirements, the Czechu®ép has updated its "National Programme for Siégur
Training in Civil Aviation” (NPBVCL) and according tthe EU Directive it has reworked its own "Natiorgaliality
Management Programme for Security Measures”.

Act No. 258/2002 amending Act No. 49/1997 Coll. conil aviation and on change and amendment to Azt N
455/1991 Coll., on business in trade (Trade Actgraended by later regulations, has imposed stiicteditions for the
provision of luggage handling services at publipaiits. This has applied the guidelines of the B&Directive relating
to the safety of civil aviation (the process of aping that Directive in the European Council andhie European
Parliament was completed in December 2002).

Preparations got under way in 2003 for another amemt of Act No. 49/1997 Coll., on civil aviatiorns a
amended by later regulations, within the Interdepantal Commission for the Safety of Civil Aviation.

The given issues arerelated to task No. 7-1

9 Act No. 49/1997 Coll., on civil aviation and onattying and supplementing Act No. 455/1991 Coll.bosiness in trade (Trade Act),
as amended by later regulations (Civil Aviation )Acbntains a special provision on the protectiboidl aviation against illegal acts.

Under this act airport operators and providerswidition activities, with the exception of recreaté and sports flying, public flying

performances and competitions, are obliged to diawbefore the start of each operation - prograrfaméhe protection of civil aviation

against illegal acts which lays down measures aockgplures for the protection of civil aviation dodsafeguarding its implementation.
Civil aviation protection programmes against illegets and their changes are approved by the Bidtion Authority.
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7.3 Technical and Organisational Measures to Enhanc&irport and Flight Safety

With goal to improve the security of the airportedair traffic control (ATC) were in the Czech Repabl
adopted following measures:

For airport security:

- enhanced safeguarding of external and internal ige=nof airports concentrating on the movemeneo$@ns
and transport vehicles and the presence of susigigimatters (The Czech Airport Authority developed an
instruction for the case if suspicious matterstopments are found at an airport and addressedyt@atity
having workplaces at the airport - including thdid®of the Czech Republic);

- intensified checks on perimeters of airports iroperation with the Police of the Czech Republic;

- intensified checks on publicly accessible placeg.(&ransport regime surveillance in front of theck-in hall
of Prague RuzyhAirport) carried out in co-operation with the Raliof the Czech Republic;

- enhanced protection of air control.

For in-flight safety:

- stricter checking on persons (there is a more stersi check of travelling documents, including titaeing in
police registers is performed at airports - follogithe attack on USA, with the emphasis on depestaf lines
to USA, Great Britain and Israel);

- improving of safeguarding of aircraft at the apeoea;

- safeguarding of facilities of aviation service awiation technology;

- extension of the list of matters that may not begported by aircraft;

- 100% X-ray check of baggage, goods and mail, detliection checks of persons;

- Preclusion of points where arriving and departingggnger could meet;

- Pre-flight security control of aircrafts of the Cheairlines (CSA, a. s.) on flights to risky destinations (Istael
USA etc.).

For risk-flight security:

- special checks on refreshment to be served

- supplementary physical check of baggage and passeng

- provision for turning-off the power sources foratenic equipment and for their separate transport;
- deployment of air-marshals on flights with spectficeat®®

Additional measures, relating to civil aviationrtsport:

- safety training of personnel (retraining of thergpnnel according to new standards is providedestihe
January 1, 2000; security checks and examinatioperformed semi-annually);

- the Civil Aviation Authority organises checks ¢ime quality of security measures regularly, and @il
Aviation Department of MDS does it randomly.

A key step in this area was the start of the cantibn of a new terminal at Prague Airport anceigslipment
with new detection technology. The original intentiof the Ministry of Transportation to submit teetGovernment a
document on the possibility of furnishing Pragu®ezyreé Airport with a system of programmable low-pressure
chambers by the end of 2004 is being dropped dtlesthigh price of that equipment.

The given issues arerelated to task No. 7-2
7.4 Ensuring of the financial coverage of the insurce risks in the area of the civil aviation

In the area of the ensuring of the financial cagerof the insurance risks in the area of the aiittion, that
can be connected with the potential terrorists actpolitical development abroad, and in relationttie fact that
international insurance companies decided to retlugenaximum limit of coverage for military andranist risks to
50 000 USD on 17 September 2001, the Government passed Act No2@09/Coll., on the provision of state guarantees
in the event of liability for damages resultingrfranilitary or terrorist acts brought about by theeration of an aircraft in
relation to air transport operations. The Act cante effect on November 20, 2001.

The potential harmonisation of the insurance antwumthe area of civil aviation had been discussdatie EU
(in close cooperation wit the ECAC: “Eurotime” pragad) and global (ICAO) level. The both of the pragesndents to
create a common fund for the expenses, that cae adt from the need to cover the inevitable fimgrzacking of the
economic complications in the civil aviation spheBeich a complications can be caused by the patedtects of the

20 Because of higher level of terrorist threat fa flights of the Czech Airline<’SA, a. s.), the police officers of the Rapid Resgon
Unit of the Police of the Czech Republic were sitimeJune 2003 engaged in the protection of flightee Czech Airlines(SA, a. s.)
Prague — London. Since the 2004 the Czech Repslgiming to deploy its air-marshals on flights wsghecific threat. The service will be
provided by members of the Alien and Border PaBeevice Directorate of the Police of the Czech Répu

38



military conflicts or terrorist attacks (physicabkk of the planes, loss of the life of the passesnaged crews, followed by
the drain of the custom, diffident of the secudfythe respective mean of transport).
The differences between the both proposals déesérin the amount and diversification of the dbutions of

the potential participants (aviation companie@its, governments).

The Czech Republic, represented by the Ministrifrainsportation and Communications (and, in existence
from January 1, 2003, the Ministry of Transportafjononitors all the abovementioned discussior@ally that one at
the EU level. During the course of the 2002 and32@@s not reached the clear international consemssggnificant
development in the respective area.
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8 CIVIL DEFENCE, CRISIS MANAGEMENT AND THE INTEGRATED RESCUE SY STEM
8.1 Participation in International Civil Defence Measures

International steps in civil defence relevant fog Czech Republic (especially activities at the ll@f&NATO
and EU) are being permanently monitored by the $fipiof Interior, its General Directorate of thed=Fighter Rescue
Corps of the Czech Republic.

Immediately after the terrorist attacks on the EdiStates in September 2001 NATO's Senior Civil Befe
Planning Committee approved an Action Plan whosevedsito upgrade the quality of public readinessaladness to
possible terrorist attacks against the civilianydafon using chemical, biological or radioactivéostances. Responding
to such threats, an expert working group has bé&drorting optional methodologies for minimum stamt$ in the
protection of the civilian population threatenedviapons of mass destruction. At its plenary sassi@004 the Senior
Civil Defence Planning Committee is expected to apprfarther recommendations to carry on with theetigyment of
optional methodologies for the attainment of minimstandards in the civil defence sector.

Similar initiatives have been evolved by the cilgfence authorities of the European Union. An "éwetPlan
for Civil Defence — Response to Terrorist Attacks’svdaawn up at an emergency meeting of the diregemgral of the
civil defence organisations in the countries of Eneopean Economic Space, held in the Belgian tofvikinokke in
October 2001. A training project is getting off ti@und within an enhanced cooperation regime, elsborating the
topic of protecting the civilian population in caskterrorist attacks using chemical, biologicaliological or nuclear
(CBRN) substances, means and weapons. An agendaeotoimecting contact points in case of CBRN everdisis
being developed within the EU jurisdiction.

Officials of the Ministry of Interior, the GenerBlirectorate of the Fire-Fighter Rescue Corps of thedd
Republic regularly attend all the relevant meetiagd training courses at the NATO and EU levels eaoming the civil
defence sector.

Resolution of the Government of the Czech RepuldimfApril 22, 2002 No. 417 approved a document dalle
"Concept of the Protection of the Population unfiDg with an Outlook for 2015”". An annex to the Raton the
Government of the Czech Republic contains a timetablemsic measures in civil defence which desciribeetail the
individual tasks and responsibility for their implentation until 2006, while outlining the main tagkto 2015, including
an objective for the Ministry of Interior - namdly assess the state of implementation of the Cormeptecember 31,
2006.

In an effort to unify and further specify the pedares in implementing the tasks of the timetablery year the
Ministry of Interior, the General Directorate o€tkire-Fighter Rescue Corps of the Czech Republic snakwple use of
specialized meetings attended by the employeeshe@fgbvernment ministries and other bodies of ckrdiate
administration and secretaries of the Security Citmircthe individual regions of the Czech Repubfitthe same time,
instructional and methodological training courses arganized together with the Fire-Fighter Rescug€£in the
individual regions in compliance with Act No. 230D Coll., on the integrated rescue systems ancgehafrsome laws,
as amended by Act No. 320/2002 Coll., to implentegtonal civil defence programmes.

To discharge the tasks mentioned above the Mingdtiynterior, the General Directorate of the Finigter
Rescue Corps of the Czech Republic has preparedhdaleliberations of the Civil Emergency Planningiidttee - a
document covering the issues of detecting, shaimbevaluating data on nuclear, chemical, bioldgind radiological
situation under the state of general menace oata sf war and for coping with emergency situatioosnected with
terrorist attacks. The Civil Emergency Planning Cattea noted that document and charged the Comn@ieérman
with the task of submitting it, together with a posal for further proceedings, for discussion te 8tate Security
Council. Depending on the results of its negotiatjothe State Security Council will proceed towards gradual
construction of a necessary structure, workinganjunction with the State Office for Nuclear Safetye Ministry of
Health and other government ministries, and towastablishing a National Monitoring Coordination d@hluation
Centre (in the jurisdiction of the Ministry of Inter, the General Directorate of the Fire-Fighter ®esCorps of the
Czech Republic).

A Joint Programme of the European Council and the@ldhmission on the issue of nuclear, biological,
chemical and radiological substances (NBCR Programaim@ed at improving cooperation in preventing paéng for,
reducing and mitigating the consequences of tetrdiBCR attacks with a view to the population, theimmment, the
food chain and property was adopted in the Europkaon in December 2002. For the time being thgRnmme has not
been elaborated in the Czech Republic at the celetval. However, some of the Czech government mmiasstare
participating in partial projects.

Following an analysis of the prevailing needs aeguirements, the new post of a specialist for resmd
liquidation work in emergency situations involvitige incidence of B agent was created in the Iristiddithe Protection
of the Population at LazrBohdané&. This particular person is responsible for meethng expert and methodological
needs of the entire General Directorate of the-Fighter Rescue Corps of the Czech Republic.

8.2 Collection of Data on the Amount of Dangerousubstances

Data on the quantity of dangerous substances ahdital documentation for the prevention of theboegik of
serious industrial accidents in plants are colgeted information on the location of dangerous &rzes in the Czech
Republic is published on a permanent basis purgaahe provisions anchored in the Convention ofuiNeEuropean
Economic Commission on the effects of industriai@eats transcending state frontiers and Act No/B3&3 Coll., on
the prevention of serious accidents caused by teeletangerous chemicals and chemical preparatisnamended by
later regulations (Act No. 82/2004 Coll.).
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In keeping with the conclusions of the sessiothefCzech Republic’'s Central Emergency Team on Novembe
23, 2001, the publishing of information that coblel abused for eventual terrorist activities wasrited (the Central
Emergency Team has ruled that until the amendnfehttdNo. 353/1999 Coll., such information shoulddbessified as
special facts pursuant to the Emergency Act 24@206Il.). A list containing data on the types andmfities of
dangerous chemicals stored in specific industtaits was removed from the internet.

The Ministry of the Environment’'s Regulation No.338001 Coll., on details pertaining to the handlofg
waste, which further specifies Act No. 185/2000 Colh wastes and change of some laws, came irgoteffi January 1,
2002.

At the end of 2002 the Government of the Czech Répubteived a draft amendment of Act No. 353/1999
Coll., prepared by the Ministry of the Environmentdooperation with the Ministry of Interior and thMinistry of
Industry and Trade. The draft amendment was apprawe published in the Collection of Laws (No. 822oll.),
effective as of April 1, 2004. The Act comprises thllowing provisions:

- onthe restrictions imposed on the publishinghfidrmation concerning the quantity and locatiordahgerous
substances stored in objects and facilities;

- on the introduction of physical protection of pigand facilities where dangerous substancess{fi&asin the
"A” and "B” categories) are stored.

The given issues arerelated to task No. 8-1
8.3 Providing Physical Protection of Nuclear Mateials and Nuclear Facilities

Physical protection of nuclear materials and eacfacilities (including the transport of nuclegaterial) in the
Czech Republic is operatively modified on the bagisr@going evaluations of the actual risks of patdnterrorist
attacks.

Requirements for the physical protection of nuchaaterials and nuclear facilities (including tihanisport of
nuclear material) are being constantly tightenethugmpliance with the recommendations of therhradonal Agency
for Atomic Energy and especially in view of the iaipiated revision of the international Conventiontba Physical
Protection of Nuclear Materials in the Czech Republi

As for strengthening the physical protection otlear facilities equipped with nuclear reactorsamgaes
corresponding to the requirements outlined in d¢iets sent by the Chairwomen of the State Officd\ficlear Safety on
February 13, 2002 and April 23, 2002 have beerodhtced in the nuclear facilities concerned. Furtftee, these
measures have been made yet stricter in a letteeddeputy Chairman for Nuclear Safety dated Jan2@r2003, being
further specified in a letter by the Chairwoman 8tate Office of Nuclear Safety on October 23, 200%se stricter
measures reflect the demands posed by the reconatimemsiof the International Agency for Atomic Englgs laid out
in the document INFCIRC 225/Rev.4) and by the prelimjimasults of negotiations on the revision of theetnational
Convention on the Physical Protection of Nuclearéviats (published in the document INFCIRC 274).

The Czech Republic’s technical systems for the phygicotection and safety devices and technology at
nuclear facilities are modernized on an ongoingsb@ehenever required and in compliance with thelsar Act). The
year 2003 saw the termination of an operation cane "Revitalization of the Technical System of RtgldProtection
and Establishment of a Reserve Control Centre”. Medewhicrowave barriers on the perimeter of therded space
around the (Dukovany) Nuclear Power Plant are besptaced by more modern, reliable and efficieneéct®rs; a spike
barrier was installed at the reserve entrancél{@lineasures taken at the Dukovany Nuclear Powet)PNew elements
are being tested for biometric identification ofgmns, while protective features were reinforcethatTemelin Nuclear
Power Plant. Delaying devices were strengthenedosed-loop TV system installed and additional md&tectors
mounted at the site of the school reactor VR-hatRaculty of Nuclear and Physics Engineering efGzech Technical
University Faculty in Prague. The safety precawgiand technology as well as the existing industiahetwork were
modernized at the radioactive waste depository Ritbathe Administration of Radioactive Waste Defmsi

The technical system for the physical protectiorttaf Nuclear Research Institute ReZ was thoroughly
modernized in 2002 in cooperation with and thawokihé financial assistance of the US Departmeinargy.

§ 18 Letter I) of the Czech Republic’s Nuclear Aetsnalso amended in 2002, while the personnel peirfor
sensitive work pursuant to special regulationscéwecked for their security competence under theigians of § 81b
Section 3 of Act No. 148/1998 Coll., as amended biyMo. 310/2002 Coll..

The draft amendment of Regulation No. 144/1997 Cofider preparation by the Czech State Office for
Nuclear Safety has been included in the legislgtiaa of the Government of the Czech Republic for200 keeping
with the scheduled legislative changes, an inteadepental working group to be charged with the taSkefining a
model of a basic threat to the physical proteatibnuclear materials and nuclear facilities, indhggtransport of nuclear
materials, is envisaged to be set up in 2004.

The Czech Republic’s Act No. 18/1997 Coll., (Nucleat)/amends the provisions of the Act on the Pabice
the Czech Republic and imposes on the Police ofttezh Republic the duty to participate in the plalgicotection of
nuclear material and its transport. In 2003, thicB@f the Czech Republic participated in provideggurity precautions
at a total of 19 transports of nuclear material.

The given issues are related to tasks No. 8-2 and 8-3

8.4 Addressing the Problems of Detection of Radioice Material, the Functioning of the National
Radiation Monitoring Network (NRMS)
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Reconstruction of the country’s NRMS pursuant toRiesolution of the Government of the Czech Republic
No. 478/2001 and in keeping with the coordinating ananaging role of the State Office for NucleafeSaunder the
terms of Regulation No. 319/2002 Coll. continueshated. Another ongoing project is the exchangeamster of data
on the radiation situation or findings signallitg tutbreak of an emergency situation, both byidarpartners (based on
bilateral agreements concluded especially with @zech Republic’'s neighbours) and primarily on theibaf a
coordination agreement signed by the State Oftic&lficlear Safety and the Ministry of Interior’'sii&eal Directorate of
the Fire-Fighter Rescue Corps.

Since the Czech NRMS has not been built for the gagf monitoring under military situations (there
different requirements for securing the networkitaluresistance, scope of measurements, densityooftoring points,
data interpretation etc.), it is necessary - irpkegwith the newly created strategy of the Armyhef Czech Republic (in
the past monitoring of the military situation wasadinated and carried out comprehensively therbefsector whose
part was civil defence) - to define in no uncert@irms the powers and monitoring requirementstiraons involving
the use of nuclear and radiological weapons amahsore the completion of the entire system.

The results of measurements made by the CRMS imdibat in case of a radiation accident occurrinthe
territory of the Czech Republic or abroad backgroomaderials will be obtained on the strength of vahieeasures may
be initiated for the protection of the civilian pdation under an eventual radiation hazard. Trosydver, does not apply
to precautions in case of the use of nuclear weapon

The Regulation of the State Office for Nuclear 8afdo. 319 from June 13, 2002, on the functioning a
organisation of a nationwide radiation monitoriggtem has laid down the requirements for the wéduch a network,
including data transmission within its frameworlndér the terms of this particular Resolution andRksolution of the
Government the Czech Republic No. 478/2001 the Sffiee for Nuclear Safety, acting in cooperatiorthwihe other
departments concerned, processes and regularlispebl in conjunction with the State Institutdafdiation Protection
(SURO) - annual reports on the monitoring of radiasituation in the territory of the Czech Republic.

In anticipation of the Czech Republic’'s accessiothtoEU the Czech Republic has adopted Act No. D220
Coll., amending Act No. 18/1997 Coll., (Nuclear Agt)rsuant to which the Ministry of Finance, the Miry of Defence,
the Ministry of Interior, the Ministry of Agriculine, and the Ministry of the Environment have beemmissioned to
participate in the activities of the national rdidia monitoring network. Under peaceful conditiothgs network is run by
the State Office for Nuclear Safety. The Stated@ffor Nuclear Safety is expected to dischargauites imposed by Act
No. 18/1997 Coll. (as later amended) even in a sfateenace and in a state of war; nevertheleswiild be emphasized
that the Early Detection Network, a major comporathe Czech Republic’'s CRMS, has its limitationggohnical
terms (its scope of measurements, protective feaeic.) since it was constructed to meet the rexpaints of a radiation
accident.

Mobile groups are also one of the components o€RBS. Participating in their activities are the 8t@ffice
for Nuclear Safety, the Ministry of Finance (then®gal Directorate of Customs) and the Ministry aétior (the General
Directorate of the Fire-Fighter Rescue Corps andPibiice of the Czech Republic). Five mobile monitgrgroups
detached from the chemical laboratories of the-Fighter Rescue Corps in the regions concerned e built as part
of the Czech Fire-Fighter Rescue Corps. They wergpgd with top-notch technology for field monitoginf radiation
situation, and their staff was professionally teainvith the help of the State Office for NucleafeBa In the early stages
of a radiation accident (i.e., during and soonrafte leak of radionuclides into the atmosphere) $tiate Office for
Nuclear Safety expects - as part of the furthestrostion of the CRMS - to involve in the work oétmobile groups also
other previously selected mobile groups of the-Fighter Rescue Corps for prompt and simple monigpparposes
(dose rate, time and place). The mobile groups ffwrdepartments involved in the activities of @RMS took part in
two joint exercises in 2002 to test their respdise radiation accident.

The five laboratories of the Czech Republic’s Fighter Rescue Corps discharge their monitoring dudie
an ongoing basis pursuant to Act No. 18/1997 Cadlamended by later regulations, and Regulatior8BN&/2002 Coll.
The key purpose of the above activities is to nwrite prevailing dose rates and behaviour of ragitdes in the terrain
and to take samples from the environment througtimuterritory of the Czech Republic. These taske lzready been
met. Joint measurements and data sharing willdtedes the next step. These monitoring grouphalige the duties set
by the CRMS both under routine conditions and in cdisecidents.

The Operation and Information Centre of the FirehEég Rescue Corps of the Czech Republic keeps in
permanent touch with the State Office for Nucleafie®/ (liaison site), receiving daily information the actual radiation
situation. Since it has also been serving as admnalt warning site” for the International Agencyr fatomic Energy
(IAAE) in Vienna, regular training courses are h&d the personnel incorporated into the Operatind Information
Centre (OPIS) of the General Directorate of the-Fighter Rescue Corps, with communication being rtuthecked
as well. Communication is secured through a dagadimd e-mail transmissions. Meanwhile, the Stafie@©for Nuclear
Safety has completed its videoconferencing techgyolehich will also be used for communication purmgss

Units provided by the Customs Administration alagtigipate in the work of the mobile groups, angiititasks
are met pursuant to Act No. 18/1997 Coll., as améibgdater regulations, and Regulation No. 319/2068. The main
purpose of those activities is to monitor prevagjloioses, dose rates and activities of radionuclidéise terrain, and to
take samples of the individual components of therenment all over the territory of the Czech Republ

Catering for the needs of the CRMS, the Customs Aditnation secures the work of the so called meagurin
points at border crossings, regarded as the nesvenikergency units. These measuring points aretosaiotain data on
radionuclide contamination of persons, transpofticles, goods, objects and materials at bordersorgs. Three
stationary detection systems were newly instaltedadside customs houses at the Czech Repubtictiebcrossings in
2003, thus raising their overall number to 11. Netisnary detection systems have been installediltay border
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crossings for technical reasons. An alternativeitsmi has been selected for detection — use oftiadi pagers and
hand-held radiometers.

In keeping with the restructuring of the customstam in the Czech Republic, the installation of cetes of
radioactive materials and sources of ionizing r@alieat selected road and railway border crossivtgare similar devices
of the neighbouring state cannot be used (insiatiaif those detection devices is hecessary alsim of preparations
for interlinking the Czech Republic to the Scheng&nrimation System) was eventually reconsideredertfie Czech
Republic’'s accession to the EU greatest accentisnsgphere will be laid on mobile customs supervideams whose
actual location will be decided in keeping with tlegional system.

The given issues arerelated to task No. 8-4, 8-5
8.5 Ensuring the Operability of Warning and Notification System

The Czech Republic’s Unified Warning and NotificatiSystem is secured and operated by the Minidtry o
Interior’'s General Directorate of the Fire-FighRescue Corps. In technical, operational and orgaoisdtterms the
system is run under the terms of the Regulatich@Ministry of Interior No. 380/2002 Coll., on theeparation for and
execution of the tasks in protecting the populatidme Ministry of Interior has at its disposal aany as 5,037 sirens, of
which 4,451 are remote-controlled, for the purpaisearly warning of the population on potential dars. These cover
as much as 80 % of the country’s territory with miag signals. Services of the Czech Radio and Czet#viBion may
also be used for emergency notification.

The operability of the country’s Warning and Nigtiftion System is regularly checked at noon on dash
Wednesday of the month.

An early warning system concerning the safetyowidf (RASSF, Rapid Alert on Food and Feed System) is
operated in the sector of the Ministry of Healtll &me Ministry of Agriculture.

8.6 Tasks Facing the Country’s Integrated Rescue Sgsn

The events of September 11, 2001 and shortlyvedirels brought a major impulse to re-examine thetiexg
priorities in the field of integrated rescue syssqiimereafter "IRS”). As early as in October 2001 @zech Republic saw
the beginning of a phenomenon known as the serdifanthrax envelopes”. In this case the Czech IR umtervened
on more than 2,000 different occasions. Respontling task set by the Central Emergency Team a decumwas
speedily drawn up by the Ministry of Interior's Geal Directorate of the Fire-Fighter Rescue Corptitled "The
Standard Plan for the Response of the IRS Elemer@ase of a Terrorist Attack Using High-Risk Biologdiégents”,
the document was compiled with the participatioexyierts from the State Office of Nuclear Safdtg, State Institute
for Nuclear, Chemical and Biological Protection (SUBZH, the Army of the Czech Republic, the Policehsf €zech
Republic, and the Chief Hygienist of the Czech Repuliticeaction to this kind of cooperation involvitige above
mentioned subjects the General Directorate of tihe-FAghter Rescue Corps organized a conference erihitme
"Terrorism and IRS” held at Pédrady on May 3 and 4, 2002. Acting on the resultthat gathering new tasks and
priorities of the IRS could be formulated. Theseetako consideration the key purpose of the IR&elgs faced with
the threat of terrorism - namely to provide effiti@ssistance to the population during a terratisick and to minimize
the impacts and damages, while warning and pregdhni& population for the possibility of such attsickhe following
tasks have been identified:

1. To provide technical and material supplies to tlments of the Integrated Rescue System for opesatio
related with acts of terrorism, namely explosiomiile ensuring maximum possible safety for theriveaing
personnel with a view to the potential use of daoge agents.

2. Tointroduce a suitable structure of available ueseams to cater for the needs of the Governntergmnal
administrators for the purpose of giving an immesliavell-coordinated response to terrorist attacke set up
alarm plans of the Integrated Rescue System. And#s&ris to draw up new IRS documentation usable for
operations in response to anticipated types obtistrattacks and to test them during exercises.

3. To raise public awareness of the steps necessaipdividual protection of the inhabitants and t@yde
psychological assistance to victims of terrorish@ks.

The next three chapters describe how those keyg faskng the IRS in connection with the threatesfdrism
are fulfilled in the Czech Republic.
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8.7 Completing the Provision of Intervening IRS Unis with Technology and Special Protective and
Technical Devices

The task of upgrading the quality of the equipmesed by the IRS units, especially the fire-figliggades,
with mobile technology and technical means to ik in flexibly coping with the consequences of amergency
situations, including potential terrorist attackpbbying weapons of mass destruction (hereafter ™M)Mvas approved
by the Resolution of the Government of the Czech Rlepitbm April 22, 2002 No. 417 on the Concept of fArotection
of the Population until 2006 with an Outlook to 301

8.8 IRS Alarm Plans and Other Special Documents

In November 2003 the Minister of Interior approvbd IRS Central Alarm Plan (hereafter "CAP”). Witlitis
framework as many as 44 IRS teams were set upeitshars being recruited from the IRS special foroglsumits which
may be deployed to cope with most types of tert@ttacks. Out of those 44 units (primarily theeFighter Rescue
Corps of the Czech Republic, the Army of the Czech Repube Police of the Czech Republic and the Siffiee for
Nuclear Safety), 19 teams are available directlgater for the needs at the central managemerit [Evese 19 teams
include a recovery (USAR team) also used for opematbeyond the borders of the Czech Republic, plusitoring,
decontamination, search, laboratory and medicah¢ed he CAP also incorporates teams of the Armyhef@zech
Republic utilizing mobile capacities of their arnaypbratories (mobile chemical laboratory SONDA Cldpacial mobile
anti-epidemic team, a stationary microbiologicdbdeatory, a hospital and quarantine facility, amyarveterinary
operations group). However, the only team of thenof the Czech Republic capable of serving as aitabsnd
guarantine base for particularly dangerous infestis known to have a limited capacity. Under anfsvork agreement
concluded between the Ministry of Interior and kieistry of Defence, this particular facility, whids just being built, is
still listed in the overview of usable forces aadifities incorporated in the IRS (4 beds are seleaf®r these purposes).
The IRS stationary microbiological laboratories pegemanently geared up for use as biological prisedf the troops of
the Army the Czech Republic and - if need be -rtieebperation with the IRS will be arranged. The IR8bile
hygienic-epidemiological laboratory is ready toveefor the identification of biological agents ihetterrain. The
laboratory’s existing equipment is being modernipadan ongoing basis, depending on the availabbnéial means.
The laboratories operated as the responsibilitthefState Office for Nuclear Safety, the MinistdyHealth and the
Ministry Agriculture are checked and gradually imparated into coordination links within the IRS. Tbencept of
chemical-technical services of the Fire-Fighter ResCorps of the Czech Republic, which is being prehatevotes
adequate attention to the chemical laboratoriesfagid cooperation with the other components insystem.

At the same time, thikst of experts from the above-mentioned units wiay be deployed when coping with
situations resulting from different forms of teiigtracts is being constantly specified and upd&eén in this light, CAP
is becoming a universal tool for eliminating theeafhath of terrorist attacks.

In a similar vein, the individual regional authi@$ of the Czech Republic have been drafting thein IRS
alarm plans for their regions. These are expectéatong other goals - to secure a certain degrselfsufficiency of the
individual regions in providing eventual rescue #igdidation services when coping with the repesiwss of terrorist
attacks, at least until the arrival of the cenyraltiministered IRS forces and facilities dispatcteeldelp the regions.

Other major IRS documents relating to the taskiofiahting the aftermath of terrorist attacks weraveh up in
the Czech Republic between 2002 and 2003. In addttoother documents, a standard plan codenamedubty
(Explosion)” Ref. No. PO-1985-15/12S-2004 was preypigpursuant to the Resolution of the State SecGatyncil No.
295/2002 from May 14, 2002. In view of the most coom type of anticipated terrorist attacks the sigance of this
particular document, approved by the Minister aétior on February 4, 2004, is evident.

Instructions of the General Manager of the Firehkég Rescue Corps of the Czech Republic, stipulating a
standard of activities for the country’s integratesicue system in joint operations during emergsitagtions caused by
the use of radiological weapons (the so called/ didmb), were approved on February 3, 2004. Thithaumlogical
blueprint will be tested at a major internationBIS| exercise codenamed Beskydy 2004 in March of teat, yand
depending on the results of the exercise the dosuwid be duly distributed to the all IRS elements.

Terrorism poses the danger of attacks on passemgeaft. That is why the Ministry of Interior, itGeneral
Directorate of the Fire-Fighter Rescue Corps, workingonjunction with the Ministry of Transportatidair traffic
control) and the Ministry of Defence, the Policetloé Czech Republic, and some other partners, fambdrafting a
manual of standard activities for the IRS componéentase of an air crash. After testing the préwvgitonditions and
prerequisites, a tactical exercise of the IRS wfithe Liberec Region was used to test the effyenf these methods.
Proceeding from the results of that exercise atbeuent negotiations, a trilateral agreement iisgbprepared for
conclusion by the Ministries of Transportation abdmmunications, Defence and Interior, and the aboeetioned
standard activities manual will be issued.

Similarly, manuals for other activity standardshleaas methodological and training documents faratons
in the wake of eventual terrorist attacks, are alser preparation in the Czech Republic.
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8.9 Ensuring of the public awareness about the stepeecessary for the individual defence and about &
psychological aid for the victims of the terroristattacks

In the Czech Republic exists relevant telephorierimation line (841 111 120). At present are calts
abovementioned number forwarded to the continuapysérating SitCen of the GD FFRC CR. The special phanger
in not make public. In the case of need will berthember advertised, equipped by the relevant atafflogistical support.
(Note: Calls are charged).

Within the framework of the Internet presentatidrthe Ministry of Interior is constantly run andntinuously
actualised Internet presentation of the FFRC CR (hityyw.mvcr.cz/2003/hasici.html).

Continuously is secured the adequate informatmm foward the public concerning :

- the existing crisis management in the Czech Republic
- the systemic preparation works, designed to thiswampossible threats;
- and about the routinely planned and already preckssasures, aimed at the area of civil protection.

In the case of emergency situation is maintainsthble readiness for early rendering of a reletasic and
specialised information to the public.

Manuals and videocassettes have been preparet@bding prepared devoted to the problem of defiénce.
This material is primarily intended for municip&i and schools.
The media presentation of this material on puldicess radio and television has also been secured.

The Ministry of Interior (GD FFRC CR) issued relevantdments, handling with the agenda of the civil
defence (public manual "In the case of emergenagthodical manual "Civil Self-Defence”, designed fioe purposes
of the state administration bodies, local self-gn@ace bodies, legal entities and entrepreneudgovtassette
containing video-spots, describing basic informatabout the accurate behaviour of the populatiacing different
forms of threats.

Via the mass media channels are enlighten soneetsspf the fire rescue, crisis management Integrescue
System and civil defence. Regional offices ofFire Rescue Brigades prepared the plans of the ptiggeeducational
activity, related to the agenda of the fire resane civil defence in the course of emergency siinat To ensure a early
warning of the population in the case of emergesittiation are signed appropriate arrangements leettte Ministry of
Interior (GD FFRC CR) on the one side and the Czechvitgd@ and Czech Broadcasting Corporation.

An information campaign is also being realisedappropriate forms, related to the problem of catimg
terrorism (with special attention to the civil deée agenda) and is being played out on both acadgmund and in
cooperation with academic circles and non-governragganisations.

During the course of the 2002 and 2003 were redli number of activities, dedicated to the agesfda
terrorism (including the topic of "civil defence”yhere participates the member of the academicreph¥ithin the
framework of the suitable lectures and seminarsitmbers of the security community can presemnteiglts of its work
and to establish a feedback between the secunityremity, other experts and widest public.

The agenda of terrorism from the “academic” pointiew constantly monitors the Institute of thégimational
Relations (subsidiary part of the Ministry of Foreigffairs), by means of its scientific and publisgiactivity. During
the course of the 2003 the Institute of the Intéomal Relations resolved two scientific projectacked by the Ministry
of Foreign Affairs (RB 12/13/2003 a RB 15/12/2003y ahe experts of the Institute of the InternatioR&lations
dedicated to the topic of the fight against teswria large part of its publishing activities.

It, from the point of view of experts of the Mimgtof Foreign Affairs represents the adequate doutiion of
the Ministry of Foreign Affairs to the expert paftthe counter-terrorist effort of the Czech Repaibli

One of the forms how to go along with the aboveioeed task is the involvement of the academic spheo
the process of the elaboration of the relevanttgraiedicated to the agenda of the counter-temamigasures (including
the attacks with use of the weapons of the madsud¢isn).

Ensuring of the psychological aid for the populataffected by the potential terrorist attack oramy other
serious extraordinary situation is one of the thrasic pillars of the newly established FFR CR Pslatical Service.
The two other basic pillars are:

- to provide post-traumatic help for intervening tdfthe Integrated Rescue System;
- to participate at the work of the staff departnduning the recruitment of the new rescue workers.
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8.10 Area of the Cooperation between the Ministry fdnterior (GD FFRC CR) and the Ministry
of Education, Youth and Sport

Since 1' September 1999, an educational programme enftidechan Protection in Emergency Situations” has
been part of selected subjects at primary and skecgrschool level.

In 2002 the MoEd approved the additional educationaterial “Accidents with the Release of Hazaslou
Substances”, “Radiation Accidents” (chemistry - pbgk "Natural Disasters” (geography - biology)elSDefence and
Mutual Assistance” (civil - family education). Fouideo films were distributed to all primary andcsrdary schools
entitled “Floods and Human Protection”, "Accidemigh the Release of Hazardous Substances”, "Beforergemcy
Rescue Services Arrive”, and "Civil Defence Underdfgency Situations”.

MoEd Directive (and Additional Directive), thatsases the inclusion of the topic of civil defenge i
educational programmes is effective from March2®3 (“Civil Defence Under Emergency Situations —ekiment to
the educational documents for basic schools, gransetaools, specialised schools, higher industdhbsls”, No. 13
586/03-22). The educational set tasks of the tmgicgrammar school does consist 6 classes in eaoh iandling with
the topics of self-preservation, health educatiod property preservation in case of the naturahsdes, industrial
accident and in case of the threat or executigdheterrorist attack. All the schools received pies of the methodical
handbook “Civil Defence Under Emergency Situatioissued by the Ministry of Interior (GD FFRC CR).

Documentation on shelter, evacuation and act&itie the outbreak of an emergency situation wahédur
specified within respective schools. The level ekfing the shelters in accurate stand and the gocation and
extension of the topic "Civil Defence Under Emerger&ituations” within the educational courses iscsire001
constantly supervised by the Czech Educationalelctsgn Board, that also annually prepares a finabmeabout the
respective topic.

The MoEd also by degrees distributes other didamitis and specialist materials related to thectopicivil
defence have also been distributed to schoolsthéticooperation of Mol (GD FFRC CR), which have alserbtopically
expanded by the problem of terrorism.
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9 MIGRATION, ASYLUM AND CUSTOMS
9.1 International Cooperation and Data Exchanges ithe Sector of Migration and Asylum

The issues of international cooperation and excbsrf data on migration and asylum are coverechby t
amendment of the Asylum Act effective as of Febyugr2002. With this Act the Czech Republic has plated the task
of harmonizing its legislation with the currentlglid Community law on asylum and the so called Eameendment to
the Act on the Residence of Aliens, published in @o#lection of Laws under the No. 221/2002 Coll. Hare our
comments on the problems involved:

The Ministry of Interior as the guarantor of thébct-matter of the law prepared its draft on terapy
protection of aliens and a draft which amendscednnection with the Act on temporary protectionct Alo. 326/1999
Coll., on the residence of aliens in the territofgh® Czech Republic and on change of some lawsN&ct325/1999
Coll., on asylum and the change of Act No. 283/1891l., on the Police of the Czech Republic, as ametgeldter
regulations, and Act No. 359/1999 Coll., on socigaleprotection of children. The draft law on temggrprotection of
aliens, submitted to the Government of the Czech Blepwithin a fixed deadline i.e. by November 2802, came into
effect on January 1, 2003 and was promulgatederCiilection Laws under the No. 221/2003 Coll.

The problem of interpreting selected articles & 1951 Convention on the Legal Status of Refugeddtsn
1967 New York Protocol is regulated primarily byffing new legal changes in the field of grantisglam at the level
of the European Union, particularly by defining minm standards for the application for asylum pdures. The Czech
Ministry of Foreign Affairs (its Human Rights Depaent) is kept informed of those activities evoleddhe Ministry of
Interior.

In anticipation of the Czech Republic’s membersfiithe EU preparatory work has been launched toyatppel
EC Council Directive No. 343/2003 on the determimataf state competent to consider applications fyluan
submitted in some of the member states of the EBamofpJnion (the so-called Dublin II) from 1990 ahd £C Council
Directive No. 2725/2000, on the establishment & tRurodac” system, as a tool for establishing ittentity of
applicants for asylum and persons detained dumiagithorized crossing of the EU external frontigrantiers between
the individual EU member countries. The "EurodagStem is made up of a central unit set up by theG®lchmission
(operating with a central computerized fingerprifsitabase containing fingerprints of the subjectscemed) and
electronic equipment for data transmission betwtherEU member states and the central database.

The Department of Asylum and Migration Policy o thlinistry of Interior of the Czech Republic has open
its Dublin Office which - in cooperation with thdi&n and Border Police Service - will discharge sastemming from
the pertinent agreement and the already quoted E@doagulations. The actual modes and forms opeoation are
being currently elaborated.

These problems are resolved as part of prepasatbrihe Alien and Border Police Service of the Gzec
Republic for its involvement in the internationalh®ogen system. The "Eurodac Czech Republic” cemhiedg
established at the Institute of Criminology in Pmaghas been attached to the existing and currexfjanded AFIS
information system. Facilitating prompt identificat of persons on the basis of their fingerprithgs system is used by
the Police of the Czech Republic for the purposesrimfinal prosecution and its control of both legald illegal
migration. The system’s standardized software prbtheets the requirement of compatibility with Bystems already
serving in the EU member states. The network velfudly operational on the day of the Czech Reptbhccession to
the EU.

As regards the compliance with the standards gawgthe international protection of human righeg overall
situation in the asylum procedure sector in thecBZRepublic is being monitored - among other ingtihs - by the
Ministry of Foreign Affairs (its Human Rights Depawtnt). This particular Department also acts thratighdiplomatic
missions in providing information and formulatingusdpoints and positions necessary for reliabletfaning of the
procedures for granting asylum on the part of theidtty of Interior and the appropriate courts (& Section 1 of the
Asylum Act). For instance, close to 150 applicasiofi this kind were handled in 2003, while theiemll numbers keep
rising. Acting at the request of the appropriattharities (e.g. the Alien Police), the Ministry Béreign Affairs of the
Czech Republic also formulates positions concernimgdn rights in the countries of origin of asyluneleers in keeping
with the principle of non-refoulement pursuant Alei 33 of the Convention on the Legal Status of Beés (ban on
expulsion and return).

The given issues arerelated to task No. 9.1, 9-2, 9-3
9.2 Monitoring Situation in Facilities for Refugeesand Asylum Seekers

The Department of Asylum and Migration Policy d&tMinistry of Interior of the Czech Republic daily
monitors the situation in the country’s facilities refugees and asylum-seekers through daily tepard official records
and statistics. This also applies to any emergesitciation arising in such facilities in relation tieeir surrounding
localities, eventually the rest of the Czech Remjblihenever such situations involve refugees agtussseekers.
Accent is focused on offences and criminal acteitivith a potential link to organized crime andwitew to persons
coming from selected countries where specific tesst@rganisations are known to be particularlyvect

The gist of cooperation with the Police of the Cz&upublic and the other specialized services lies in
identifying and operatively reporting all suspicsotases. While discharging tasks pursuant to tygiAsAct and other
special regulations, the Police and the intelligeservices of the Czech Republic are authorizedrieudt the registers of
the Ministry of Interior kept in connection withettasylum procedures and to use the data thereloding personal data.
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The intelligence services of the Czech Republiehaso established contacts with the Alien and BdPdédice
Service Directorate ("Migration reports” are reglyasent). The services also cooperated with theidty of Interior by
sending their comments when drafting the documEntérgency Plan in Case of a Large-scale MigrationéVa

The Ministry of Foreign Affairs continuously prowd relevant information to the Ministry of Interimbtained
through the network of the country’s diplomatic siiss abroad.

9.3 Protection of the State Frontiers in Compliancevith the Schengen Requirements

In order to protect the country’s international riers pursuant to the Schengen requirements, the
organisational structure of the Alien and Bordelid@Service was changed as of January 1, 20023 apdcialized unit
of the Police of the Czech Republic was set up nétfionwide jurisdiction and responsibility for digeging tasks in the
protection of the state frontiers and the resideri@iens throughout the territory of the Czechp®&dic. This particular
unit is also the only subject responsible for comating direct activities connected with the prai@t of the Czech
Republic’s international frontiers with the bordeofection authorities in neighbouring countries anthe EU members.

The Alien and Border Police Service checks persmtering and leaving the Czech Republic, including
verification of the authenticity of their travel daments and prerequisites qualifying them for eémgethe territory of the
Czech Republic. At border crossings persons and metocles are checked against data in all the po#gisters. Since
the Czech Republic's accession to the EU, the psooéschecking the EU citizens has been narrowedndtw
identification of persons with travel documents,iletonly selected persons are checked at the bardessings.
Activities at the border crossings are coordinatétl the customs and police authorities of the heauring states.

A major change in the legislative conditions allogvto promote and improve the protection of thantoy’'s
international frontiers was the promulgation of Atb. 216/2002 Coll., on the protection of the statmtiers of the
Czech Republic and on change of some laws, whicle ¢ato effect on January 1, 2003. Checks of persmssing the
Czech frontiers through border crossings and thiesys protection of the frontiers are basicallyrigat out in keeping
with the Schengen standards. This is a task atdrygshe Schengen Action Plan of the Czech Republi@2approved by
the Resolution of the Government of the Czech Reptditdm June 4, 2003 No. 544. Under the terms efAlt on the
protection of the state frontiers of the Czech Répuprotective devices were installed at the in&tional frontiers to
prevent illicit border crossing by transport vebglintended to help in fighting organized illegadjration, such devices
are part and parcel of the system of protectingthmtry’s international frontiers especially imaoination with border
guard duties.

Since May 2001 the above-standard border reginigimx on the common frontiers between the Czech
Republic and Slovakia, allowing for free movementboth countries” citizens across the common borukes, been
regulated by negotiations with the Slovak Repubticcbanges in the content of the Agreement conclbgédeen the
Government of the Czech Republic and the Governnfehe®lovak Republic on the abolition of visa obtign and the
Treaty of the Czech Republic and the Slovak Repufniadjusting the border regime and on cooperatiortheir
common frontiers, as changed by amendment No. 20B/Coll. (hereafter "regime agreement"). Earlyily 2003 the
Czech Republic sent to the Slovak side for consiaera new draft amendment of the current regimeeament.
Bilateral expert negotiations were held in Praguerben September 24 and 25, 2003. Follow-up deliloergleading to
the finalization of the texts of the documents weekl in Bratislava between November 25 and 26, 2008re are signs
that the regime agreement may come into force op M&004 or on the thirtieth day from the daylté £xchange of
instruments of ratification, unless these are emghd before that day. An amendment of the "regigreement” was
signed in Bratislava on January 27, 2004 and atihrment the Parliament of the Czech Republic is deipathether to
give consent with its ratification. Concurrentlyeparations are in full swing for drafting execaetiregulations for this
particular agreement, namely the Covenant on trebksttment of sites for crossing the state froatmutside border
crossings.

Of considerable importance for promoting the pridbecof the country’s international frontiers isthdoption
of the document called "Action Plan in the Struggiéh lllegal Migration”. This sets the task of a@ntrating the Czech
Republic’s migration policy on the efforts to eliration of all forms of illegal migration and oth#degal activities in the
sector of international migration, both by introthgcinternational cooperative measures and steffgeatational level.
Having approved the Action Plan in its Resolution B®from January 6, 2004, the State Security Cdafss ruled that
the document should be submitted to the Governofaiie Czech Republic for discussion.

Activities within the Phare Programme were alsauB®xl on strengthening the protection of the intenal
frontiers of the Czech Republic. An 18-month profelctire 2002 "Schengen Action Plan and the Schenmdenration
System — Second Phase” was launched in February, #6Ring up to the successfully finished proj&ttare 1999,
which made a sizable contribution to creating anteexperts whose members - now holding diffepersts - are today
participating in the implementation of the Schendeation Plan. Furthermore, the team has helpeduinighing the
Police of the Czech Republic with needed technofoggfficient operations against illicit migratiaf people.

During the discussions within the relevant EU Goluworking groups the Czech Republic prefers thgda
completion of the discussion about the functiorediof the Visa Information System (VIS) and Scleminformation
System 1l (SIS 11), that will enable the launchtioé systems.

Alongside with the Czech Republic’s membershiphia Schengen and coming removal of the controleat th
internal EU borders there doesn'’t exists possjhititassure security of the internal space of thie sjust the efficient and
effective systems of the Schengen nature, as &¢ &hd VIS.
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9.4 Modernizing the Visa Process

Pursuant to the Resolution of the Government ofGhech Republic from November 18, 1998, No. 748, the
Ministry of Interior’s Alien and Border Police Secei Directorate and the Ministry of Foreign Affdirsve been working
together on across-the-board introduction of actedaic system for issuing visas, and for data alettronic mail
transmission (known as "Visa Process Modernizajiomhis covers automatic as well as non-automaspaich of
required data on visa applicants for security sdregin the centre (where consultations are undsy hetween the
Ministry of Foreign Affairs and the Police of the&th Republic). The system comes complete with timtipg of visas
on labels, while recording all granted visas (euelty rejected visa applications) and registerimg\isa aliens” crossing
of the frontiers of the Czech Republic. Its data rabp be used for the needs of the Ministry of Epré\ffairs, the
intelligence services and the Police of the CzechuRlgpfor checking individual persons before emgrithe Czech
Republic, when crossing its frontiers (i.e. durimgrg, departure or stay of a particular visa aliethe territory of the
Czech Republic§!

Following its test operation in 1999, the modulesvgaadually installed at all the diplomatic missiaf the
Czech Republic that issue visas (these currently eumb)>?

Between 2002 and 2003 the Ministry of Interior ahd Ministry of Foreign Affairs jointly drafted and
produced a form known as "Application for Grantiiga of the Czech Republic” modelled on the Schenggtern.
This form may provide the Czech Republic’s centrahatity (the Ministry of Interior, its Alien and Bder Police
Service Directorate) with photographs and datadiih by visa applicants. The system facilitatemsing information
from the form, sending the data in batches fromGhkech Republic’s diplomatic missions to the Minjigtf Interior's
Alien and Border Police Service Directorate, andithwhe help of the "Form-File” software applicatie storing the
processed data into the "EVIC2" database of visnali

Each self-sticking label has a machine-readable fmm which data may be scanned by an opto-rezutdr
stored into an information system. They are expktiebe personified with ink printers, includingtprinting of visa
applicants” photographs.

The Ministry of Foreign Affairs has completed isting of a new type of printers providing for ttea printed
in the data section of the visa label to be soakidmore layers of the visa label. This will elimie the need of using a
security foil, up till now pasted over the datatsstof the visa label. A completely new protectfeature is the printing
of photographs of visa applicants into a reduceché& on the left hand side of the visa label.

Since March 2003 innovated visa labels of the Sghertype have been gradually introduced at the ICzec
embassies and diplomatic missions. A new versioth@fvisa label, fully compatible with the EU spaen, is being
prepared to coincide with the Czech Republic’'s asiceso the EU.

The system is being constantly innovated. An intedaersion of the EVC2a visa process was develbped
the Ministry of Interior, while work is currentlyndler way on the development of the EVC2b processdigized with
the Schengen systems. Also the Ministry of Intésiéddien and Border Police Service Directorate hasrbrestructuring
the EVIC2 system to meet the requirements posechbySthengen systems. This is associated with theapd
possibility to file Czech visa application forms the internet.

The Ministry of Interior is implementing its Aliemformation System (AIS) whose purpose is to inigithe
Modernization of the Visa Process and the inforamatiystems operated by the Service of the AlienBorder Police,
and modernize information backup of the servicbeaeady to meet the requirements of the Schengpleientation
Convention. The second stage of the AIS construgiioneeded and was eventually completed in Decegi¥r when
the contracted supply company delivered its teagiohl model. The third stage was completed in 2008 the test
operation of the AIS system in the centre andselacted District Alien and Border Police DirecteraAs of December
20, 2003 all the programming work on the system eaaspleted and the network was put into verifioatiest operation.
At present the supplier company is engaged in teshiooting to remove shortcomings detected dutiagést operation
by the staff of the Alien and Border Police Servidethe same time, end users are attending traioingses, with the
AIS server core undergoing load tests. The lateewvaal for checking whether the communicatioreirare passable and
for determining the time of the system’s respokls@ler preparation is a proposal to extend the hare\womponent of
the system to achieve its optimum response. Thera@serious defects in the system, all the draksdetected during
the test operation have been entered into the dlsfefor finishing repairs and are being graduellyninated. At the
same time, the system is adjusted and fine-tunearding to requirements of its end users. The AlRine operation is
expected to start in the first quarter of 2004.

Under preparation are the structures and activitidse discharged by the centre in the networkabfeBgen
consultations for international cooperation (VISIGNnticipated date for launching its operatioduge 1, 2004) and
project plans for a False and Authentic DocumeAQ®) Information System. The AlS is expected tostdnte one the
core departmental information systems linked ughéonational and international data network.

9.5 Conclusion of Readmission Agreements

Up till now, a total of 12 readmission agreemdrase been signed between the Czech Republic arabtimries
which are significant for the Czech Republic in terof its asylum and migration policy (Austria, Fala Romania,

2L On February 6, 2002 the Consular Department oliméstry of Foreign Affairs also sent to all thgptbmatic missions of the Czech
Republic a wire reiterating the duty of the dipldimanissions to attach to applications for visashef Czech Republic copies of all the
documents on the basis of which such visas wergepiaincluding copies of pertinent travel docursefihis procedure is regulated by
Article 26 Section 4 of the Circular of the Consulepartment of the Ministry of Foreign Affairs fgranting visas.

2 As many as 471,028 visas were granted in 2003mwiitie framework of the EVC visa programme.
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Hungary, the Federal Republic of Germany, SlovaBiglgaria, Canada, Croatia, France, Slovenia, Moldowile
agreements with the last four mentioned countrie®mot yet come into effect). Negotiations withestcountries have
been launched or are being prepared. Since 199®gats have been made for the conclusion of reatbmisagreements
with a whole number of countries although not ircakes have these initiatives met with adequafgorese conducive to
initiating expert-level deliberations.

The Czech Republic will continue to exert effortsvaods initiating negotiations on draft readmission
agreements, notably with countries such as F. YO.RA. (Macedonia), Serbia and Montenegro, Viet Nad Iran. On
the other hand, no initiatives are envisaged aiatedoncluding readmission agreements with statés wiich the
European Union is seeking agreements (Moroccd,&8rka, Russian Federation, Pakistan, Hong Kong, Mddkraine,
Albania, Algeria, People’s Republic of China and Tayk

9.6 Harmonizing the Czech Republic’s Visa Policy wh that of the EU

The visa policy of the Czech Republic is fully harrized with the European Union’s visa policy in terofishe
list of states whose citizens are obliged to h&edr tvisas when crossing the external frontierthefEU (Annex 1 (11.)
Council Directive (EC) No. 539/2001, as amended bBrleegulations, the so-called "black list”).

A different situation prevails in the list of statelhose citizens have been exempted from the \agation
(Annex 1 (Il.) Council Directive (EC) No. 539/200khe so-called "white list”). There is no harmonieatwith Australia,
the Sultanate of Brunei, Canada, El Salvador, ArgantBolivia, Brazil, Guatemala, Cyprus (also an atugdtate),
Mexico, Nicaragua, Panama, Paraguay, Romania, Singaflovakia (also an acceding state), Veneztkdag Kong,
and Macao.

No additional measures will have to be taken imtieh to some of the countries listed above (Sl@ak
Cyprus), while visa-free agreements have alreadn begotiated or are shortly before conclusion wdtime other states.
In some cases the pertinent contractual documexs hot yet formally come into effect (Paraguayatemala, El
Salvador). Documents containing draft visa-freeeagrents with some other countries are being prdgaraliscussion
by the Government of the Czech Republic (Panamiagreiare to be debated in the Minister’s Board (fdigaa, Brazil).
A draft government document for the adjustmenthefriow valid unilateral measure to lift the visdigdtion (for Hong
Kong and Macao) and for reciprocal abolition of #ea obligation in cases when such measures rdgpahe previous
similar unilateral step taken by the other side {Bal Venezuela) are also under preparation foateen the Minister’s
Board. Last but not least there are signs that threliwg of new visa-free agreements will soon beeadrat a working
level (Romania, Mexico).

However, it is evident that in case of some coestabolition of the visa obligation for the Czedtizens
cannot be anticipated in the foreseeable futureA(USanada, Australia), while some other states dosaem to be
responding to the Czech Republic’s efforts for muagjustment of their visa regime (Singapore, thdteate of
Brunei).

After its accession to the EU the Czech Republiktake into consideration the positions of the rappiate EU
authorities when concluding agreements on fadifigavisa contacts with some countries (e.g. Ukraing the Russian
Federation).

The given issues arerelated to task No. 9-4
9.7 Technical Measures to Protect Personal Documemgainst Forging and Altering

In an effort to enhance the protection of persaioaluments (identity cards, passports, driver' snkes, alien
documents) against forgery, altering and abusingase of theft, such documents are being gradaathanged in the
Czech Republic for variants protected under the Elddards and meeting the Interpol recommendationteims of
protective features, materials etc.). Followingdeeision of the Department of Informatization ablkc Administration
of the Ministry of Interior not to transfer persémimta on lost identity cards to the Police of @eech Republic, its
"Doklad” (Document) system, part of the Ministry lotterior’s overall information network, will be ompletely rebuilt
and the vital data kept in its administrative aradffic-administration registers will only be madeadable to the Police of
the Czech Republic.

Biometric elements potentially usable for furthpgrading the quality of the process of identifioatand the
bearer’s identification with the document are dyhdebated issue.

Since July 2000 the Ministry of Interior has beepemting a system of central personification of
machine-readable documents of the Czech Republicenitimate aim is to provide greater protectiondeitity cards
against forging, altering and abusing in case @fttfThis system produces machine-readable passpudtidentity cards
with a printed likeness and signature of the hotdéne document. Since the documents are mackmgable the process
of handling documents at border crossings willdstdr and more accurate.

Machine-readable identity cards are produced ansbpéied for the whole Czech Republic at a singlaue,
under the most stringent security precautionshis way, any illicit manipulation with non-persaeil documents is
virtually ruled out, while uniform personificatiasf machine-readable identity cards is attainedttogrewith maximum
security and transparency of the entire processc@weived, the system has allowed for the useroflyztion
technologies whose very high price makes it vifyuahpossible for this equipment to be transferaed utilized at lower
levels. According to the current information, natilagle forged or altered machine-readable identtyl has appeared in
the Czech Republic thus far.

50



Act No. 53/2004 Coll., which amends some laws netatd the registration of the population, will coméo
force on April 1, 2004. Part of this legislativeacige is the amendment of Act No. 328/1999 Collidentity cards, as
amended by later regulations, under whose termedlidity of identity cards without machine-readabiata, issued until
December 31, 2003, is expected to expire by Decel@be2008 at the latest. In 2004 the GovernmerthefCzech
Republic will issue its Directive on the implemeidatof this amendment, giving the actual deadlioeshe exchange of
identity cards without machine-readable data dejpgnoh their dates of issue.

As with machine-readable identity cards, machireglable passports are also personified in the Czech
Republic centrally, using state-of-the-art techni@egThanks to the high security standards of sladuments, not a
single forged or altered machine-readable passfdie Czech Republic has been registered by Deaedih@003.

As of January 1, 2001, the entire agenda relatingrthanced protection of driver’'s licences in treech
Republic was transferred from the competence ofMimgstry of Interior to that of the Ministry of Tresportation. New
production of driver’s licences (EU design) is lieprepared to be launched later in 2004. The deditme new driver's
licences of the Czech Republic, currently under pagjmn, will be submitted to the EU authorities famments in
2004. Meanwhile, the Ministry of Transportationdsafting an amendment of its Regulation No. 31/2@ail., on
driver’s licences that will regulate, among othesgedures, also the issuing of new driver’s licanokthe EU design.
Driver’s licences will be gradually exchanged facdments protected according to the EU standardsreseting the
Interpol recommendations (in terms of protectivatdiees, materials etc.).

The given issues are related to tasks No. 9-5, 9-6, 9-7, 9-8 and 9-9.
9.8 Technical Measures to Protect Personal Documerdgainst their Abuse in Case of Theft

Within the overall information system of the Poligethe Czech Republic its "Doklad” (Document) syste
comprises complete records on stolen and lost gtmifs and arms certificates, and incomplete recordstolen and lost
passports (data for the period since January 2@00rdy available), invalid identity cards and sadese of stolen motor
vehicles. The database also covers data on applisaissued travel documents, on retention oferdecuments, on
denials (to issue travel documents) or revocatidravel documenté® These data are used in connection with the issue
of travel documents by individual local authoritieish extended powers, eventually by officers & Rolice of the Czech
Republic.

In its identity cards information system the Minysof Interior keeps data on lost and stolen doaus)ehence
invalid identity cards; its travel documents infation systems containing data on lost and stolet@documents.

The Ministry of Foreign Affairs keeps a file ankk@ronic records on lost or stolen diplomatic @edvice
passports. Requests for blocking such passporteatdo the Ministry of Interior. Furthermore, taistry of Foreign
Affairs coordinates proceedings in matters invajv@valuation of lost, stolen or forged visa labAlsting on an ongoing
basis, the Ministry of Foreign Affairs (its Consuepartment) sends information on lost, stoleroogéd visa labels to
the Alien and Border Police Directorate of the Rold the Czech Republic.

9.9 Conceptual Steps Aimed at Facilitating Integraon of Aliens in the Territory of the Czech Republic

The policy of the Government of the Czech Republimtegrate aliens legally settled in the territofythe
Czech Republic on a long-term basis is implementexlith its "Concept for the Integration of Aliengtire Territory of
the Czech Republic” (hereafter "Concept”), approvedhe Resolution of the Government of the Czech BEpiNo.
1266/2000.

The main objective of the "Concept” is to enableiadi legally settled in the country on a long-teasi to
bring their own legal status closer to that of thieer citizens, to promote the principle of equapartunities of those
aliens in terms of employment, business, socialirty¢ education, health care, housing, particqratin public and
political life, culture, religion, and language.

Primarily the Ministry of Interior, the Ministry dfabour and Social Affairs, the Ministry of Educatj Youth
and Physical Training, the Ministry of Health, thgnistry of Industry and Trade, the Ministry of Cute and the
Ministry for Regional Development are responsibledtaborating and introducing conceptual and pcattneasures
supporting the integration of aliens in the Czechu®ép. There are other authorities and institutjang. the Academy
of Sciences of the Czech Republic, the Czech Statisiiffice and the social partners of the CouncilEeonomic and
Social Accord, also involved in the introductiontbé "Concept”.

Until the end of 2003 the implementation of theeagitasks and the participation of the individughatities
and institutions when introducing the "Concept” imitactice were coordinated at the interministeléalel by the
Ministry of Interior of the Czech Republic throudis interdepartmental "Commission of the MinistryIoferior for
Drafting and Implementing the Policy of the Goveamnof the Czech Republic in the Integration ofeAB and the
Development of Intercommunity Relations”.

% The bodies responsible for meeting the task aaecording to their competence - OIVS MV (systemrafien), O% MV
(methodological system management), OTPR MV (updatiatabase in 24-hour cycles), OKIS MV (techn@mperation in project
implementation).

Note: On the other hand, abuse of "identity card” ortibizertificate” is very frequent. A role is playkdre by the working procedure in
changing citizens” family name and given nameeit tiequest (provisions of § 72 of Act No. 301/2@dll.), eventually procedures in
acquiring citizenship (provisions of § 3, § 3a &4dof Act No. 40/1993 Coll.); in this connection wieould single out the state of the
database of the information systems of the reg@teitizens and records of birth registration nemsb(Act No. 133/2000 Coll.), which
in some cases give inaccurate or even duplicate eising the Police considerable problems espeevalen checking identity of
persons pursuant to provisions of § 13 of Act N&8/2991 Coll., on the Police of the Czech Republic.
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The Government of the Czech Republic is annuallgfed on the efficiency of the measures adoptetinget
further tasks ensuing from the development andza&n of the "Concept”.

A basic framework for the Czech Republic’s integnatimlicy has been developed since 1999. This lbtle
many different measures adopted by the governmanstnies that paved the way for a gradual adjustroéthe overall
course of the integration of aliens legally setiledhe territory of the Czech Republic on a longwtdrasis, and for the
state’s target-oriented role in shaping intercomahuelations.

However, despite the progress made in this setdtevident that only in some cases has the cpsotceeded
in creating a coherent ministerial strategy forititegration of aliens. A major obstacle in thempation of the "Concept”
is the fact that some of the measures introduced et to filter down to the local level, which Hase regarded of key
importance in view of the integration of aliens.

The most important analytical and conceptual documditherto adopted within the framework of the
"Concept” include the following: "Analysis of thet8ation and Status of Aliens Living in the Territasf the Czech
Republic on a Long-term Basis”, "Draft LegislativadaPractical Measures Adopted by the Governmentstfias
within the Framework of the “Concept” in Connectiothvthe Czech Republic’s Accession to the EU”, "fretion
Policy Plans of the Ministries between 2004 and62Ghd "The Concept of Selecting and Processingsiitzl Data
Associated with the Migration and Integration ofefs in the Territory of the Czech Republic”. Considide attention is
constantly devoted to drafting and introducing ect$ in support of practical measures aimed agtatig aliens.

No small attention will have to be devoted in 2@04ipdating and putting those documents into praktife
and to completing what is called "Multi-source Aysit of the Situation and Status of Aliens Livinghe Territory of the
Czech Republic on a Long-term Basis”. Another sphenhvdeserves special attention is the solutioproblems
involving the collection and evaluation of statisfidata on migration and integration of aliensl #ie completion of the
"Plan of Studies and Research Projects on Alienglaeid Communities as Seen from the Viewpoint ofrtheegration
in the Territory of the Czech Republic between 2664 2006”. The entire conceptual programme of #igt#vin this
respect should be culminated in 2004 with the efatimn of the "Comprehensive Proposal of Long-temegiklative and
Practical Measures as Part of the Concept in Coimmegith the Czech Republic’s Accession to the EU.”

A major landmark in the continued development ef't@oncept” and its organisational provisions sia664
has been the transfer of the agenda relating t@dbedination of this Concept implementation frore Ministry of
Interior to the Ministry of Labour and Social Affaj as approved by the Resolution of the Governrokttte Czech
Republic No. 1252/2003.

The given issues arerelated to task No. 9-9
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10 ENSURING OF THE SECURITY OF THE EMBASSIES OF THE CZECH REPUBLIC, THEIR
STAFF AND OTHERS CITIZENS OF THE CZECH REPUBLIC ABROAD

10.1 Security of the Diplomatic Missions of the Czd Republic Including their Personnel and Family
Members during Emergency Situations in Foreign Counies or during Declaration of a State of
Emergency or a State of General Menace in the Cze&epublic

What are called "emergency” plans and evacuatimectives valid at the embassies and diplomaticiorissof
the Czech Repubfitin case of an emergency situation in the hostirgame continuously updated during personnel and
organisational changes at the diplomatic missiamrsyant to the current "Guidelines for the Actiedtiof Diplomatic
Missions during the Declaration of a State of Emeny, a State of General Menace or a State of W#rd Czech
Republic and during Emergency Situations in the Kimmintry”, adopted in 1999. According to an updatidctive, a
new plan will be drawn up by April 2005, and suhsatfly reworked for each personnel and organisaticimange at the
diplomatic missions of the Czech Republic, withulag annual revisions. But the directive says tlemé&rgency” plans
will no longer be elaborated. Instead "Action PlanDiplomatic Missions in Case of Extraordinary Bt® Emergency
Situations, and in a State of War” will be draftdthe main reason for this lies in the fact thatspant to Act
No. 240/2000 Coll. on emergency management, an emeygsituation cannot be declared in a foreign trguthat is
possible only in the territory of the Czech Republic)

An updated evacuation plan for the building of Mmistry of Foreign Affairs in Prague has alreadseh
prepared for approval. "The Guidelines for the ®itiés of Diplomatic Missions during the Declaratiof a State of
Emergency, a State of General Menace or a Statéaofn the Czech Republic and during Emergency Simatin the
Host Country”, issued in 1999 will be updated thiotihe Guidelines for the Activities of DiplomatMissions of the
Czech Republic during Extraordinary Events, Emergeityations and in a State of War” which are refadyapproval.

While updating the emergency management concetteolinistry of Foreign Affairs a new decision biet
Minister of Foreign Affairs No. 1/2004 on changitig setup of the emergency team of the MinistriFareign Affairs
and on the approval of the statutes of the emeygie@en was approved in 2003.

In view of the growing number of security risks @l (see, for instance, unconfirmed reports on the
preparation of a terrorist attack on the Czech EsypasWarsaw in March 2004, and the terrorist &ddaunched on
diplomatic missions generally) the Ministry of Figre Affairs is drafting a comprehensive analysis safcurity
precautions and provisions for the diplomatic neissiof the Czech Republic abroad. On the basis ®atialysis, which
should be ready in April 2004, specific measurel g proposed to secure reasonable (standardgqtion of the
embassies and diplomatic missions of the Czech Riepubl

In case of the worsening of the security situatiothe specific country can the Consular Departnoérihe
Ministry of Foreign Affairs, on the basis of thepoise made by the embassy and in cooperation Wwéhrélevant
“territorially orientated” departments and the RalRRelations Department, to issue the warning ferc¢tizens of the
Czech Republic, that are going to travel to the iiddial country. The warning should be presentedngutiie Internet
presentation of the Ministry of Foreign Affairs. édtt the issued warning the Consular Department dhinfdrm also the
other EU member states (via the Coreu informatietwork) should.

The given issues arerelated to task No. 10-1

10.2 Elaborating Procedures in Case of Threat to th8afety of Physical Persons and Corporate Bodies fmo
the Czech Republic during Emergency Situations in &lost Country

This particular group of problems centres on tesdRition of the State Security Council (heredfsS8C") No.
133/2000 on a document called "Draft Binding Proecedor Coping with Emergency Situations Relatingd &srorism
Occurring Abroad and Concerning the Interests ofGhech Republic”, amended by the SSC Resolution Nd2262
"Draft Binding Procedure for Coping with Emerger8ijuations Relating to Terrorism and ThreateningHkealth and
Lives of the Citizens of the Czech Republic”.

At the beginning of 2004 the Intelligence ActiviBommittee of the State Security Council of the Miyi®f
Foreign Affairs will be submitted an updated vensif the document entitled "The Principles of Coapien for the
State Authorities under a Threat to the Rights amdrésts of the Czech Republic and their Citizen€ase of a
Deteriorated Security Situation Abroad or in CaaroEmergency Situation AbroatP.

"The Guidelines for the Activities of Diplomaticistions of the Czech Republic during Extraordinargris,
Emergency Situations and in a State of Walgb incorporate the document of the European GbMNaec 15754/2003
from December 4, 2003 entitled "Directive on ConswWaotection of the EU Citizens in Case of a CrisisThird
Countries” which regulates the protection of thizeits of the EU member states as well as citizétiestates acceding
to the EU in May 2004. In this way new standardcpdures are introduced at the embassies and difomigsions of
the Czech Republic, which - taken in synergy withdi@omatic missions of the EU member states - pritivide for
greater security, offering protection to the phgbigersons and corporate bodies from the Czech Repghbbugh any

% The evacuation directives and emergency plan®edsdd by the Ministry of Foreign Affairs are redtsolely to the building of the
embassy or diplomatic mission and not to the resideor flats of the employees.

% The document describes, among other things, tsie bacurity risks the individual diplomatic migs@oof the Czech Republic should
be prepared to cope with. The document covers arastrgordinary situations abroad also deterioratrlrity situations in which
diplomatic missions of the Czech Republic may fihndmselves after the declaration of a state of gemay in the Czech Republic.
Following the approval of the document by the S&seurity Council individual standard proceedingstifiose extraordinary events (i.e.
issues concerning task No. 10.1) are expected thdieed.
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diplomatic mission of any EU member state and vieesa — the diplomatic missions of the Czech Repué ready to
provide protection to any citizen of any EU membtate. These procedures are part of the "Actiom Fda the
Diplomatic Missions during Extraordinary Events Emergency Situations and in a State of War".

A document devoted to solving cases of Czech citizghose safety is jeopardized in a host country in
hygienically and epidemiologically unsafe areas ianggions posing potential risks following theeus warfare agents
or in case of an accident involving their leak (Agthrax, Variola etc.) is currently in preparatstages. The Ministry of
Foreign Affairs is updating the document called 4®@rBinding Procedure for the State Authorities @oping with
Emergency Situations Abroad Relating to Terrorisid @hreatening the Health and Lives of the Citizeithe Czech
Republic”. The Czech Republic’s intelligence serviaesalso engaged in rewriting that document.

10.3 Providing Quality Recruitment and Training of Personnel Selected for Working Abroad

In an effort to keep upgrading the overall quatityraining Czech personnel to be sent for foreigrvice, both
in terms of form and content, the Ministry of Inter(including the Police of the Czech Republic), khiaistry of Foreign
Affairs and the Ministry of Defence of the Czech Ramihave been exchanging information to improwerécruitment
and training of employees. This is tailor-made adity to their stipulated and defined powers gitsgriheir individual
posts to facilitate their work abroad and to previshgoing and subsequent post-traumatic care &r jgersons.

At the level of the Ministry of Foreign Affairs, rasures aimed at the comprehensive training ofeitsqnnel
sent for foreign service, including preparationdituations connected with the threat of terroriare,incorporated in the
training programmes drawn up by the Diplomatic Aerag in cooperation with the Special Projects Deparit of the
Ministry of Foreign Affairs (preparation of lectusy. The subjects devoted to model responsesuatiins relating to
terrorism (terrorist threat, methods of countetiegorism) are included - in a corresponding manrethe curricula of
the standard training programmes prepared by tpoDiatic Academy as part of its module "Securityid38. That is
destined for continuous education of all the stathe Ministry of Foreign Affairs.

Early in October 2003 the Diplomatic Academy orgaedi for the graduates of the DAL programme and for
other employees of the Ministry of Foreign Affairsne-week course at the Ground Forces Militaryd&oay at Vyskov.
The bulk of this training course was devoted tohuds of coping with the dangers of a terroristct@omplete with
practical training in handling military technologgimilarly conceived seminars and lectures wiliteorporated in the
Diplomatic Academy’s training modules also in 2004.

Seen from the perspective of the Ministry of Inderthis particular area concerns primarily liaigdficers, i.e.
police officers who are detailed or sent for dutycad under an agreement between the Ministry tefibr and the
Ministry of Foreign Affairs on the sending liaisarfficers to diplomatic missions of the Czech Repulahd their
activities there, adopted on July 21, 1998.

Czech police officers have been sent for foreigly diice 1999. At present, a total of 45 policeaxfs are
operating in Macedonia and Kosovo, while 18 memloérthe Rapid Deployment Force of the Police of @mech
Republic are in Iraq, protecting the Czech expertking in CPA and the staff of the Embassy of the @ZRepublic in
Baghdad. In cooperation with the Ministry of Intertbe Ministry of Foreign Affairs of the Czech Repiakitas trained
and dispatched one liaison officer to the Russiatefaion and one liaison officer to Slovakia.

At the level of the Ministry of Interior (Police ¢fie Czech Republic included), the training of eripls sent
for foreign duty is governed by the relevant corteapdocuments and internal regulations (descritiegterms for
sending such personnel to pre-departure trainingses, organisational provisions and tasks facitiggofficers as part
of such training programmes). This type of trainsmgonnected with the individual parts of the @liesystem of training
police officers whose special parts are designetbt@lop competencies acquired by the policemeingltineir training
or eventually in their practical work. The actuaintent and forms of such training courses are Hlgxmodified
according to the specific tasks the individual pelofficers are sent to discharge abroad. Beforie tleparture for
foreign duty liaison officers are trained at thpldmatic Academy of the Ministry of Foreign Affairs

Every year the training facility of the Army of@éhCzech Republic trains 10 police officers sentféoeign
service. They invariably undergo a 14-day intensiwerse. These programmes offer a special semdtertg and special
psychological preparation focused on the spec#amtdres and requirements of the service to be aligedd in that
particular foreign country. Participation in thdszining courses depends on attendees” perfornadnheir professional
duties in their home units and on the length oirttiaining before departure.

The overall level of specialized police trainimgérms of selection and preparation of Czech pofiieers for
foreign duty may be judged as very positive andlife-free.

The Jan Evangelista Purkyhlilitary Medical Academy in Hradec Krélové and & Central Army Medical
Institute in Prague provide training for speciatizeedical personnel sent for foreign missions. Ewygbs pursue their
activities on the basis of stipulated specificatioifi need be, health care and treatment is praviggeown forces or is
arranged under international treaties. Subsequastttpaumatic care is given to the personnel ratgrfrom foreign
missions in the territory of the Czech Republicha €entral Army Hospital n Prague.
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11 INFORMATION AND MEDIA POLICY

The purpose of the measures described in thistehap to ensure early, professional and coordéate
information of the general public on the part of #axecutive branch in case of an emergency situditie. including
terrorist-related events) and to secure cooperatigtate administration authorities and self gowegnt with the media
under such situations.

The Media Group attached to the Central EmergemeyriTand provided for by the Ministry of InterioPsess
and Public Relations Department deals with con@dtctivities in the field of media impact. Withetfe goals in mind
the Media Group has prepared a document called TBjnrinciples for the Central Emergency Team’s Comigation
with the Media”, which was approved on Novembe2@)1. If need be, the work of the Media Group ditalcto the
Central Emergency Team is secured by the Ministiyitgfrior.

In 2002the Press Departmeaot the Office of the Government of the Czech Rejautiiafted a document aimed
at activating the Government Centre for media respom emergency events. The document is kept hatBDirectress of
the Department as a classified material. Up tilvrthis internal guideline has been field-testedi two occasions:
during the flood in August 2002 and during the NAS@mmit in Prague at the end of 2002.

The gist of the document covers the activatiothefPress Department in cases of a sudden thread po the
state during natural or industrial disasters, snddzalth risks jeopardizing a larger section ofghpulation and during
serious threats to the country’s military securitigluding terrorist attacks. The document envisagese coordination
between the Press Department of the Office of the@iment of the Czech Republic and the appropdigpartments of
all the government ministries, notably the MinistdyInterior, the Ministry of Defence, and the Mitry of Foreign
Affairs. Those three ministries in particular axpected to be particularly active in the first stad emergency situations.
Their active role is anticipated at a time whenrlevant departments and their emergency teamdunition as the
main decision-making bodies. In the second phassma@mergency situation, when responsibility facisien-making
passes to the Central Emergency Team at the Mindétigterior, the Press and Public Relations Depentnof that
Ministry will be in charge of communications withet general public in conjunction with the Press @&#pent of the
Office of the Government of the Czech Republic. Titer will be activated at that moment in caseoesibility for
decision-making is transferred to the Governmernt e Premier so that the Press Department of ffiee®f the
Government could smoothly take over the role ofGlogernment’s centre for communication with the ragthis will be
achieved in a close link with the existing meditivéties pursued by the Central Emergency Team.

Depending on the nature of their specific tasks, itidividual departments and other central govemime
authorities prepare different forms of responsesotential terrorist threats. Departmental mediategies are conceived
and developed in a way to be fully functional & times when the Central Emergency Team is natseier’®

In most government departments and other centra@rgment authorities the issue of briefing the rag¢dicase
of terrorist attacks is not covered independerfityming part of their standard proceedings. As k,rthese are
adequately governed by their internal guidelinesriedia relations.

% If several government ministries are affectedirtheceedings have to be jointly coordinated.
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ROAD MAP OF MEASURES
IN THE CZECH REPUBLIC
IN FIGHTING TERRORISM
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1

ACTIVE PARTICIPATION ON THE INTERNATIONAL COUNTER-TERRORIST EFF  ORT

Measure Timetable In charge
1 To monitor, update and evaluate the ability of @&ech| continuously, according to | co-ordination:
Republic to meet its obligations ensuing from |[thiee development at the Ministry
Declaration on Combating Terrorism of the Europgegb-level of Interior,
Council from March 26, 2004. in co-operatiot]
with
the Ministry
of Foreign
Affairs
2 After completing research phase to launch developrog Transition from Ministry
implementation of relevant technical countermeaswag problem-solving to of Defence
part of information systems and military technology development phase: (National
for project Energie” Armament
- by December 31, 2006; | Agency)
for project "Elektron”
- by December 31, 2005.
3 Completion of research to determine the possibitity Continued research and stgrMinistry
raising manpower protection against the effectseripong of development stage of Defence
of mass destruction. - by Dec. 31, 2004 (National
Subsequent start of development stage, followed by Armament
industrial production. Following projects are inved: Agency
"Déalka”, "Sedativa”, "Expres”, "Imunis”, "Specmun’,
"Sarin”, "Burneti”, "Protilatky” AB-AGENS, C Agens at
Biomonitoring.
4 Continued research as part of the "Terror” projéi€tsa” | According to timetable Ministry
and "Klam”. of "Terror” study of Defence
(National
Armament
Agency
5 Provide police training and supervision of Iraqilipe| during 2004 Ministry
work. of Defence
(Military
Police)
6 Solve partial problems posed by sending Czech rgdoee. 31, 2004 Ministry
teams abroad (e.g. need to make a financial deipdSZK of Interior,
or foreign currency). General
Directorate
of Fire-Fighter
Rescue Corps
7 Continued participation in political reconstructioof | During 2004, depending Ministry
Afghanistan, while granting humanitarian assistandbat| on developments of Foreign
country. in that country Affairs, in case
of humanita-
rian impact
of the presencd
of Ministry
of Defence
units
8 Continue participation in political reconstructiofi loaq | During 2004, depending qrMinistry
and humanitarian assistance to that country. developments in that countfyof Foreign
Affairs,
Ministry
of Interior
in case of
humanitarian
impact
of the presenc
of Ministry
of Defence
units
9 Continued humanitarian evacuations of sick Iragteits. | During 2004 Ministry
of Interior
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INTERNATIONAL COMMITMENTS OF THE C

ZECH REPUBLIC AND

INTERNAL

LEGISLATIVE ARRANGEMENT, RELATED TO THE FIGHT AGAINST TERRORISM, WI  TH
SPECIAL REGARD TO THE AGENDA OF THE FIGHT AGAINST FINANCING TER RORISM
Measure Timetable In charge
Perform immediate analysis of obstacles preveriRgto| June 30, 2004 Ministry
ratify UN Convention on Suppressing the Financind of of Interior,
Terrorism (to find a possibility for ratifying the in co-operation
Convention). with the
Ministry
of Justice,
Ministry
of Foreign
Affairs
and Ministry
of Finance
Ratify and fully implement UN Convention on SuppragsiDepending on adoption Ministry
the Financing of Terrorism. of internal norms crucial of Foreign
for full implementation Affairs
of commitments contained
in Convention
In a bid to ensure smooth fulfilment of tasks engurom| September 30, 2004 Ministry
Council Regulation No. 2580/2001 to draft a speeiet of Finance

enabling CR to meet tasks stemming from Directive.

in cooperation
with

the Ministries
of Foreign
Affairs, Interior
and Justice

POLICE WORK AND COOPERATION BETWEEN THE POLICE OF THE CZECH
REPUBLIC AND THE ARMY OF THE CZECH REPUBLIC, AND OTHER SUBJECTS

Measure Timetable In charge
Prepare for and receive EU Council evaluating misg@epending on mission’s Ministry
coming to examine the level of antiterrorist measuin| arrival: November 2004 of Interior,
CR. intelligence
services
Draw up framework of CR’s continued involvement in Elline 30, 2004 co-ordination
Council working group E12 (third Pillar) in terms eérly Ministry
preparation of analytical documents on situatioaraew of Interior

and assessment of threats in the regions discussed.

Draw up framework for CR’s continued involvement id
Council working group COTER (second pillar) in ternfig
early preparation of analytical documents on situd
overview and assessment of threats in the reg
discussed..

EJune 30, 2004
0]

t
ions

co-ordination
Ministry
of Foreign
Affairs
in cooperation
with

intelligence

services
Finish preparatory work for establishment of a biail| Depending on deadline Ministry
Schengen Information System (NSIS) within Ministf/| for submitting relevant of Interior
Interior. documents (tentative term: | (Police CR)

December 31, 2004)

Recruit into Unit for the Detention of Organized Ceirof | Term: December 31, 2004 Ministry
the Service of Criminal Police and Investigatjon of Interior
linguistically well-trained personnel and skilledor (Police CR)

adequate involvement in EU Council working group §

F12

and in Europol.
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ACTIVITIES OF INTELLIGENCE SERVICES OF THE CZECH REPUBLIC

Measure Timetable In charge
Implement project Comprehensive Concept of Classjfiearsuant to relevant Executive Vice
Government Communication. Resolution Chairman,
of the Government Intelligence
of the Czech Republic Activity
- by December 31, 2006 [ Committee
and First
Deputy Prime
Minister
and Minister
of Interior
Draw up draft law on the control of intelligencensees. Pursuant to agenda Prime Minister;
of Intelligence Activity together

Committee and Plan

of Legislative Work

of the Government

of the Czech Republic —
by September 30, 2004

with First the
Deputy Prime
Minister and
Minister

of Interior

Analyse scope of legal powers granted to intellogs
services needed to cope with tasks in combatimgriationa
terrorism. Assess whether current powers of imgefice
services (namely their purpose, extent and focoisespond
with those enjoyed under national legislation kglilgence
services in other EU members. Powers granted to HQ
intelligence services should allow for efficientoperation

exchange of vital information.
Concentrate on possibility of granting intelligerservices
following powers:

- toreceive information and necessary help not &oiy
public administration bodies but also other sulsjdaid
down in law, e.g. aircraft carriers (passen
information), banks and other financial institu{esg.

of money in accounts);

- to receive information on suspicious transactiacasnf]
the Ministry of Finance (its FAU);

- to receive information and have a say in licensing
control mechanisms in trading with and hand
selected commodities (e.g. military materials, ekpod
import of goods and technologies subject to intéonal
control regimes, nuclear and chemical materials);

- to receive information kept as part of tax and f
administration, social security, health insurancel
securities trading.

May 31, 2004

zec

with partner services in other EU members, inclgdin

ger

information on bank accounts, their owners, movemen

ing

ees

Ministry
of Interior
and intelligence
services
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Measure Timetable In charge
Incorporate analysis results, given in Task 4-8 imrew draff Pursuant to agenda Premier;
law amending Act No. 153/1994 Coll., on intelligenae Intelligence Activity together with

services of the Czech Republic and draft law orctirrol of

intelligence services of the Czech Republic.

As part of draft to ensure that powers of inteltige servic

Committee, Plan

of Legislative Work

of the Government
esof the Czech Republic

of the Czech Republic, including existing ones, stianket] and agenda on “Security

following prerequisites:

System Concept”
of the Czech Republic:

- precise delineation in terms of their purpose, daos

of their application and phenomena which they camge
the limited nature of the subsidiarity principle dan
maximum possible respect for human rights fand
elementary freedoms;
powers may be applied solely when facing a real|and
serious threat, danger in delay or when releyant
information cannot be acquired in any other walythed
legal powers of intelligence services of the CzZech
Republic will be subject to efficient control of the
legislative and judiciary branches and an independe

until September 30, 2004

authority.

The above steps must be coordinated with re

documents discussed by Intelligence Activity Comeeitt

lgvant

proposals contained in the document “Security Sys$te

Concept” of the Czech Republic and the current inteynal

developments.

First Deputy
Prime Minister
and Minister
of Interior

PROTECTION OF INFORMATION SYSTEMS

Measure

Timetable

In charge

As part of scheduled amendment of Act No. 365/2
Coll., on public administration information systearsl on
change of some other laws to propose legislatioter

00&c. 31, 2004

Ministry
of Informatics
in cooperation

which subjects performing activities included in CR’s with Ministry
national critical infrastructure will be obliged mmply of Interior
with prescribed standards for the operation ofrimfation
systems and under emergency situations to proeidecss|
and products so as not to weaken CR’s defence capabil
economic stability or security.
Submit to the Government of the Czech Republic. ppalddy end of May 2004 Ministry
for levels to safeguard information systems vital the of Informatics,
operation of CR’s critical infrastructure. Ministry
of Interior
Draft unequivocal standards for handling informafi@ec. 31, 2004 individual
designated by NATO as UNCLASSIFIED, or by the EU as Government
LIMITE to provide clear-cut framework for adminiators departments
of the individual systems in which they will be akio and other
operate. central
authorities
in their
jurisdiction
Resolve the issue of planned commissioning of dladdiCheck: Dec. 31, 2004 Ministry
communication (MZV-D-KR) between SM Brussels and of Foreign
Ministry of Foreign Affairs to facilitate operativéispatch Affairs

of EU documents up to category "Confidential”.
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Measure

| Timetable

In charge

Within newly proposed Electronic Communications Axc}

charge providers securing electronic communicat

According
doghe Government

networks or providing publicly accessible electorof the Czech Republic

communications services with the duty to store f@r
months operating data (telephone numbers, numii¢he
called party and the caller, eventually email adskes o

similar data identifying the communicating parthel

service used, date, time, duration of communicatiod

connection site), eventually provide such datharéquest

of bodies authorized thereto by special regulation.

Plan of Legislative Work

bfor 2004

Ministry
of Informatics

Ensure filing of operating data by subjects seaguribecember 31, 2004

electronic communications networks or providing Ipzip
accessible electronic communications services.

coordination:
Czech Tele-
communication
s Authority

CONTROL OF THE EXPORT AND IMPORT OF MILITARY ARMS, EQUIP MENT, GOODS

AND DUAL USE TECHNOLOGY

Measure Timetable In charge
Implement relevant legislative steps to andhoy end of 2004 Ministry
co-participation of Ministry of Interior in admirtiiaitive of Interior
proceedings on export and import of goods g@and in cooperation
technologies subject to international control reggnfAct with Ministry
No. 21/1997 Coll.). of Industry
and Trade

INCREASED SECURITY STANDARDS AT AIRPORTS AND ABOARD AN AIRCRAFT

Measure Timetable In charge
Submit to the Government draft Act No. 49/1997 Calh| in keeping with the Ministry
civil aviation Government of
of the Czech Republic Transportation
Plan of Legislative Work
for 2004
In legislative and organisational terms regulatsués June 30, 2004 Ministry
involving presence of armed and security guardsard of Interior
selected risk flights.
CIVIL DEFENCE, CRISIS MANAGEMENT AND THE INTEGRATED RESCUE SY STEM
Measure Timetable In charge
Through Regulation to Act on the Prevention of Sesidn keeping with content Ministry
Accidents Caused by Selected Dangerous Substande®fafict No. 353/1999 Coll. | of Industry
Preparations lay down extent of security measuceg f and Trade
physical protection of objects or facilities cldiesd in in cooperation
Group A or B. with Ministry
of Interior and
Ministry

of Environment

Set up working group composed of officials fromt&

dollowing conclusions

State Office

facilities, new recommendations of InternationaleAgy

materials and nuclear facilities and new requireséor
technical solutions of systems for physical pratectof

Office for Nuclear Safety, Ministry of Interior @uding| of working group for Nuclear
officials of Police of CR) and Security Informatioer8ice| of International Agency Safety
which - under the guidance of State Office for Nac| for Atomic Energy
Safety - will redefine models of basic threats teclear| on revision of Convention
facilities (including transport of nuclear matesigl on Physical Protection

of Nuclear Materials.
Amend Regulation No. 144/1997 Coll.,, on physidabllowing conclusions State Office
protection of nuclear materials and nuclear faesif of working group for Nuclear
prioritizing new models of basic security threatsticlear of International Agency Safety

for Atomic Energy

for Atomic Energy on physical protection of nuclean revision of Convention

on Physical Protection
of Nuclear Materials.

nuclear facilities.
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Measure Timetable In charge
Following Resolution of Civil Emergency Plannipgo be discussed: Ministry
Committee on November 25, 2003 to resolve specihlize of Interior,
issues on ascertainment, transfer and evaluatiolatafor| - by State Security General

nuclear, chemical, biological and radiological attan
during a state of threat or a state of war or wdwing with
emergency situations connected with terrorist ktado
draft relevant document resolving given problemsl

Council (by June 30,
2004);

by the Government of
the Czech Republic (by

Directorate

of Fire-Fighter
Rescue Corps
in conjunction

discuss it by State Security Council and the Goventrof Dec. 31, 2004). with State
the Czech Republic. Office for
Nuclear Safety
Ministry
of Health
MIGRATION, ASYLUM AND CUSTOMS
Measure Timetable In charge
Recruit additional specialists on asylum and migratiCheck: Ministry
issues to work in Ministry of Foreign Affairs andimibtry | December 31, 2004 of Foreign
of Interior. Affairs,
Ministry
of Interior
Ensure - by the date of CR’s accession to EU, pursaais of date of CR’s accessigrMinistry
EC Council Directive No. 2725/2000, on establishredtjtto EU of Interior
"Eurodac” system - comparability of database caritaj
fingerprints of asylum-seekers older than 14 yesmd
aliens older than 14 years detained by pertinethiogities
for illicit crossing of land, sea or air frontiecf a EU
member state from a third country and not returned.
Secure functioning of "Eurodac” system as a todl|fafter CR’s accession to EUMinistry
ascertaining identity of asylum-seekers and perspasmanently of Interior
detained for illicit crossing of EU external frosts or
borders between individual EU member states.
Finish harmonization of CR’s visa policy with thatlfl. | As of date of CR’s accessigrMinistry
After CR’s accession to EU to take into account osstof| to EU, then permanently | of Foreign
relevant EU authorities when concluding agreements Affairs,
facilitating visa contacts with some countries. Ministry
of Interior
Pursuant to Act No. 328/1999 Coll., on identitydsgrto] On an ongoing basis, Ministry
ensure greater protection of identity cards agduorgfing, | by December 31, 2008 of Interior
altering and abusing them in case of theft by @pty
identity cards without machine-readable data wdgntity
cards personified with machine-readable data.
Ensure better protection of driver’s licences. Ché&xcember 31, 2005| Ministry
of
Transportation
Make experimental scanning of biometric data. FStage] Check: March 31, 2005 Ministry
digital scanning of applicant’s likeness and digstzanning of Interior
of signature from application form (for passpoderitity in cooperation
card or driver's licence) directly where applicatiovas with Ministry
filed, i.e. in municipalities with extended powers. of
Transportation
Make experimental scanning of biometric data. Sd¢@heck: March 31, 2006 Ministry
stage: pursuant to EU recommendations to ensure of Interior
possibility of digital fingerprinting (eventuallyking othe in cooperation
recommended biometric data) of applicant for travel with Ministry
document (or identity card) so that applicationriguired of Foreign
document could be comprehensively processed in Affairs

municipalities with extended powers.
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Measure Timetable In charge
9 Pursuant to EU recommendations or other worldwidbeck: March 31, 2006 Ministry
requirements for visa-free travel to ensure chaniggs of Interior
relevant legislation followed by designing apprape in cooperation
documents to facilitate contactless biometric datcking. with
Ministry
of Foreign
Affairs
9 To ensure implementation of "Concept for integnatiaf | Pursuant to Resolution Ministry
aliens in CR’s territory” in 2003 and its furtfefthe Government of Labour
development in connection with CR’s accession to EU| of the Czech Republic and Social
on February 11, 2004 Affairs
No. 126 and other
subjects
pursuant
to Resolution
of The
Government
of the Czech
Republic
10 ENSURING OF THE SECURITY OF THE EMBASSIES OF THE CZECH REPUBLIC, THEIR
STAFF AND OTHERS CITIZENS OF THE CZECH REPUBLIC ABROAD
Measure [ Timetable In charge
1 To analyse security precautions at Czech diplonafiay 31, 2004 Ministry
missions against terrorist attacks and propose hi t of Foreign
Government of the Czech Republic appropriate measufes Affairs
raise security of diplomatic missions of the Czechudic
in case of a security threat.
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ABPSD PCR
(RSCPP PCR)
ACR

AFIS

ARSG

Art.

AWACS
BDC

BKA

CAA (UCL)
CDE

CEI (SEI)
CEP

CERN

CET (UKS)
CFSP
CFSPD MoFA
(OSZBP MZV)
CICP

CIs

CNB (CNB)
CoE

Coll.

CSA

CSC (KCP)
CZK
Declaration

EAPC
EC
ECAC
EC
EU
EUC
EVC
FADO
FATF
FAU

FBI
FFRC (HZS)
FINCEN
FMOFA (FMZV)

G-8

GCS (NGS)
GD FFRC CR
(GR HZSCR)
GDC (GRC)
GDP

GMT

GOEWDS
IAAE (MAAE)
IAC (VZC)
ICAO

IMF

IMO
INFCIRC
100

IRS (1ZS)

IS

ISAF

IT

JHA

LIST OF ABBREVIATIONS

Alien and Border Police Service Directorate of tindid® of the Czech Republic
(Reditelstvi sluzby cizinecké a pohrami policie PolicieCR)

Army of the Czech Republic (Armadaské republiky)

Automated Fingerprint Identification System

Afghanistan Reconstruction Steering Group

Article

Airborne Warning and Control System

Bomb Data Centre

Federal Crime Office (Bundeskriminalamt) /FeddRapublic of Germany/

Civil Aviation Authority (Urad pro civilni letectvi)

Conception - Development - Experiment

Central European Initiative {&tloevropska iniciativa)

Civil Emergency Planning (Civilni nouzové plandyan

European Council for Nuclear Research (Counsedfgene pour la Recherche Nucléaire)
Central Emergency Team (fésini krizovy $tab)

Common Foreign and Security Policy

Common Foreign and Security Policy Department of Ktiaistry of Foreign Affairs
(OddEleni spoléné zahrarini a bezpénostni politiky MZV)

Centre for International Crime Prevention /UN/

Aliens Information System (Cizinecky infortimd systém)

Czech National Bank(eska narodni banka)

Council of Europe

Collection

Czech Airlineseské aerolinie)

Czech Securities Commission (Komise pro cpapéy)

Czech Crown /the currency of the Czech Republic/

Common Euro-American Declaration on Cdimbarerrorism (September 20, 2001)
or Declaration on Combating Terrorism (European Cibukarch 25 — 26, 2004)
Euro-Atlantic Partnership Council

European Community — as a code in official doauirtides

European Civil Aviation Conference

European Community

European Union

End-User Certificate

Visa programme

False and Authentic Document Information 8gst

Financial Action Task Force

Financial Analytical Unit of the Ministry of Finaaq“Financial Intelligence Unit”)
(Finartné - analyticky utvar Ministerstva financi)

Federal Bureau of Investigation

Fire-Fighter Rescue Corps (Kské zachranné sbory)

Financial Crimes Enforcement Network of thedsury Department, USA
Federal Ministry of Foreign Affairs im the period of the Czecho-Slovak Federative
Republic/ (Federalni ministerstvo zahkamch w&ci)

Group of seven most developed countries imibieid + Russian Federation (Great-8)

General Chief of Staff (8&nik Generalniho Stabu)

General Directorate of the Fire-Fighter Rescue Cofpilke Czech Republic
(Generalnieditelstvi hagiskych zachrannych stio€eské republiky)

General Directorate of Customs (Gener#gditelstvi cel)

Gross Domestic Product

Multidisciplinary Group for the Internationalcfion Against Terrorism Campaign
(Groupe multidisciplinaire sur I‘action internatie contre le terrorisme)

Group of Experts on Warning and Detectiost&ys
International Agency for Atomic EnergiMezinarodni agentura pro atomovou energii)
Intelligence Activity Committee (Vybor pro zpravadkoug¢innost)

International Civil Aviation Organisation

International Monetary Fund

International Maritime Organisation

informative circular

Institute of Civil Defence (Institut ochranylatelstva)

Integrated Rescue System (Integrovanyrzécty system)

Information systems

International Security Assistance Force /Afigistan/
information technology

Justice and Home Affairs /European Commissionega Directorate/

65



Jic

KFOR

LCG (LRV)

MDI (VOZ)

MIS (VZSI)

MK (MoC)
ICCAS (MKBCL)

MoA (MZe)
MoD (MO)
MoE (MZP)
MoEd (MSMT)
MoF (MF)
MoFa (MZV)
MoH (Mzdr)
Mol (MV)
Mols (MI)
MolT (MPO)
MoJ (MS)
MoOLSA (MPSV)
MoRD (MMR)
MoT (MD)
MoTC (MDS)

MVP
NAA (NUV)

NAC

NAP

NATINADS
NATO

NBC

NCADP (NPOCL)

NCASTP (NPBVCL)

NGO

no.

NPS

NRMN (CRMS)
NSC (BRS)
NSIS

NSO (NBU)
OECD

OPM

OSCE

OSCPI (USKPV)

PAIS (ISVS)
par.

PCR (FER)
PHARE

PISO

PP CR (PER)
PWGT

RB OSN (UNSC)
Resolution

resp.
RF

RFA

RFE

RMS

RRU (URN)
SABP (SCPP)
SACLANT

Joint Intelligence Committee /United Kingdom/
Kosovo Forces
Legislative Council of the Government (Ldgts/ni rada viady)
Military Defensive Intelligence (Vojensk&branné zpravodajstvi)
Military Intelligence Service (Vojensk#pravodajska sluzba)
Ministry of Culture (Ministerstvo kultury)
Interministerial Commission for Civil Avieon Safety
(Meziresortni komise pro bezp®ost civilniho letectvi)
Ministry of Agriculture (Ministerstvo ze#uglstvi)
Ministry of Defence (Ministerstvo obrany)
Ministry of the Environment (Ministerstéivotniho progiedi)
Ministry of Education, Youth and SpdMinisterstvo Skolstvi, mladeze &dvychovy)
Ministry of Finance (Ministerstvo financi)
Ministry of Foreign Affairs (Ministerstv zahraninich \&ci)
Ministry of Health (Ministerstvo zdravoictvi)
Ministry of Interior (Ministerstvo vnitra)
Ministry of Informatics (Ministerstvo irdfrmatiky) /in existence from®1January 2003/
Ministry of Industry and Trade (Minis&&ro pfimyslu a obchodu)
Ministry of Justice (Ministerstvo spravedsti)
Ministry of Labour and Social Affaifdinisterstvo prace a socialnickoi)
Ministry for Regional Development (Minisgtvo pro mistni rozvoj)
Ministry of Transportation (Ministerstvaoghravy) /in existence from™January2003/
Ministry of Transportation and Communioais (Ministerstvo dopravy a sioj
/in existence until 31 December 2002/
Modernisation of the visa process (Modernizaizevého procesu)
National Armament Agency (Narodnfad vyzbrojovani)
North Atlantic Council
National Action Plan (to combat terrorism)
NATO Integrated Air Defence System
North Atlantic Treaty Organisation
Nuclear - Biological - Chemical, agents, weapets,
National Civil Aviation Defence Progrgiarodni program ochrany civilniho letectvi)
National Civil Aviation Safety TrairgnProgramme
(Narodni program bezpeostniho vycviku v civilnim letectvi)
Non-government organisation
number
NATO Precautionary System
National Radiation Monitoring Network (Cef@isi radigni a monitorovaci g
National Security Council (BeZpestni rada statu)
National Schengen Information System
National Security Office (Narodni beZpestni dad)
Organisation for Economic Co-Operation and Dywelent
Ministerial Operative Conference
Organisation for Security and Co-Operation irogel
Office of the Service of Criminal Peliand Investigation
(Utad Sluzby kriminalni policie a vy¥ewani)
Public Administration Information Syste (Inform&ni systémy viejné spravy)
paragraph
Police of the Czech Republic (Policleské republiky)
Poland and Hungary: Assistance for Economatrieturing
/key EU pre-accession programme for Central and Easipean countries/
Public Information Systems Officeifld pro véejné informani systémy)
fin existence until ¥ December 2002/
Police Presidium of the Czech Republic (PolicpjezidiumCeské republiky)
Police Working Group on Terrorism
United Nations Security Council
Resolution and Action Plan of the Extrawr Session of the European Council
(21 September 2001)
respectively
Radio Freedom
Radio Free Afghanistan
Radio Free Europe
Radiation and Monitoring Network
Rapid Response Unit (Utvar rychlého nasazeni)
Service of the Alien and Border Polical$ cizinecké a pohramii policie)
Supreme Allied Atlantic Command
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SAPARD

SAR Team
SCPPC

SIS

SIS (BIS)
SITCEN
SOFA

SONS (SUJB)
SSHR

Tu

UDC SEC SCPI
(UOK ZHTC SKPV)

UDOC SCPI
(UO0Z SKPV)
UN

UN OCHA
UN ODC
UN ODCCP
UNCSD
UNDCP
UNHCR
UNICEF
UPU

USA

usD

FRIO (UZSI)
WEU

WMD

Special Pre-accession Programme for Agrceland Rural Development

/EU pre-accession programme for Central and Easifgean countries/

Search and Rescue Team

Senior Civil Defence Planning Council

Schengen Information System

Security Information Service (Bezpestni informani sluzba)

Situation Centre (linking EU, NATO and WEU oties)

Status of Forces Agreement

State Office for Nuclear Safety (Stétad pro jadernou bez{eost)

State Material Reserve Administration (St&pméva hmotnych rezerv)

Tupolev

Unit for the Detention of Corruption and Serious B@mmic Crime of the Service
of Criminal Police and Investigation

(Utvar pro odhalovani korupce a zavazné hostsbaatrestné&innosti Sluzby kriminalni
policie a vySdvani)

Unit for the Detention of Organised Crime of thev&a of Criminal Police and Investigation
(Utvar pro odhalovani organizovanéhodhm Sluzby kriminalni policie a vySetvani)
United Nations

United Nations Office for the Coordinatiohtbumanitarian Affairs

United Nations Office of Drugs and Crime

United Nations Office of Drug Control and Geifrevention

United Nations Common Supply Database

United Nations Drug Control Programme

United Nations High Commissioner for Refugees

United Nations Children‘s Fund

Universal Postal Union

United States of America

United States Dollar

Foreign Relations and Information Offitéfad pro zahraghi styky a informace)
Western European Union
Weapons of mass destruction
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NATIONAL ACTION PLAN TO COMBAT TERRORISM:
FREQUENTLY ASKED QUESTIONS

WHAT IS THE NATIONAL ACTION PLAN TO COMBAT TERRORISM?

The National Action Plan is a key public accessuioent that sets forth the basic tasks the Czechiiepu
must fulfil to increase the nation’s readinessetgpond to a possible terrorist attack againshiesésts both at home and
abroad.

At the same time, the document is also a cledad#®mn of the nation’s ability to meet its obligms ensuing
from membership in the North Atlantic Treaty Orgaation, its efforts to become a member of the BesmopJnion and
its participation in most international organisatidhat form the mainstays of world order at thgim@ing of the 21
century.

IS NAP A ONE OF DOCUMENTS WITH LIMITED DURATION?

The National Action Plan to Combat Terrorism (heagier “NAP”) not only reflects developments in the
current situation in this country and around theledut is also a basic programme document tleaGibvernment of the
Czech Republic will update as of 31 December ealgndar year in response to developments in the ifbombating
terrorism and adopted internal political measures.

IS THIS A SPECIFIC DOMESTIC MATTER OR ARE SIMILAR DOCUMENTS BEI NG CREATED
ELSEWHERE IN THE WORLD?

NAP was modelled on the "The Resolution and ActidenPof the Extraordinary Session of the European
Council”, published on ZiSeptember 2001 in Brussels. The wording of thisidwmnt followed on from “The Common
Euro-American Ministerial Declaration on Combatingribrism”, also adopted in Brussels o' Beptember 2001.

These documents were the result of a series ofimgseand consultations between Ministers of Interio
Defence, Transportation, Foreign Affairs, Finanoe ather ministries of EU member countries (pluseotcountries,
including the USA), which took place in the firseak following the tragic events in the USA. At ga@me time this was
also an acceleration of the implementation of thectusions accepted at the European Council meigtingmpere (18
— 16" October 1999).

The accepted documents contain a series of speeffommendations for EU member and candidate deant

The European Community had never issued such dadantefore. For example, the military question
(including intelligence services) had always —amtglue to the membership of four neutral counirighe Union — been
considered to be in the competency of the Nortlamit Treaty Organisation. Now however, even AastB8weden,
Finland and Ireland indicated they were willingcmoperate in this area, although they reservedighe to choose the
concrete form their assistance would take. Theifiigmce for the United States however, hit by téreorist attack, was
that it no longer had to conduct bilateral negaiie with individual European countries, but thaeteived unequivocal
support from all EU countries as a whole. At theedime Ministries of Defence of the EU memberestdand in Europe
in general) also received a clear mandate to iif{etieir work.

The whole anti-terrorist campaign is seen as a-teng, complex operation, highly demanding on fires)
personnel and in other aspects. The campaign afilbnly include security and military measures, &lgb political and
economic ones that should lead to a reductionenrigk of a future terrorist attack against (nolydfEuro-American
targets.

These theses were further elaborated in the seec&Road Map” of the European Council of"@ctober
2001, which included a series of specific recommagéinds. This document became the model on whichedbbh and
candidate countries (e. g. Hungary) based theioragians.

Yet it has to be emphasised that not all EU coesthiave created their own action plans, and mawg ha
contented themselves with simply implementing thiéective EU Action Plan.

Nor are these European documents the only antiftstraction plans in the world. The Commonwealth of
Independent States has had an anti-terrorist aptemm since 2000; The Action Plan to Combat Cybésrigg¢rrorism
(USA) also has a long tradition and so on.

As well as these, many international organisatass have periodically renewed or newly createtagilans
post 11" September 2001 (The Euro-Atlantic Partnership Cibufice Organisation for Security and Co-Operation i
Europe, etc). Their form and sophistication howeliffer significantly.

WHY WAS NAP CREATED?

The Czech Republic committed itself to creating attigh Plan by accepting the final Declaration of th
European Conference onMctober 2001. An important aspect for the CzechuRlpwas the fact that current EU
members explicitly stated that the content of thdssuments had to be put into practice in closgemation with EU
candidate and other European countries (TurkeysEhtotal of 28 countries, including current EUnmbers, declared
they saw the legislative outcomes arising in thistext as being mandatory for them too to a greatlasser degree. This
cooperation not only lies in the mutual exchangmfafrmation between member and candidate countrigsalso in the
EU expectation that candidate countries would imyglet certain steps adopted within the EU into tlegjal systems as
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soon as possible.

At the same time it should be emphasised thatCtech Republic (and other countries which are not EU
members yet) does not have to implement all cuaadtfuture legal norms in full or by the deadlises for European
Union members. At the present time it is vital fbe Czech Republic to express its unequivocal paliscipport for
Euro-American coalition activities. In the longrtehowever, the Czech Republic will have to acceptrza output
adopted by EU members if it does not want to cocapdi its entry into the EU or discredit itself asumtrustworthy
partner.

As for the documents adopted following the attaokgladrid on March 11, 2003, mention should be enafi
the Declaration on Combating Terrorism, approvetheyEuropean Council on March 26, 2004, whose anoesists an
updated Action Plan of the European Council.

WHAT WAS THE NAP WORK SCHEDULE LIKE?

Analytical work commenced at the Ministry of Intarimmediately after 11 September 2001 by mapping
measures that had been implemented as part ofithent anti-terrorist campaign both at home andadbr

On 28" September 2001, National Security Council Decree298/D charged the Minister of Interior with the
task of evaluating the “Common Euro-American MinigteDeclaration on Combating Terrorism” (hereieafthe
“Declaration”), which was accepted in Brussels off 8@ptember 2001. At the same time it also provegssary to
evaluate the “Resolution and Action Plan of the &ottdinary Session of the European Council” (herégmathe
“Resolution”) of 2£' September 2001, which is a practical and conseeification of the above “Declaration”.

At the Central Crisis Staff Meeting on'2Beptember 2001, the Minister undertook to cartyttoe analysis of
the aforementioned “Declaration” and “Resolution”thg next Central Crisis Staff meeting dh Gctober 2001. This
task was carried out (the result was the unpuldisfecument’Analysis of the Consequences of the "Common
Euro-American Ministerial Declaration on Combating Terrorism” of 20 ™ September 2001 and the "Resolution
and Action Plan of the Extraordinary Session of theEuropean Council” of 21%* September 2001 for the Czech
Republic”).

In the second phase, the Ministry of Interior el a similar analysis in cooperation with othéristries. By
the end of 2001 this basic data was incorporateddrdocument entitletEvaluation of the readiness of the Czech
Republic to fulfil tasks ensuing from the "Common Euo-American Ministerial Declaration on Combating
Terrorism” of 20" September 2001 and the "Resolution and Action Planf the Extraordinary Session of the
European Council” of 21° September 2001(hereinafter the "Evaluation”).

Another document dealing with the issue of conmggititernational terrorism was the Czech Republi@pdrt
on the Fulfilment of Its Obligations Arising fromNJSecurity Council Resolution No. 1373 (2001) on bating
international terrorism, which was based on GoveminResolution No. 1045 of #00ctober 2001. The Ministry of
Interior played a major role in the preparatiortto$§ document and became the co-presenter of therR&he Report
was presented to the UN Security Council.

In view of developments in events, the evaluatioocpss to map the Czech Republic’s readiness to domba
terrorism grew into a decision to create a docurtteait would clearly set forth required objectivpaths to achieving
these objectives, those responsible for these mesand their dates of implementation.

In Decree No. 1364 of f9December 2001, the Government charged the Minstdnterior with the
preparation and submission of tiational Action Plan to Combat Terrorism” by the end of March 2002. The above
“Evaluation” formed the direct basis for the sturet of this document and was incorporated into NARIII.

NAP was subsequently circulated in intra-ministiesind inter-ministerial comment proceedings asiddintent
was consulted with numerous experts and continugltiated in response to developments around thie wor

The Government of the Czech Republic approved NAR®M April 2002 in Decree No. 385 and charged the
Minister of Interior with updating NAP every yeas af 3F' December.

The first NAP evaluation process therefore relate8T' December 2002. The result of this process is the
document “National Action Plan to Combat Terrori€darrent Wording for 2003/”, which was approved byw&mment
Decree No. 361 of #%April 2003.

The second NAP evaluation process therefore relatés 31 December 2003. The result of this process is
the document “National Action Plan to Combat Terrorism /Current Wording for 2004/”, which was approvedby
Government Decree No. 479 of 1'9May 2004

WHY DID NAP TAKE SO LONG TO COMPLETE?

During NAP preparation, evaluation and updating,wids necessary to thoroughly analyse pertinent
international documents and legislative regulatigmecess large amounts of background material fiomide range of
fields, discuss numerous multidisciplinary measuategter-ministerial level, determine deadlined agsponsibility for
individual measures, the manner of financing tteeasures and solve any eventual conflicts. Atdhgestime, NAP was
continually updated in response to internationainés. The result was thus a complex document, tawyarnumber of
fields, related to the fight against terrorism.

WHAT IS THE TIME FRAME OF TASKS SET BY NAP?
No task exceeds a time frame of six years. This frame will be maintained during annual updating.

WHAT BACKGROUND MATERIAL WAS NAP BASED ON?
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The above EU documents can be considered asthmlf background material for NAP. However from a
content perspective, background material was basedl series of analyses and conceptual documespsined by the
Ministry of Interior, other ministries, intelligercservices, etc.

When preparing NAP, measures adopted abroadatiarlto the fight against terrorism were also rtameid,
especially in the areas of:

- security — military and police (control of perscend vehicles, security of key buildings);

- legislative (legal treatment of the whole agenda)

- operative (the possibility of using wire tappiagd similar measures to monitor suspicious persons)

- border control and immigration policy measures;

- measures aimed at preventing the financing obtism;

- organisational procedures — orders and facititatf cooperation between intelligence services)istiies of
Interior and Ministries of Defence and other minést, involved in security issues on a nationatleas well as
on an international scope;

- checks of employees (especially airport persgnnel

- civil defence and health care measures (seculidters, food and water in the event of a crisighrax
medication;

- solving financial coverage in the event of a kieg situation (additional wage and investment gasisurance
industry).

WHO IS THE AUTHOR OF THE NAP DOCUMENT?

The Security Policy Department of the Ministry afdrior is the coordinator of all activities reldt® NAP
preparation, evaluation and annual updating. Thaisity of Foreign Affairs is co-coordinator of tdecument and the
author of the Preamble of the document. The Mipistrinterior would like to take this opportunity thank all Ministry
of Foreign Affairs employees involved in the pregiamn of the document for their helpful, responsihd conscientious
cooperation with the Ministry of Interior. We wouddiso like to thank Ministry of Foreign Affairs, Fee of the Czech
Republic and many other experts from the other idd&l ministries for their help in processing backghd material and
their expert consultation on individual measures.

HOW DOES NAP COMPARE TO SIMILAR FOREIGN DOCUMENTS?

The chosen scope and intensity of measures adbgtether individual countries — if they createdaantion
plan to combat terrorism at all — was based onrabau of factors (their size, population, geo-sgatdocation, risk
assessment, their involvement in retaliatory messuetc.).

Some action plans were conceived very generallynao@ than action plans were more a summary abngsi
The generality of the EU Council "Road Map” is lasgelue to the supranational position of the EU iricltht must
coordinate the interests of all member countriesdmparison to other anti-terrorist action plahs,NAP of the Czech
Republic appears to be the most complex documérdve been created in this area to date.

WOULD IT BE FAIR TO SAY THAT NAP WOULD NOT HAVE BEEN CREATED WITHOUT
INTERNATIONAL PRESSURE?

The Ministry of Foreign Affairs began work on sdatenceptual material related to the issue of tesmo as
early as the year 2000. This document was entifled Study of the Preparedness of the Czech Republio Solve the
Threat of Terrorist Attack.”

Developments in events after™L.$eptember 2001 significantly accelerated and sified work in this area.
The current situation however required a re-evadonatf certain hitherto planned steps and theiselooordinated with
steps being undertaken elsewhere in the world,césdfye European Union countries. This material veage of the
foundations for the creation of NAP.

Material similar to NAP would undoubtedly haveldteen created without the events of"eptember 2001,
but it would have taken place at a much slower pideeould have been structured differently, hadiféerent title and
would probably not have been accessible to theiuhlthe long-term, the Czech Republic would nothbeen able to
do without such a document. The scope and degifA&fas an open document in the area of combatmgrien has no
precedent in the Czech Republic.
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IS THERE A DANGER THAT NAP COULD BE MISUSED AS AN INSTRUMENT
TO REPRESS HUMAN RIGHTS AND FREEDOMS?

It is a sad fact that some countries and internatiorganisations have used the current constailati events
to solve their limited interests and have attempbeexploit it to at least “gain their own capitdf some degree. The
Czech Republic cannot be considered as a countrwthdd use the current wave of anti-terrorist nueas to implement
draconic measures against the personal freedoitsaifizens. NAP itself underwent a series of cantproceedings,
which among other things ensured its legislativengatibility with commitments in the area of humaghts and
freedoms by which the Czech Republic is bound.

We are aware of the need for a balanced approadertain sensitive issues. Despite thorough securit
measures, absolute security is an impossibility.

We understand that in striving for perfect seguitits very easy to set off along the dangeroasirm a police
state. That would be the end of normal life for oitizens. And by restricting our normal life we wd be ultimately
handing victory to the terrorists.

The effort to maintain “normal life” for our socigteven in these trying times where the risk ofakst attack
cannot be underestimated, is a challenge for tlierdommunity of democratic countries. For trulymieratic countries
freedom and security must go hand in hand.

AREN'T THESE STEPS COMPLETELY UNNECESSARY GIVEN THAT THE CZECH REPUBLIC DO ES
NOT FACE ANY THREAT FROM INTERNATIONAL TERRORISM?

It would be a mistake to believe that the CzechuRéep is the centre of the world and that it is teeget of
every terrorist group, just as it would be to bediehat we can avoid all danger in this respece Thech Republic is
currently involved in the anti-terrorist campaigrnstich an extent (deployment of medical staff andiers in the Middle
East, holding the NATO summit in 2002, etc) that tisk cannot be minimised.

Even before the attacks against the USA, new caadepso called crisis management had alreadyrbeghe
formulated in the Czech Republic and surrounding tr@s This involves planning measures againsiouartypes of
security risks that threaten modern society, indgderrorism. The attack against the World Tradat@edemonstrated
that those who tfﬁlt that any attempt to investrigi€ management was a waste of money, or eveefig;stvere wrong.
The events of 11 September 2001 contributed to arguments emphgdisinneed for this - relatively new - system.
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