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Comparison of the Security Research Priorities of the Individual EU Initiatives
	ESRAB
(September 2006)
	Seventh Framework Programme of the EC for research, technological development and demonstration activities
(2007 – 2013)
	ESRIF
(December 2007)

	1. Protection against terrorism and organised crime 
	1. Security of Citizens
	1. Security of Citizens

	
	· Technology solutions for civil protection
	· Terrorism and organised crime

	
	· Bio-security
	· Protection of “soft” targets

	
	· Protection against risks arising from crime and terrorist attacks
	· Urban security (combating phenomena of social pathology in cities)

	
	
	· Civil protection

	
	
	· Public health security

	
	
	· Cyber crime, online investigation

	
	
	· Public-private trusted information exchange models

	
	
	· Financial threats (e.g. currency and/or stock value manipulations)

	
	
	· Non-proliferation of Weapons of Mass Destruction (WMD) and small arms and light weapons (SALW)   

	2. Border security
	2. Security of infrastructures and utilities
	2. Security of critical infrastructure

	· Migration
	· Transport
	· Energy infrastructures and supplies (including gas and water supply)

	· Trafficking of drugs, weapons and illicit substances
	· Energy
	· Nuclear fuel-cycle industry (radiological hazard)

	
	· ICT
	· Information, communication technologies, ICT infrastructure

	
	· Financial and administrative services
	· Water

	
	
	· Provision of food and safeguarding food safety and security

	
	
	· Health

	
	
	· Financial infrastructure

	
	
	· Transport

	
	
	· Chemical industry

	
	
	· Space

	
	
	· Research facilities

	
	
	· Agriculture related infrastructures

	
	
	· Automatic identification of suspicious behaviour in critical infrastructures

	
	
	· Specific industrial matters

	
	
	· Public stimuli for private sector (e.g. protection of ICT infrastructure)

	
	
	· Integration of organisation owners/suppliers (administrators) of critical infrastructure

	
	
	· Electro-magnetic pulse protection

	
	
	· Protection of small but decisive facilities against intentional destruction

	
	
	· Connections among various infrastructures

	3. Critical infrastructure protection
	3. Intelligent surveillance and border security
	3. Border security

	
	
	· Coastal (maritime) surveillance, especially concerning small craft

	
	
	· Improved sensors for maritime and land surveillance, as well as for scanning goods

	
	
	· Interoperability of border control technical systems and organisations

	
	
	· Detection of anomalies in traffic and passenger flows

	4. Restoring security in case of crisis
	4. Restoring security and safety in case of crisis
	4. Crisis management


	· Terrorism and crime
	
	· Risk management and crisis management

	· Natural disasters
	
	· EU external crisis management

	· Major industrial accidents / technological disasters
	
	· Integrated early warning system for preparedness, prevention, response and recovery

	
	
	· Emergency response

	
	
	· Communication with the public

	
	
	· Civil-military co-operation and civil-military emergency planning

	
	
	· Intervention training

	5. Integration, connectivity and interoperability
	5. Security system integration, interconnectivity and interoperability
	5. Foresight and scenarios

	
	· Intelligence and information gathering for civil security
	· Scenario development methodology for different options of the future

	
	· Respecting confidentiality while maintaining transaction traceability
	· Assessment of the scenarios and drafting of required technology capabilities

	6. Capabilities and technologies

	6. Security and society
	6. CBRNE

	
	· Adoption of security solutions, socio-economic, political and cultural dimensions of security, ethics and values, social environment and perception of security
	· Technologies and methods to detect chemical, biological and radiological and nuclear substances and explosives


	7. Demonstration programmes
	7. Security research coordination and structuring
	7. Situation readiness (awareness)

	
	· Coordination of European and international security research efforts between civil, security and defence research
	· Present and needed sensors, based on ground, air and space


	
	
	· Secure and reliable communication methods among law enforcement and security actors

	
	
	· New rules and new technologies to foster information sharing – identification of the adequate information sharing methods

	
	
	· International co-operation framework regarding fusion of data sources

	
	
	· Intelligence surveillance

	8. Security and society
	
	8. Identification of people and assets

	· Citizens and security
	
	· Identification and authentication technologies, mostly related to forensics and physical access

	· Understanding organisational structures and cultures of public users
	
	· Interoperability

	· Foresight, scenarios and security as an evolving concept
	
	· Trust (-ability)/ Confidence

	· Security economics 
	
	· Pseudonimity

	· Ethics and Justice
	
	· Biometrics for identification

	
	
	· Anonymity and conditional revocation of anonymity

	
	
	· Awareness  

	
	
	9. Innovation

	
	
	· European Security Industry and Technological Base (ESTIB), able to provide all critical technologies and the European Security Equipment Market (ESEM) incl. supply chain integration and SMEs

	
	
	· Security technology market enablement

	
	
	· Supply chain management

	
	
	· Standards

	
	
	· Certification

	
	
	· Capacity related legal issues and regulations

	
	
	· Converged innovation issues

	
	
	· Take up of research results


	
	
	10. Governance and coordination

	
	
	· Coordination of the security research strategy and implementation between the EU and Member States and the relevant institutions and organisations such as ESA, EDA, NATO

	
	
	11. Human and Societal Dynamics of Security

	
	
	· Identity theft or spoofing

	
	
	· Virtual fake identity of persons or organisations

	
	
	· Protection of the security of virtual communities

	
	
	· Security sector governance / transformation to integrated security sector

	
	
	· Privacy and data protection

	
	
	· Security vs. civil liberties

	
	
	· Human and social network security
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