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Annex 6

SWOT Analysis

The SWOT analysis of the existing situation in security research in the Czech Republic is based on the recognition of the potential natural and man-made threats which the Czech Republic may have to face. The following crisis situations may occur in the Czech Republic: 

· Long-term inversion;
· Major floods;
· Other major natural disasters such as large-scale forest fires, snow storms, wind storms, landslides, earthquakes, etc.;
· Epidemics – widespread diseases affecting the human population (including public-health and other regimes);
· Epiphytic – widespread diseases affecting crops (including public-health and other regimes);
· Epizootic – widespread diseases affecting animal populations (including public-health and other regimes);
· Radiation accidents; 

· Major accidents caused by hazardous chemicals and chemical preparations;
· Other technological disasters – fires, explosions, destructions of above-ground and underground structures, mining of strategic minerals;
· Disruption of dams of important water reservoirs and schemes with consequent special floods;
· Pollution of water, air and environment by major accidents;
· Major disruption of the state's financial and foreign-exchange economy;
· Major disruption of the supply of strategic raw-material, crude oil and petroleum products; 
· Major disruption of energy, gas or heat supply;
· Major disruption of food supply;
· Major disruption of drinking water supply;
· Major disruption of the supply of medicinal products and medical devices;
· Major disruption of the transport system operability;
· Major disruption of the public telecommunications systems operability;
· Major disruption of the public information systems operability;
· Major migration waves;
· Mass health emergencies besides epidemics – management of consequences including public-health and other regimes;
· Major disruption of the rule of law.
It must be stressed that not all of the threats indicated above are of equally topical for the Czech Republic. However, their topicality may and undoubtedly will grow with increasing globalisation. The security challenges that we will need to fact will continue to grow in complexity, and our ability to tackle them will be significantly influenced by sophistication of the approach in using the capabilities and opportunities provided by Czech security research.
The following facts may be considered as the weaknesses of the current situation in security research in the Czech Republic:
· The authorities responsible for national and public do not receive support through accurate and objective analyses of the individual relevant areas of competence and information about the possibilities of utilising the products of scientific research and the limitations of such products (it is a consequence of a pro-innovative system and the resulting ineffective management of information and of means in security research intended for information collection, maintenance and distribution; the orientation of these means on obtaining the funding for their existence interferes with their initiative in assuming responsibility for the correct focus and execution of tasks and their practical use for national security at the highest professional level and with maximum foresight);
· The place and role of security research is not fully recognised in the national research, development and innovation system; 

· The Security Strategy of the Czech Republic does not specify a strategy for research and development in the field of security;
· Absence of a suitable system fostering science and technology, research and development, education, efficient, effective and quick acquisition of knowledge, transfer and practical application of knowledge and modern material and non-material technologies;
· Absence of a conceptual model of national security;
· Security research has never received proper attention from the top management of bodies responsible for national and public security;
· The differences in the opinions regarding the place and role of security research within the security system of the Czech Republic complicate coordination and clear focus of its activities;
· No security research principles or models have been formulated (e.g. in the form of an integrated system for research, development, testing, evaluation and acquisition);
· In addition to the previous financial undervaluation of security research and neglect of long-term policies, organisational fragmentation and the related lack of experienced professionals in the individual field of security research in the Czech Republic are another apparent setback;
· Security research efficiency cannot be achieved through the existing closed organisational systems which are oriented towards the priorities of powers, formal precedence, fictive savings, and maintenance of the status quo in policies and plans;
· Logically, the authorities co-responsible for national and public security prefer their main tasks, which, given the insufficient funding from the national budget, often occurs at the expense of research and development in general and, specifically, at the expense of security research;
· No desirable conditions have been established for the co-operation with research-oriented NATO and EU bodies and organisations;
· Underdeveloped infrastructure of security research, in particular in terms of the information and telecommunications infrastructure;
· No administrative documents and regulations for the management, planning and control of the entire scope of security research, i.e. from the drafting of policies and strategies in this area to the registration, classification, statistics, accounting, valuation and filing methods considering the specifics of the field;
· Absence of theoretical foundations of security science;
· Inadequate solution of the common contradiction between the requirements for increased security of the citizens on the one hand and those for the protection of privacy and freedoms on the other hand.
The strengths include Government Resolutions No. 661 of 1 June 2005 and No. 1192 of 18 October 2006 which adopted the “Long-Term Research Guidelines", in which security research was included as one of seven basic guidelines, the set-up of an expert working group of the Committee on Civil Emergency Planning to coordinate security research in the Czech Republic as the body dealing with all the dimensions of security research and providing in the field expert advice to the Research and Development Council of the Czech Republic, and the developing co-operation with universities, the Czech Academy of Sciences and the commercial undertakings involved, and mainly support from the relevant bodies of public administration.
The gradual elimination of the weaknesses and drawing on the strengths of security research in the Czech Republic creates the following opportunities:
· Elimination of a simplified understanding of the security of a modern society;
· Integration of security management aspects in decision-making processes in all public administration authorities;
· Creation of a participative model of vulnerability assessment as part of the security management system;
· Development of an integrated approach to national security (to eliminate departmental fragmentation);
· Creation of models for the dynamic management of critical infrastructure assets;
· Private-public co-operation;
· Development of international co-operation, in particular, involvement under FP7;
· Elimination of the risk of limited compatibility with the security systems in EU      and NATO countries;
· Preparation of new coordinated R&D programmes as part of a coherent security research system;
· Elimination of deficiencies in the preparation and implementation of security research projects and plans;
· Attainment of flexibility in monitoring new research trends and programmes.
The results of the analysis of the strengths, weaknesses, threats and opportunities of security research in the Czech Republic accentuate the necessity of designing research and development in the given field with a fair degree of foresight, in spite of the complex and rather unpredictable environment of the modern world.
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