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4. Foresight and Scenarios


Scenario development methodology for different options in the future


Assessment of scenarios and drafting of required technology capabilities








5. Situation Readiness (Awareness)


New rules and new technologies to foster information sharing - identification of the adequate information sharing methods





International co-operation framework regarding fusion of data sources





Intelligence surveillance





Secure and reliable communication methods among law enforcement and security actors








6. Identification of People and Assets


Identification and authentication technologies, mostly related to forensics and physical access


Modern education and training methods


Modern information security methods


Biometric identification








7. Innovation


Standards


Certification


Legislative and legal problems and their control








1. Security of Citizens


Terrorism, organised crime and other forms of serious crime threatening national security


Civil protection


Security of cities and municipalities in the event of natural disasters and industrial accidents, including the security of underground structures


Protection of the citizens against crime, anti-social behaviour and phenomena of social pathology


Cyber crime, online investigation


Non-proliferation of Weapons of Mass Destruction (WMD) and small arms and light weapons (SALW)


Technologies and methods to detect chemical, biological and radiological substances, nuclear materials, and explosives


Socio-economic and ethical areas of security


Detection of anomalies in traffic and flows of passengers, and subsequent measures


Environmental security 








2. Critical Infrastructure Security  – Main Priorities


Energy – electricity, gas, heat, nuclear energy, crude oil and petroleum products, mining and quarrying


Water management - drinking and non-drinking water supply, safeguarding and management of the volume of surface waters, underground water sources, waste water system


Food industry and agriculture – food production and care, agricultural production


Health care - prehospital emergency care, hospital care, public health protection, manufacture, storage and distribution of medicinal products and medical devices


Transport - by road, rail, air, inland waterways


Communication and information systems - services of fixed telecommunications networks and mobile telecommunications networks, radio communication and navigation, satellite communication, television and radio broadcasting, internet and data services access, postal and courier services


Banking and finance sector - public funds management, banking, insurance industry, capital markets


Emergency services – Integrated Rescue System (Czech Fire and Rescue Service, Czech Police Force, Czech Army, Mine Rescue Service…), radiation monitoring and recommendations of protective measures, alert and early warning services


Public administration - social protection and employment, diplomacy, administration of justice and the prison system, public administration and local government


Critical Infrastructure Security – Additional Priorities


Automatic identification of suspicious behaviour in critical infrastructures


Protection of research organisations


Chemical, nuclear and mining industries


Specific industrial matters


Connections among various infrastructures


Space








3. Crisis Management


Risk and crisis management





Early warning





Communication with the public





Preparedness, prevention, response and restoration





Civil-military co-operation and civil emergency planning





Modern intervention training methods





EU external crisis management





8.	Coordination of the Security Research Strategy and Implementation between the EU and Its Member States and the Relevant Institutions and Organisations of the EU and NATO 











