Citrix Workspace - platforma pro
efektivni a bezpecnou praci
zamestnancu

Leden 2021

CIfrix
v—'

.
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Citrix Workspace
- platforma sjednocuje pfistup pracovnika k ruznym zdrojum
- zjednodusuje a sjednocuje spravu a bezpecnost
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4 scenare s Workspace prinasejici vysokou hodnotu
zaméstnancum =~ ©
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Sjednoceni prace Zjednoduseni prace Zabezpeceni prace

Jeden pfristup ke vSemu, co Zvyseni productivity diky vysSsSimu Redukce rizik s "ZERO TRUST”
pracovnik pro praci potrebuje uzivatelskému komfortu pristupem

-

Optimalizace vykonu aplikaci



Scénar 1.
Workspace

* Pristup ke vSem zdrojum na jednom
miste
* Firemni zarizeni
« Ruazny OS
* Mobilni zarizeni
« SSO pro aplikace
« Zabezpeceny pristup a provoz
« Kontextualni rizeni pristupu

« Soucasni VAD/CVAD uzivatelé

« Trade-Up -> Workspace Premium Plus Edition
* Rozsifeni -> VSechny edice kombinované s
VAD/CVAD, dle potreby
* Novi uzivatelé -> VSechny edice dle potreby

Sjednoceni prace



Citrix Workspace — Sjednoceni prace
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Scénar 2.
“ZERO-TRUST"” bezpecnost
pristupu Kk firemnim zdrojum

« Sendbox pro béh aplikaci

« Sjednocena bezpecnost pro
vsechny typy aplikaci

« CVA/CVAD
e SaaS
e \Web Based

« Kontextualni bezpecnost
» Misto, uzivatel, Cas, zafizeni
« Pfistup k zdrojum koncového

zarizeni

« Zpusob autentikace

« Centralizovana sprava a

management
« Bezpecnostni analytika

. BEZPECNOST



Komplexni zabezpeceni s Zero Trust SSO pristupem

Eliminuje sila & zjednodusSuje praci ¢ Unified Management

Secure Internet

Vidi a blokuje hrozby Access

Maximalizace

Secure Zero Trust Network Access p y
| Workspace
Access* Remote Browser Isolation

Minimalizace
Aktivni vyuzivani kontextové bezpecnosti 4 Analytics L. k
rZl

Application Awareness

Spravny pfistup ke spravnym aplikacim

Optimalnivykon a bezpec¢nost pro aplikace 4 Cloud Direct Service

WAN Optimization
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Scénar 3.
Analytika

« Soucasni VAD/CVAD
uzivatelé

* Novi uzivatelé Workspace

* Analytika pro bezpecCnost

* Analytika pro lepsi vykonnost
a uzivatelskou privetivost

|

kohtrolou



BezpecCnostni analytika zalozena na chovani uzivatele

10

Detekuje a eleiminuje hrozby
zpusobené ovérenymi internimi
uzivateli

Jednoduse identifikuje vysoce
rizikové uzivatele na zaklade
jejich chovani

Aplikuje akce eliminujici hrozby

© 2021 Citrix | Confidential
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Citrix Analytika pro lepsi vykonnost

11

Co prinasi

Klicové uzivatelské scénare

Uzivatelsky orientovana analytika vyhodnocujici
uzivatelsky comfort a odezvu

Pfipojeni k on-premise i Cloud pfinasejici sjednoceny
pohled na vykonnost systému

Kvantifikuje uZivatelsky komfort a rychlost odezvy

Identifikuje uZivatele a aplikace s nedostate¢nym
vykonem

End-to-end viditelnost — Integruje Sitové & Aplikacni
(Workspace) vstupy

Agreguje vstupy z vice mist, sjednocuje reporting

Nastroje pro rychlou identifikaci problému a uzkych mist

© 2021 Citrix | Confidential
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Scenar 4.
CVAD (CVA) on-premise versus
CVAD (CVA) Service

« Soucasni CVAD/CVA
zakaznici — TTU scénar

* Novi CVAD/VAD zakaznici

* Plna podpora hybridniho
multi-cloudoveho prostredi

« Nativni podpora - konektory
 Azure
* Google Cloud
« AWS
e Ostatni

 Podpora Azure WVD
* Hybridni prava

I
¥
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Z On-premis
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Priklad
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Rozbor naklad

Prinosy

Naklady

On-premise
Citrix prostredi

Citrix licenses
$37500

Operations
$114000

Infrastructure
$22,000

Data center
$21°000

Other
$17,000

Citrix Cloud

New
services

& capabilities Faze 3: Strategie a vize

End User
Productivity

Security &
Risk mitigation

Backup and Disaster

Recovery — Faze 2: Optimalizace

Sustainability

Public Cloud
Workloads

Gateway Service
$4‘000 - $ 10°000

Citrix
subscription

000 Faze 1: Citrix Cloud transition;

Operations — USetfeni nakladu
$72:000

Infrastructure s9:000
Data center se'000
Other 7000

$146°000

$ .. Uvedené hodnoty slouzi pouze jako priklad

$211’500

Cifrix

A 4






Zero Trust - zadani
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ProcC potrebujeme Zero Trust?

ONO)
At -

Remote
Employees Hybrid Cloud

N

@
Q Tradiéni perimetr:
Tradi¢ni sitova architektura,
koncové body, uzivatelé v

kancelafri, servery a aplikace v
jednom DC

Cloud Applications Personal Devices

00
@? Vendors &
Mobile Devices Contractors

Organizace potfebuji novy model zabezpeceni, ktery se ucinnéji pfizplsobi slozitosti moderniho prostredi.

5 cifrix




Jak ma Zero Trust fungovat?

Nulova davéra v organizaci jako hlavni princip

IR G

2 — Zhodnoceni
4 - Dohled rizik

|dentita Centralni zobrazeni,
/ / sprava a vynucovani
Zarlzenl opatreni
MIStO a éas L0SSL101010101011055L101010101011055L1010101010110SSL1 .. %
Apllkace/data /
3- Pravidla

Y= Via

1 - Autentikace

CIfrIX



Co je Zero Trust Network Access a jak se lisi od VPN?

Rizika Sprava Provoz a shoda

Mélo by se pouzivat pouze s
firemnimi spravovanymi
zafizenimi

Odhaluje celou sit’ a zvySuje Nasazeni v datovém centru a
pravdépodobnost utoku obtizna udrzba

Vyzadovani externi IP adresy a ] Y A Pfesmérovani provozu pres
o s Neni dobre Skalovatelné a feSeni . :
poskytovani pristupu k Y e datové centrum zpomaluje
.. . v . . kapacitnich problému vyzaduje . . . )
uzivatelskym zarizenim na urovni &as nékteré aplikace a pusobi
sité problémy s datovou shodou.

Pristup zprostredkovany na
urovni aplikace zabranuje
hrozbam na urovni sité
Pristup povolen pouze po Cloudova sluzba umoznuje
ovéfreni duvéryhodnosti a automatickeé sSkalovani
autorizace
Pribézné monitorovano a
adaptivné vynucovano

Pristup do sité jen tehdy, kdyz je
to nutné, bez pfimého pristupu k
datovym silim

CIfrIX




Problemy, ktere Zero Trust a ZTNA adresuje

Ovérovani a autorizace uzivatel( Zabezpeceny vzdaleny pristup k
a zarizeni, integrace se neverejnym podnikovym aplikacim
stavajicimi infrastrukturami. —

Ochrana proti internetovym hrozbam
zajistujici odstup "air gap" od firemni sité

Prabézné monitorovani, fizeni a
prosazovani zasad informacni bezpec€nosti
technickymi prostredky.

Ochrana citlivych informaci

ZTNA umoziuje uzivatelim pristup k nevefejnym aplikacim na zafizenich BYO. IT implementuje zasady na zakladé

polohy uzivatele, stavu jeho zafizeni a diky pribéznému vyhodnocovani definuije dalSi ovéfovaci kroky nebo ukonci
pristup, pokud je riziko vysoke.

CIfrIX



Hlavni body Zero Trust bezpecnostni strategie podle Citrixu

Shizeni celkového rizika

* Konsolidace prostredi

e Aplikacni & API bezpecnost

e Kontinualni monitoring

* Snizeni komplexity IT

* Definice reseni pro nespravované

Zero Trust zafizeni a aplikace

o Izolace prohlizec
CITRIX
®

Pokrocilé overovani

* |dentita and MFA

e Zarizeni a jeho aktualni stav
* Kontextualni pristup
* Prubeznd autentikace

EXPERIENCE
Uzivatel: Admin a IT organizace:
* Neviditelnost IT ndstrojd * Rychly, intuitivni, delegovatelny dohled
* Firemni zdroje v katalogu * Moznosti integrace
* Jednotnost a jednoduchost * Uroven centralizace

* Rychlost reakce na incidenty a zmény CIfrIX
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Citrix Workspace - nosny koncept
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0 Choice of identity provider (AD, Okta, Google, SAML and more)

wo ||| @

Workspace

Managed

User Citrix Cloud .
cifrix



@ croice of identity provider (AD, Okta, Google, SAMLand more) [ 1 [  —— - —_—__ -
| 7~ |
e VPN-less access to SaaS and Web apps : e I
I
. W !
SaaS Apps S
Cloud
| w4 o ' |
I ﬂi |
| |
| |
[T T Web Apps
11 0 [ [ 1
BYO Firewall
D
Workspace
Managed
User Citrix Cloud Data Center and Cloud
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a Choice of identity provider (AD, Okta, Google, SAML and more)
e VPN-less access to SaaS and Web apps
e VPN-less access to physical, Windows 10 PCs

a VPN-less access to Windows and Linux

BYO

Managed

Workspace

SaaS Apps
Cloud

L e e I
I ﬂi gl
I I
l I

|:|:|:| ____VVGBKPPS
Firewall 1 - o= r
| — N ©O)
I | I
| JAN 2 I

[ T T Physical Desktops

Firewall | e ,
l ]|
! . “ :
|

User

Citrix Cloud

Data Center and Cloud . .
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a Choice of identity provider (AD, Okta, Google, SAML and more)

N @
e VPN-less access to SaaS and Web apps : W I
l
e VPN-less access to physical, Windows 10 PCs !_ .
SaaS Apps
a VPN-less access to Windows and Linux Cloud
e Outbound-only channel providing resource specific access e ™ _é-;
— Outbound : .n= I
l
l l
o Web Apps
T 0 [ [ 1
BYO e Firewall | I
%
@ ( Outbound : @ == =7 :
ooo I A ° I
Workspace Ll L Physical Desktops
[T ]
v y e Firewal | = — ¢ |
anage Q
J — Outbound : .‘ == “ :
l l
Virtual Apps and Desktops
User Citrix Cloud Data Center and Cloud
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a Choice of identity provider (AD, Okta, Google, SAMLand more) | | | & o o e e e e e e e e e — — -
' ~ @,
e VPN-less access to SaaS and Web apps : W I
\od
e VPN-less access to physical, Windows 10 PCs !_ Rl
SaaS Apps
a VPN-less access to Windows and Linux Cloud
e Outbound-only channel providing resource specific access e ™ _é-;
— Outbound . n= !
© single sign-on to Saas, web, Windows and Linux | G |
l l
o Web Apps
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@ croice of identity provider (AD, Okta, Google, SAMLandmore) [ 1 [ - - _—__ -
' ~ O
e VPN-less access to SaaS and Web apps : W l
O
e VPN-less access to physical, Windows 10 PCs No public IP _\ !. Rl

address SaasS Apps

a VPN-less access to Windows and Linux \ Cloud

e Outbound-only channel providing resource specific access e \I_ T T T T _é-;
— Outbound . ni I
© single sign-on to Saas, web, Windows and Linux | e |
No firewall rule i

changes , : , : , : , Web Apps
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BYO 9 Firewall | I

N
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(s = =] : I A o G
Workspacd NO network device —> e T
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Global deployment NO changes 1o ™ e — — = - = —— —
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Hybridni prostredi jednoduse s Citrix Workspace

Management a vstupy v Cloudu, Zdroje a informace kde potfebujete

Management v cloudu

Konzistentni uzivatelsky komfort

Jedna sjednocena console, autentifikace
Integrace ruznych sluzeb

Automatické aktualizace

Zdroje, kde potrebujete
_____________ Lepsi shoda s regulacemi

f:E:::::::::::f Ovlivnitelna bezpeénOSt

pumiy Suverenita dat

""""""" Vybér dle ekonomickych parametru

Hypervisor Public Private Hybrid Hyper- I
Platforms Cloud Cloud Cloud converged cifrix



Citrix Cloud Services
Workspace Services

Networking Services

Virtual Apps &
Desktops

Endpoint Content

Application Delivery
Management | Collaboration

Management

Secure Secure
Gateway Workspace SD-WAN Orchestrator
Browser
Access
Workspace
ITSM Adapter Microapps Environment
Management

Analytics for
Security

Usage Analytics for
Analytics Performance

Citrix Cloud Management Plane

cifrix



Citrix VAD Services

Citrix Cloud

Citrix Cloud Citrix
Managed

On-premise
Studio Director Licensing
A
\ 4
[ ——
StoreFront : Controller saL
|
A 'y x
NetScaler v 1
Gateway |
Server Desktop
» VDAs VDAs AD
Hypervisors

Fully Customer/Partner Managed

Virtual Apps and Desktops Service
Citrix Gateway Service

Cloud
Connector
Server Desktop
VDAs VDAs AD

Hypervisors

Customer/Partner Managed Resource

location

CIfrix



Citrix Workspace

Kde tedy pfinasi hodnotu?

Citrix Workspace poskytuje jednotné prostredi
s jedinym prihlasenim ke vSemu potfebnému
pro praci véetné pfistupu ke vsem aplikacim,
plocham a souborim.

Citrix Workspace méni pracovni prostredi
zameéstnancu tim, Ze organizuje, fidi a
automatizuje praci, coz vede k lepSim
obchodnim vysledkim diky lepSimu zapojeni
zaméstnancu.

Citrix Workspace jako moderni middleware
usnadnuje zmeny v IT aplikacnich systémech,
infrastrukture a na koncovych zafizenich;
doplnuje prvky bezpecCnostni kontroly,

sjednocuje bezpecnostni pravidla a dohled nad

nimi.

32 © 2021 Citrix | Confidential
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Citrix Workspace - Demo
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Aplikace Workspace - prihlasen

@ Citrix Workspace Edit Window

34

Store 1

demo.cloud.com

X

o Having trouble signing in? Use Workspace offline

r

Citrix Workspace

=~ ¢t16.12. 10:49

Citrix Workspace

Username

democloud\vstralka

Password

nglish (US). Privacy Policy

© 2020 Citrix | Confidential
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Aplikace Workspace — Pracovni plocha — bezpecny pristup ke v§em zdrojum

7]

@ Citrix Workspace Q search Workspace v
@ Home
D Feed
; Activity Feed ! Recommended ¥ Filter Recent Desktops
Z‘} Actions
% _ Azure Virtual Desktop EMEA
3 Apps >
w® — On-Prem Desktop EMEA
[;] Desktops >
View all desktops
[ Files

_— Recent Files

/
® - b
/ You don't have available files.

Check back later, or contact your administrator for access.

You're all caught up!
. . You don't have any notifications right now.
cifrix
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Katalog aplikaci — poskytuje zamestnanci pristu k aplikacim

36

@ Citrix Workspace

Edit

Window

@ Citrix Workspace

@ Home

O

Feed

Actions

Apps

(3 <

Favorites

All Apps

Desktops

)

[j Files

cifrix

L
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APPS

All

ACME
Sharepoint

Intranet
Secure

cee

i

e

s

Excel Online

e

e

Calendar
Online

T
Microsoft
Teams

“ee

i

e

Teams EMEA

i

Citrix Workspace

Citrix

Analytics...

'3

Google
Chrome

i
Microsoft

Q Search Workspace

‘® "8
Citrix Customize
RightSig... Experience

Intranet

Intranet Direct

‘07 "0
) Office 365
Office 365 Protected
& w

[ I

it AtoZ

DICOM
Viewer

Intranet
Protected

e

OneDrive
Online

All

Favorites

Categories

Internet

Office 365

¢t 16.12. 10:51
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Vybraneé aplikace uzivatelem — rychly pristup k nejpouzivanejsim aplikacim

& @ 4 —~ Q £ t16.12. 11:00

(© Citrix Workspace Q Search Workspace v

@ Home
Favorites

Q Feed
b ¢ ¢ ¢ ® ®* * ®

{5 Actions : m . a - l] & @ m

A v i .
E pps Word Excel Office 365 Salesforce Salesforce Secure Word Online
Protected Secure Browser

Favorites

All Apps

)

Desktops >

[j Files

citri ©

! Cifrix
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Rizeny rezim “Web Aplikace” s bezpeénostnimi prvky (vodoznak, zakaz “copy and paste’, ...

38

" Citrix Workspace Soubor Upravit Zobrazit Historie Z&lozZky Karta Okno Ndapovéda 3 ~ ¢&t16.12. 11:01

Salesforce - Unlimited Edition X +

citrite--democloud.my.salesforce.com

oits Sl Sandbox: DemoCloud
Web citrite--democloud.my.salesforce.com fika

Vliadimir Stralka ~

Clipboard access has been restricted by your administrator. Help 3.RAithg

m Chatter Files Leads Accounts Contacts Oppo ogram Members Ideas +

D B

CITT @ Viadimir Stralka
q

You are now able to view and Thursday December 16, 2021
track the Annual Contract Value
4 (ACV) of your Opportunities! Click ¥ Hide Feed
here for more information.
Have an Idea that will increase @ Post @) Question | File  More v Recommendations More
B Sales Effectiveness? Click here to
post it or vote for an existing idea. ar Ipdate ) d ) m Complete your profile
Tell everyone about
. yourself and upload a
Shortcut Sort By Most Recent Activity photo.
Unresolved Items Skip >
There are no updates.
Christian
[;] ' Popular user: 18 followers
No records to display @ Gokaw
Havard Bruvold
D Popular user: 9 followers
[ customLinks il
Stian Wetterstad
Citrix.com E Popular user: 2 followers
MyCitrix.com @ Follow
Google.com Hussein Rahal
Citrix Role Hierarchy Joined in the last week
& Follow
Legal Forms
Contract Viewer
Contract Data Report
Items to Approve Manage All Items to Approve Help ?
CEXEEEEN o rocorss o dispiay
Circle of Excellence
My Tasks New Unresolved Emails | Overdue v

You have no open tasks scheduled for this period.

© 2020 Citrix | Confidential
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Bezpecny rezim “Web Aplikace”

@ Chrome Soubor Upravit Zobrazit Historie Zalozky Profily Karta Okno N&povéda

39

® Salesforce - Unlimited Edition X +

(&f <o) @ citrite--democloud.my.salesforce.com

i+ Aplikace [ Oblibené [E5 CITRIX_Core [5 Citrix_Analysis @ Novékarta E5 GOV

Search Search

m Chatter Files Leads Accounts Contacts Opportunities Reports ShareFile Dashboards Sales Exceptions Program Members Ideas

Viadimir Stralka ~

+

B3 Jiné zélozky

Help & Training

¢t 16.12. 11:02

h w

Seznam &etby

Sandbox: DemoCloud

Messages and Alerts

You are now able to view and
track the Annual Contract Value
(ACV) of your Opportunities! Click
here for more information.

Have an Idea that will increase

Sales Effectiveness? Click here to
post it or vote for an existing idea.

Unresolved Items

No records to display

Citrix.com
MyCitrix.com
Google.com

Citrix Role Hierarchy
Legal Forms
Contract Viewer
Contract Data Report

Circle of Excellence

© 2020 Citrix | Confidential

: Vladimir Stralka
Thursday December 16, 2021

- Hide Feed

@ Post ) Question ] File More ~

Sort By Most Recent Activity

There are no updates.

Recommendations More

Complete your profile

Tell everyone about
yourself and upload a
photo.

Skip >

Christian
Schwendemann

Popular user: 18 followers
@ Follow

Havard Bruvold
Popular user: 9 followers
@ Follow

NetScaler SD-WAN -
presentasjon
Popular file

@ Follow

Stian Wetterstad
Popular user: 2 followers
© Follow

?

Items to Approve Manage All Items to Approve Help
No records to display
My Tasks New Unresolved Emails [ Overdue v

Cifrix



Virtualizovana Windows aplikace (MS Word) bézici v datovéem centru

@ Citrix Viewer View Devices S & 0 o @ S H ™ 3 = 8 = ¢&t16.12. 11:13

CS Czech (Czech Republic)

PoC Best Practices - Citrix PoC Agreement Template (English) - Word c3] (m] X

Insert Design Layout References Mailings Review View Q Tell me what yo nt to do... Viadimir Stralka Q_ Share

AP Find ~

9§c Replace

) TimesNewRo =10~ A° A" Aa~ B¢ = -i=-%z- =32 2l M aagbccD | AaBbC(| AaBbCcD AaBbCcD AaBb! aaBbccl aasbecar AAB -

Paste - AW, EE=E= = O v 1 1 Body 1 1 - 1 . 2 " 3 . =
2 ¥ Format Painter B I U abe X; X A ,A, == == =S Normal Body Text| TNo Spac.. TTablePa.. THeading1 Heading Heading 3 Title 3

[y Select~

Clipboard 7 Font ) Paragraph r. Styles I Editing A

Purpose of the Document

This document is an agreement to ensure that [CUSTOMER
NAME] and CITRIX understand the expectations as it
pertains to this proof-of-capability (POC) as outlined in this
document.

This is not a contractual agreement with legal obligations
for either party. Further, this document enables both
parties to confirm the understanding of the evaluation
process, success criteria, resources, and other pertinent
proof-of-capability details.

On behalf of the CITRIX team, we thank you for the
opportunity to showcase our world-class solutions to
address your business needs. The CITRIX team looks

forward to working with you and your team toward a
successful outcome of this proof-of- capability.

Page3of 10 1229words [JX¥ English (United States) E B - ] + 100%

PageTof 1 oOwords L2 czech B e s - T ¥ 100%
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Virtualizovany Windows desktop béezici v datovem centru

® Citrix Viewer View Devices
L]
>,
-
T

In (12) Citroc My Company | Linkec X

@ linkedin.com

9

Recycle Bin

Firefox

GoToMeeting Out
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€ Grix Deal Calculstor % CVAD Standard

. cifrix

Citrix

The future of wor

@0

V Following Share

My Company About

Citrix today

Trending coworker content

@ Sukhbir Sandhu - i Rajuan Kimble -

-® -®

D& & @
Managed Win10 AMS Deskto

k3

Q

Visdimir Stralka £ Shave
x [ = Auosum = A

[@ Fin-
-

; s C Insest Delete Format
Sales Performance—. I (9) Linkedin 3 ST e

Clear =

See jobs

Coworkers you may know

i‘l Rani Nakhle

onnect
) George Bakaniaris
nnect

Tracy Carroll

Francois van Deventer

Connect

Alper Soyak

2

po 10.1. 11:12

Cifrix



Pristup k souborum

@ Citrix Workspace  Edit

(© Citrix Workspace

@ Home

Q Feed

l‘} Actions

3 Apps >

[:] Desktops >

D Files N/
Favorites

Yo

Personal Folders

Shared Folders

Feedback and Approval
Custom Workflows
Forms

People

cifrix

.
42 © 2020 Citrix | Confidential

Window

Citrix Workspace
Q Search Workspace

Personal Folders > ExternalShared > CTX_WorkspaceSecurity

™ CTX_WorkspaceSecurity «-- Moreoptons

O Items in this Folder % People on this Folder

¥, Download L’T Share @ Delete © Preview *** More

Name & # Size Uploaded Creator =

s WKSPC_SEC_2021.pptx s

Storage used: 6% of 1000GB Email me when a file is: [ Downloaded from this folder [ Uploaded to this folder

&t 16.12. 11:18

cifrix



Aplikace Workspace — Mobilni verze

@ Citrix Workspace Edit Window ) » &t16.12. 11:19

) @ Citrix Workspace
@ Citrix Workspace Q Search Workspace Vv

1) Edit Profile

Mobile Apps

Regional Settings

O

Files Settings

Workspace Mobile

ll} Tools
One App, many benefits.

ﬁ Windows © g © a
v/ Access your Workspace securely on any mobile device.

Mac v/ Provides Single Sign On capabilities.
[;] Mobile v/ Enforces device and app-level security policies. o i
D # Download on the » TITON a2 ’:
Integrations « App Store Google Play B

Citrix Files

Use your mobile or tablet device to access Files anywhere.

v/ Access all your files and folders
v/ View, edit annotate and share files on the go

(] v/ Download files for convenient offline access

# Download on the GETITON
© & @& App Store ” Google Play
Learn More Learn More c
.

43 © 2020 Citrix | Confidential C I |-r| X







