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eID --- PREVENTIVE HEALTHCARE FOR ICT



eID :: SIMPLE SOLUTIONS EASILY BROKEN

http://googlesystem.blogspot.com/2008/03/more-spam-originating-from-gmail.html

http://webspamprotect.com/captcha_service.php



ATTACKS ARE A BUSINESS

       Security threats are changing. However there is not sign that 
     the overall security and security perception is improving.

http://www.networkworld.com/news/2008/071508-soloway-case-reveals-big-business.html



    By 2010 all European citizens, businesses and administrations 
shall benefit from secure means of electronic identification 
(eID) that maximise user convenience while respecting data 
protection regulations. Such means shall be made available 
under the responsibility by Member States but be recognised 
across the EU.

By 2010 Member States will have agreed a framework for 
reference to, and use of, authenticated electronic documents 
across the EU.

eID :: KEEPING THE FOCUS



eID :: ALL NEED TO UNDERSTAND THE DIFFERENCE

 travel documents and biometry

 too often misunderstood in its purpose  important but out of scope for the internet  

 identification + authentication

 e.g. banking :: eID by itself is not a willful act concerning the content

 identification for the internet

 security privacy



eID :: COPING WITH TECHNOLOGY „TRENDS“

 CONTACTLESS

 it is not only a technology challenge

 physical disconnection needs new paradigms 

 MOBILE AND MULTICHANNEL

 it is on the table since long

 the challenge has not yet been met

•  TECHNOLOGY

•   BUSINESS CASE

 THE USER AND THE SERVCIE RESIDES IN THE CLOUD

 shared services
 cloud computing
 INFO CARD, LIBERTY ALLIANCE, DK,DE,FR,NZ,AT .. eID DOMAINS



MISSING QUALITY eID HAS SEVERE CONSEQUENCES

 

Figure 8: Intention of changing the bank in cases of security 
breaches (lacking confidentiality).
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 In case of incidents users – 
especially 50+ with likely-
hood of larger accounts will 
just leave the bank

 REASON FOR THE 
INCIDENT DOES NOT PLAY 
A ROLE

BANKS WILL NEED TO OFFER 
SECURE METHODS TO KEEP THEIR 
CLIENTS.
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HOW Can eID WORK

 WHAT I HAVE + WHAT I KNOW
 personal token
 personal secret

 NO TOKEN?
 exposed to phishing
 exposed to taping the line

 NO PERSONAL SECRET?
 exposed to token loss
 biometric features not assumed to be secrets

 BOTH FEATURES NEEDED FOR SUSTAINABLE eID

eID
USE

APPLICATION        



WHAT DO WE NEED TO PREVENT FROM

 abuse by the owner
 passing on knowledge and token
 might be breaching of law / contract in some cases but 

unlike with ID-documents this is not a real abuse

 abuse by third party
 without knowledge / consent of the owner
 CRITICAL eID RISK



STORK = A MAJOR STEP



THE PILOTS = A PRIME NEED



STORK = INTEROPERABILITY



 STORK to integrate into ECAS enabling eID for 
access to services of the EU for Member states. 
The goal is to access CIRCA, IMI and such like 
services. 

 FIRST TRIAL IMPLEMENTATION TO BE IN 
OPERATION BY END OF 2009
•BE
•UK
•AT

A2A  INTEROPERABILITY



eID WHOM TO IDENTIFY

 natural persons
 in the interest of individual, business and government 

(Manchester declaration)
 non-natural persons

 eID/mandates in the interest of governments 
(companies)

 services
 today not efficiently done
 in the interest of the individual / privacy etc.

WITH THE VERY DIFFERENT SCENARIOS (BUSINESS, GOVERNMENT, SOCIAL
NETWORKS,..) WE FACE A VARIETY OF DIVERGING INTERESTS, DEMANDS
AND DRIVING FORCE IN THE FIELD OF eID

?



DIVERSIFICATION OF IDENTIFIERS

 NOT ONLY IN 
EUROPE
(EXAMPLE NZ)

 EUROPE
 DK
 DE
 AT
 enabling cross 

domain activities
 enabling business 

use

INCREASING DATA PROTECTION NEEDS



STEADY TECHNOLOGY CHALLENGE

MOBILITY SECURITY
INSTANT USE

ZERO FOOTPRINT



WE NEED A BETTER UNDERSTANDING OF eID

 NEED TO UNDERSTAND  a Metaframework

 common understanding of goals

 common understanding of needs

 compliance classes and certification?

 THE AVENUE TO GET THERE

 interoperability

 bilateral / multilateral interworking

 WE WILL PROBABLY NOT YIELD A STANDARD 

 BUT A SET OF STANDARDS EVERYONE UNDERSTANDS
 COMPARABLE TO WEB AND BROWSERS 



EUROPEAN 
CITIZEN 

CARD

are we ready for this
level of detail?

POSSIBLE FUTURE DIRECTIONS

USER-CENTRIC
eID METASYSTEMS

principles with a focus on
the user, his/her rights and
benefits need to play the

central role

CONVERGENCE BY
MEANS OF STANDARDS

CONVER-
GENCE

THROUGH
INTER-

OPERABLE
POLICIES
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THANK YOU FOR LISTENING


